RECORD OF COMMENTS
Request for Public Comments on a Systematic Review of the Commerce Control List
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Comment period extension published in 72 FR 51213
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Comment # Name of sender Name of organization Date signed | Mode of
transmission
Number
of pages
1 Liz Gant Samuel Shapiro & 7/31/07 -Email
Company Inc.
-2 pages
2 Walter H. Zimmer, Walter H. Zimmer 8/13/07 -E-mail
Senior Materials -1 page
Engineer AFRL/
ML Collocate for JSF
Propulsion
3 John R. Murhpy, Sartomer Company Inc. 8/27/07 -Email
Business -1 page
Development/Export
Licensing & Compliance
Manager
4 William Root William Root 9/9/07 -Email
- 127 pages
-This included a
cover memo and 10
separate
attachments
5 Daniel Shaw, Henkel Corporation 10/24/07 -Email
Regulatory Affairs -1 page
Specialist




6 Laurence K. Disenhof, Cadence Design Systems, 10/24/07 -Email
Inc.
Group Director, Export -3 pages
Compliance
7 Nicole Malcolm, Novellus Systems Inc. 10/29/07 -Email
Senior Manager, Trade -4 pages
Compliance
8 Victor G. Sosa University of New 10/30/07 -Email
Hampshire
-2 pages
9a Ken Montgomery, AEA 8/1/07 -Mail
Director, International -14 pages
Trade Regulation
9b Ken Montgomery, AEA 10/31/07 -Mail
Director, International -4 pages
Trade Regulation
10 Lezlee Westine, TechNet 10/31/07 -Fax
President and CEO -3 pages
11 Dan Hoydysh, Chairman | Computer Coalition for 10/31/07 -Mail
Responsible Exports
(CCRE) -4 pages
12 Robert A. Shapiro Thompson Coburn LLP 11/1/07 -Mail
Attorneys at Law on behalf
of Ticona Polymers, Inc. -22 pages
("Ticona")
13 Eric McClafferty, Kelley Drye Collier 11/1/07 -Email
Shannon on behalf of a
Counsel to the Hydraulic | number of manufacturers of -6 pages

Institute / Valve
Manufacturers
Association Export
Control Task Force

fluid handling equipment
that are members of the
Hydraulic Institute/Valve
Manufacturers Association
(HI/VMA) Export Control
Task Force




14 William Primosch National Association of 11/1/07 -Mail
Manufacturers (NAM)
-8 pages
*15 (This Regulations and Regulations and Procedures 11/1/07 -Email
comment was | Procedures Technical Technical Advisory
not intended to | Advisory Committee Committee -9 pages
be made
publicly
available)
16 David Rose, Semiconductor Industry 11/1/07 -Mail
Association (STA)
Chairman, STA Export -6 pages
Controls Committee
17 Kathleen Lockard Palma, | General Electric Company 11/1/07 -Email
!"GEH)
Counsel, International -10 pages
Trade Regulation
18 Julia M. McCalmon and | Thompson Hine LLP 11/1/07 -Mail
Jason T. Hungerford, Attorneys at Law on behalf
of Robbins and Myers, Inc. -98 pages
Counsel to Robbins & ("R&M")
Myers, Inc.
19 Michelle D. Christy Massachusetts Institute of 11/1/07 -Mail
Technology
-2 pages
20 Robert M. Berdahl, Association of American 11/1/07 -Mail
Universities
President, Association of | Council on Government -4 pages
American Universities Relations
Anthony P. DeCrappeo,
President,
Council on
Governmental Relations
21 Norma Rein, The Boeing Company 11/1/07 -Fax
Senior Manager, Global -12 pages

Trade Controls Policy




22 Eric L. Hirschhorn, Industry Coalition on 11/1/07 -Mail
Technology Transfer
Executive Secretary ACOTT) -7 pages
23 Victoria D. Hadfield, Semiconductor Equipment 11/1/07 -Email
and Materials International
President, SEMI North (“SEMI™) -13 pages
America
24 Cynthia L. Roberts, SABIC Innovative Plastics 11/2/07 -Email
Global International -1 page
Trade Compliance
Leader
25 Hallock Northcott, American Association of 11/1/07 -Mail
Exporters and Importers
President and CEO (AAEI) -3 pages
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(the Board) by the Port of Tacoma,
grantee of FTZ 86, requesting authority
on behalf of Tesoro Refining and
Marketing Company (Tesoro), to expand
the scope of manufacturing activity
conducted under zone procedures
within Subzone 86D at the Tesoro oil
refinery complex in Anacortes,
Washington. The application was
submitted pursuant to the Foreign—
Trade Zones Act, as amended (19 U.S.C.
81a—81u), and the regulations of the
Board (15 CFR part 400). It was formally
filed on July 10, 2007.

Subzone 86D (108,200 BPD capacity,
350 employees) was approved by the
Board in 2001 for the manufacture of
fuel products and certain petrochemical
feedstocks and refinery by—products
(Board Order 1140, 66 FR 6583-6585, 1~
22-2001).

The subzone is located on West
March Point Road in Anacortes,
Washington (Skagit County). The
request anticipates expansion of
Tesoro’s crude unit and modifications
and upgrades to existing units within
the refinery complex that may increase
the overall crude distillation capacity of
the refinery up to 150,000 BPD. No
additional feedstocks or products have
been requested.

Zone procedures would exempt the
increased production from customs duty
payments on the foreign products used
in its exports. On domestic sales of the
increased production, the company
would be able to choose the finished
product duty rate on certain
petrochemical feedstocks and refinery
by-products (duty—free) by admitting
foreign crude oil in non—-privileged
foreign status. The duty rates on crude
oil range from 5.25 cents/barrel to 10.5
cents/barrel. The application indicates
that the savings from zone procedures
help improve the refinery’s
international competitiveness.

In accordance with the Board's
regulations, a member of the FTZ staff
has been designated examiner to
investigate the application and report to
the Board.

Public comment is invited from
interested parties. Submissions (original
and 3 copies) shall be addressed to the
Board’s Executive Secretary at the
address below. The closing period for
their receipt is September 17, 2007.
Rebuttal comments in response to
material submitted during the foregoing
period may be submitted during the
subsequent 15-day period (to October 1,
2007).

A copy of the application and
accompanying exhibits will be available
for public inspection at each of the
following locations:

U.S. Department of Commerce Export

Assistance Center, 2601 Fourth
Avenue, Suite 310, Seattle, WA
98121.

Office of the Executive Secretary,
Foreign-Trade Zones Board, U.S.
Department of Commerce, Room
2111, 1401 Constitution Ave.,, NW,
Washington, DC 20230.

For further information, contact Diane
Finver at Diane_Finver@ita.doc.gov or
(202) 482-1367.

Dated: July 10, 2007.

Andrew McGilvray,

Executive Secretary.

[FR Doc. E7-13824 Filed 7-16-07; 8:45 am]
BILLING CODE 3510-DS-$

DEPARTMENT OF COMMERCE

Bureau of Industry and Security

[Docket No. 070619210-7211-01]

Request for Public Comments on a
Systematic Review of the Commerce
Control List

AGENCY: Bureau of Industry and
Security, Commerce.

ACTION: Notice of inquiry.

SUMMARY: The Bureau of Industry and
Security (BIS) is soliciting comments
from the public regarding the Commerce
Control List {CCL) in the Export
Administration Regulations (EAR). BIS
has already requested that its Technical
Advisory Committees (TACs) review the
CCL and recommend potential changes
to BIS. BIS believes that it would also
be beneficial to allow interested
members of the public to submit
comments regarding the CCL.

DATES: Comments must be received by
September 17, 2007.

ADDRESSES: Written comments on this
notice of inquiry may be sent by e-mail
to publiccomments@bis.doc.gov.
Include “Notice of Inquiry—CCL"” in the
subject line of the message. Comments
may also be submitted by mail or hand
delivery to Timathy Maoney, Office of
Exporter Services, Regulatory Policy
Division, Bureau of Industry and
Security, Department of Commerce,
14th St. & Pennsylvania Avenue, NW.,
Room 2705, Washington, DC 20230,
ATTN: Notice of Inquiry—CCL; or by
fax to (202) 482~-3355.

FOR FURTHER INFORMATION CONTACT:
Timothy Mooney, Regulatory Policy
Division, Bureau of Industry and
Security, telephone: (202) 482-2440, e-
mail: tmooney@bis.doc.gov.

SUPPLEMENTARY INFORMATION:

Background

The Commerce Control List (CCL) is
found in Supplement No. 1 to part 774
of the EAR. The CCL is a list of items
subject to the Export Administration
Regulations (EAR]. Items subject to the
EAR are under the export control
jurisdiction of the Bureau of Industry
and Security (BIS), U.S. Department of
Commerce. The CCL covers items (i.e.,
commodities, software, and technology)
enumerated in Export Control
Classification Numbers (ECCNs). There
are 10 general categories (0-9) of ECCNs
and each category has five parts
(Systems, Equipment and Components;
Test, Inspection and Production
Equipment; Materials; Software; and
Technology). The CCL covers a broad
range of commodities, software and
technologies and plays an important
role in the U.S. system for controlling
the export of dual-use items. Items not
listed on the CCL, but subject to the
EAR, are designated as EARS9.

Changes are made regularly to the
CCL to reflect revisions in the control
lists of the multilateral export control
regimes (Wassenaar Arrangement;
Missile Technology Control Regime;
Australia Group; Nuclear Suppliers’
Group). To conduct a more systematic
review of the CCL, BIS has requested
that its TACs review the CCL and
recommend potential changes to BIS,

In addition to seeking
recommendations from its TACs, BIS is
also inviting the interested public to
submit comments regarding:

(1) The overall structure of the CCL,
including suggestions for how the
structure of the CCL may be changed to
better advance U.S. national security,
foreign policy, and economic interests;

(2) Types of items that should be
listed on the CCL and the appropriate
levels of controls to be placed on those
items, taking into account technology
levels, markets, and foreign availability;

(3) Any updates to the CCL item
descriptions that would enable the
descriptions to better reflect the intent
of the multinational controls and to
eliminate any overly broad descriptions
that inadvertently capture non-critical
items that are not controlled by other
countries; and

(4) Coordination and harmonization
of controls on items covered by the
multilateral regimes, such as the
Wassenaar Arrangement.

Comments should be submitted to BIS

as described in the ADDRESSES section of
this notice by September 17, 2007.


mailto:publiccomments@bis.doc.gov
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Dated: July 11, 2007.
Matthew S. Borman,

Deputy Assistant Secretary for Export
Administration.

[FR Doc. E7-13843 Filed 7-16-07; 8:45 am]
BILLING CODE 3510-33-P

DEPARTMENT OF COMMERCE

International Trade Administration
A-570-898

Chlorinated Isocyanurates from the
People’s Republic of China:
Preliminary Results of Antidumping
Duty Administrative Review

AGENCY: Import Administration,
International Trade Administration,
Department of Commerce.

SUMMARY: The Department of Commerce
(“the Department”) is conducting an
administrative review of the
antidumping duty order on chlorinated
isocyanurates (‘‘chlorinated isos”) from
the People’s Republic of China (“PRC”)
covering the period December 16, 2004,
through May 31, 2006. We have
preliminarily determined that sales have
been made below normal value (““NV”’)
by Hebei Jiheng Chemical Company Ltd.
(“Jiheng Chemical”). If these
preliminary results are adopted in our
final results of this review, we will
instruct U.S. Customs and Border
Protection (“CBP”’) to assess
antidumping duties on all appropriate
entries of subject merchandise during
the period of review (“POR").

Interested parties are invited to
comment on these preliminary results.
We intend to issue the final results no
later than 120 days from the date of
publication of this notice, pursuant to
section 751(a}(3)(A) of the Tariff Act of
1930, as amended (‘‘the Act”’}.

EFFECTIVE DATE: ]uly 17, 2007.

FOR FURTHER INFORMATION CONTACT:
Katharine Huang or Charles Riggle, AD/
CVD Operations, Office 8, Import
Administration, International Trade
Administration, U.S. Department of
Commerce, 14th Street and Constitution
Avenue, NW., Washington, DC 20230;
telephone: (202) 482~1271 or (202) 482~
0650, respectively.

SUPPLEMENTARY INFORMATION:

Background

On June 24, 2005, the Department
published the antidumping duty order
on chlorinated isos from the PRC.? On
June 2, 2006, the Department published
a notice of opportunity to request an

1 See Notice of Antidumping Duty Order:
Chlorinated Isocyanurates From the People’s
Republic of China, 70 FR 36561 (June 24, 2005).

administrative review of this order.2 On
June 30, 2008, in accordance with 19
CFR 351. 213(b)(1), the following
requests were made: Clearon
Corporation (“Clearon’”) and Occidental
Chemical Corporation (“OxyChem”),
petitioners in the underlying
investigation, and BioLab, Inc.
(*BioLab”), a domestic producer of the
like product, requested that the
Department conduct an administrative
review of Jiheng Chemical’s sales and
entries during the POR; On the same
date, in accordance with 19 CFR
351.213(b)(2), Jiheng Chemical, a foreign
producer/exporter of subject
merchandise, requested that the
Department review its sales of subject
merchandise.

On July 27, 2006, the Department
initiated this administrative review with
respect to Jiheng Chemical.? The
Department issued an antidumping duty
questionnaire to Jiheng Chemical on
August 15, 2006.

On August 16, 2006, the Department
requested that the Office of Policy
provide a list of surrogate countries for
this review.4 On August 23, 2006, the
Office of Policy issued its list of
surrogate countries.>

On August 24, 2006, the Department
requested that interested parties submit
surrogate value information. On
September 12, 2006, the Department
requested that interested parties provide
surrogate country selection comments.
On September 15, 2006, Clearon and
OxyChem (‘‘Petitioners”) and BioLab
requested an extension of time for all
interested parties to submit surrogate
value information, provide surrogate
country selection comments, and submit
factual information. On September 19,
2006, the Department granted the
Petitioners’ and BioLab’s extension
requests. On October 25, 2006, BioLab
requested a further extension of time to
submit surrogate value information and
provide surrogate country selection

2 See Antidumping or Countervailing Duty Order,
Finding, or Suspended Investigation; Opportunity
to Request Administrative Review, 71 FR 32032
(June 2, 20086).

3 See Initiation of Antidumping and
Countervailing Duty Administrative Reviews and
Request for Revocation in Part, 71 FR 42626 (July
17, 2006).

4 See Memorandum to Ron Lorentzen, Director,
Office of Policy, from Wendy Frankel, Director, AD/
CVD Operations, Office 8, “‘Surrogate-Country
Selection: 2004-2006 Administrative Review of the
Antidumping Duty Order on Chlorinated
Isocyanurates from the People’s Republic of China”
(August 16, 2006).

5 See the Memorandum from Ron Lorentzen,
Director, Office of Policy, to Wendy Frankel,
Director, AD/CVD Operations, Office 8,
“Administrative Review of Chlorinated
Isocyanurates from the People’s Republic of China:
Request for a List of Surrogate Countries” (August
23, 2006) (“‘Surrogate Country Memorandum”).

comments. On October 31, 2006, the
Department granted the requested
extension to all parties.

On November 17, 2006, Petitioners,
BioLab and Jiheng Chemical provided
comments on publicly available
information to value the factors of
production (“FOP”) and the selection of
a surrogate country. All interested
parties recommended India as the
surrogate country. On November 27,
2006, Jiheng Chemical submitted
rebuttal comments on Petitioners’
November 17, 2006 surrogate value
submission. On November 27, 2006,
Petitioners and BioLab requested an
extension of time for all parties to
submit rebuttal information concerning
surrogate values. On November 28,
2006, the Department granted
Petitioners’ and BioLab’s extension
requests. On November 30, 2006, BioLab
requested an extension of time for all
parties to submit factual information.
On December 4, 2006, the Department
granted BioLab’s extension request. On
December 6, 2006, Petitioners and
BioLab submitted rebuttal comments on
Jiheng Chemical’s November 17, 2006
surrogate value submission. On
December 15, 2006, Jiheng Chemical
submitted rebuttal information on
Petitioners’ and BioLab’s December 6,
2006 submissions.

On December 15, 2006, Petitioners
and BioLab submitted factual
information on surrogate value
selection. On December 26, 2006,
Petitioners submitted comments on
Jiheng Chemical’s December 15, 2006
rebuttal information. On January 5,
2007, Jiheng Chemical submitted
rebuttal information on Petitioners’
December 26, 2006 comments. On
January 16, 2007, Petitioners submitted
rebuttal information on Jiheng
Chemical’s January 5, 2007 comments.

On October 11, 2006, Jiheng Chemical
submitted its sections A, C, and D
questionnaire responses (“AQR, CQR
and DQR”, respectively). On November
6, 2006, the Department issued a section
A supplemental questionnaire to Jiheng
Chemical. On November 17, 2006,
BioLab submitted comments on Jiheng
Chemical’s AQR, CQR and DQR.
Petitioners submitted comments on
Jiheng Chemical’s AQR, CQR and DQR
on November 20, 2006. On November
28, 2006, Jiheng Chemical submitted
rebuttal comments on Petitioners’
November 20, 2006, and BioLab'’s
November 17, 2006, comments on its
AQR, CQR and DQR. On December 5,
2006, Jiheng Chemical submitted its
section A supplemental questionnaire
response (15t SQR”). On January 19,
2007, BioLab submitted comments on
Jiheng Chemical’s 15t SQR.
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DATES: The fees would be charged from
May 1 to September 30.

ADDRESSES: Forest Supervisor, Rogue
River-Siskiyou National Forest, 333 W.
8th Street/P.0. Box 520, Medford,
Oregon 97501-0209.

FOR FURTHER INFORMATION CONTACT: Jerry
Sirski, Recrealion Specialist, 541-899-
3815.

SUPPLEMENTARY INFORMATION: The
Faderal Recreation Lands Enhancement
Act (Title VII, Pub. L. 108—447) directed
the Sccretary of Agriculture to publish
a six month advance notice in the
Federal Register whenever new
recreation fee areas are proposed.

These facilities are in close proximity
to the Wild, Scenic, and Recreational
segments of the 1llinois River. This area
offers significant recreational viewing
opportunities, fishing experiences, and
is rich in historical and cultural
importance. A market analysis indicates
that the $4/per day single vehicle fee is
both reasonable and acceptable for this
sort of unique recreation experience.

Dated: August 29, 2007.
Scott D. Conroy,

Forest Supervisor, Rogue River-Siskiyou
National Forest.

[FR Doc. 07-4344 Filed 8-5-07; 8:45 am])
BILLING CODE 3410-11-M

Virginia 23229-5014; Telephone
number (804) 287-1691; Fax number
(804) 287-1737. Copies of the practice
standards will be made available upon
written request to the address shown
above or on the Virginia NRCS Web site:
http://www.va.nrcs.usda.gov/technical/
draftstandards.html.

SUPPLEMENTARY INFORMATION: Section
343 of the Federal Agriculture
Improvement and Reform Act of 1996
states that revisions made after
enactment of the law to NRCS State
technical guides used to carry out
highly eradible land und wetland
provisions of the law shall be made
available for public review and
comment. For the next 30 days, the
NRCS in Virginia will receive comments
relative to the proposed changes.
Following that period, a determination
will be made by the NRCS in Virginia
regarding disposition of those commenls
and a final determination of change will
be made to the subject standards.

Dated: August 27, 2007,
Kenneth E. Carter,
Assistant State Conservationist {Programs),
Natural Resources Conservation Service,
Richmond, Virginia.
[FR Doc. E7-17624 Filed 9-5-07; 8:45 am)
BILUING CODE 3410-16-F

DEPARTMENT OF AGRICULTURE

Natural Resources Conservation
Service

Notice of Proposed Change to Section
IV of the Virginia State Technical Guide

AGENCY: Natural Resources
Conservation Service (NRCS), U.S.
Department of Agriculture.

ACTION: Notice of availability of
proposed changes in the Virginia NRCS
State Technical Guide for review and
comment.

SUMMARY: It has been dctermined by the
NRCS State Conservationist for Virginia
that changes must be made in the NRCS
State Technical Guide specifically in
practice standards: #3986, Fish Passage
and #645, Upland Wildlife Habitat
Management. These practices will be
used to plan and install conservation
practices on cropland, pastureland,
woodland, and wildlife land.

DATES: Comments will be received for a
30-day period commencing with the
date of this publication.

FOR FURTHER INFORMATION CONTACT:
Inquire in writing to John A. Bricker,
State Conservationist, Natural Resources
Conservalion Service (NRCS), 1606
Santa Rosa Road, Suite 209, Richmond,

DEPARTMENT OF COMMERCE

Bureau of Industry and Security
[Docket No. 070819210-7489-02)

Request for Public Comments on a
Systematic Review of the Commerce
Control List

AGENCY: Bureau of Industry and
Security, Commerce.

ACTION: Notice of Inquiry; extension of
comment period.

SUMMARY: This notice extends the
comment period on a July 17, 2007
nolice of inquiry in which the Buroau of
Industry and Security (BIS) solicited
comments from the public regarding the
Commerce Control List (CCL} in the
Export Administration Regulalions
(EAR). This exlension of time would
allow the public additional time to
comment on the notice of inquiry.
DATES: Comments must be received by
November 1, 2007.

ADDRESSES: Written comments on this
notice of inquiry may be sent by e-mail
to publiccomments@bis.doc.gov.
Include ‘‘Notice of Inquiry—CCL"” in the
subject line of the message. Comments
may also be submitted by mail or hand
dolivery to Timothy Mooney, Office of

Exporter Services, Regulatory Policy
Division, Bureau of Industry and
Security, Department of Commerce,
14th St. & Pennsylvania Avenue, NW.,
Room 2705, Washington, DC. 20230,
ATTN: Notice of Inquiry—CCL; or by
fax to (202) 482-3355.

FOR FURTHER INFORMATION CONTACT:
Timothy Mooney, Regulatory Policy
Division, Bureau of Industry and
Security, Telephone: (202} 482-2440, E-
mail: tmooney@bis.doc.gov.

SUPPLEMENTARY INFORMATION:
Background

On July 17, 2007, the Bureau of
Industry and Security (BIS) published a
notice of inquiry in the Federal Register
{72 FR 39052) that invited the public to
submit comments regarding the
Commerce Control List (CCL) in the
Exporl Administration Regulalions
{EAR).

The notice indicated that, in addition
to seeking recommendations from its
Technical Advisory Committecs (TACs)
as a part of a systematic review of the
CCL, BIS believed that it would also be
beneficial to allow interested members
of the public to submit comments
regarding the CCL.

Specifically, in addition to seeking
recommendations from its TACs, BIS
invited the intercsted public to submit
comments regarding:

(1) The overall structure of the CCL,
including suggestions for how the
structure of the CCL may be changed to
better advance U.S. national security,
foreign policy, and economic interests;

(2) Types of items that should be
listed on the CCL and the appropriate
levels of controls to be placed on those
items, taking into account technology
levels, markets, and foreign availability;

(3) Any updates to the CCL item
descriptions that would enable the
descriptions lo better reflect the intent
of the multinational controls and to
eliminate any overly broad descriptions
that inadvertently capture non-critical
itemns that are not controlled by other
countries; and

(4) Coordination and harmonization
of controls on items covered by the
mulltilateral regimes, such as tha
Wassenaar Arrangement.

The notice of inquiry indicated that
the deadline for public comments closes
on September 17, 2007. BIS is now
extending the comment period until
November 1, 2007, to allow the public
additional time to comment on the
notice of inquiry.


http://doc.gov
http://doc.gov
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Dated: August 30, 2007.
Tom Andrukonis,
Acting, Director, Office of Exporter Services.
{FR Doc. E7-17638 Filed 9-5-07; 8:45 am]
BILLING CODE 3510-33-P

DEPARTMENT OF COMMERCE

National Oceanic and Atmospheric
Administration

Membaership of the National Oceanic
and Atmospheric Administration
Performance Review Board

AGENCY: National Oceanic and
Atmospheric Administration (NOAA},
Department of Commerce.

ACTION: Notice of Membership of the
NOAA Performance Review Board.

SUMMARY: In accordance with § U.S.C.
4314(c)(4), NOAA announces the
appointment of twenty-two members to
serve on the NOAA Performance Review
Board (PRB). The NOAA PRB is
responsible for reviewing performance
appraisals and ratings of Senior
Executive Service (SES) members and
making written recommendations la the
appointing authority on SES retention
and compensation matters, including
performance-based pay adjustments,
awarding of bonuses and reviewing
recommendations for potential
Presidential Rank Award nominees. The
appointment of members to the NOAA
PRB will be for a period of 24 months.
EFFECTIVE DATE: The effective dale of
service of the twenty-two appointees to
the NOAA Performance Review Board is
September 4, 2007.

FOR FURTHER INFORMATION CONTACT:

Claudia McMahon, Execulive Resources

Program Manager, Workforce

Management Office, NOAA, 1305 East-

West Highway, Silver Spring, Maryland

20910, (301) 713-6306.

SUPPLEMENTARY INFORMATION: The

names and position titles of the

members of the NOAA PRB are set forth
below (all are NOAA officials except

Tyra D. Smith, Director, Human

Resources, Bureau of the Census,

Department of Commerce; William J.

Fleming, Deputy Diractor for Human

Resources Management, Office of

Humen Resources Managemaent,

Department of Commerce:

John E. Oliver, Jr.—Deputy Assistant
Administrator for Operations,
National Marine Fisheries Service

Maureen E. Wylie—Chief Financial
Officer

Vickie L. Nadolski—Director, Western

Refion. National Weather Service
Charles S. Baker—Depuly Assistant
Administrator, National

Environmental Satellite, Data and
Information Service

Alexander E. MacDonald—Deputy
Assistant Administrator for
Laboratories and Cooperative
Institutes and Director, ESRL, Office
of Oceanic and Atmospheric Research

Paul N. Doremus—Direclor, Strategic
Planning Office of Program Planning
and Integration

William Corso—Deputy Assistant
Administrator for Ocean Services and
Coastal Zone Management, Nalional
Ocean Service

Timothy R.E. Keeney—Depuly Assistant
Secretary

Tyra D. Smith—Director, Human
Resources, Bureau of the Census,
Department of Commerce

Craig N. McLean—Deputy Assistant
Administrator for Programs and
Administration, Office of Oceanic and
Atmospheric Research

Elizabeth R. Scheffler—Associate
Assistant Administrator for
Management and CFO/CAQ, National
Ocean Service

Rebecca Lent—Director, International
Affairs, National Marine Fisheries
Service

Deidre R. Jones—Director, Systems
Engineering Center, National Weather
Service

Joseph F. Klimavicz—Chief Information
Officer and Director for High
Performance Computing and
Communications, Office of the Under
Secretary

Scott C. Rayder—Chief of Stalf for
NDAA

Helen M. Hurcombe—Director,
Acquisition and Grants Office

Gregory A. Mandt—Director, Science
and Technology, National Weather
Service

Louis W. Uccellini—Director, National
Centers for Environmental Prediction,
Nalional Weather Service

Samuel D. Rauch III—Deputy Assistant
Administratar for Regulatory
Programs, National Marine Fisheries
Service

Kathleen A. Kelly—Director, Office of
Satellite Operations, National
Environmental Satellite, Data and
Information Service

Daniel ). Basta—Director, Office of
National Marine Sanctuaries, National
Occan Service

William ]. Fleming—Deputy Director for
Human Resources Management,
Department of Commerce

Dated: August 28, 2007.
Conrad C. Lautenbacher, Jr.,

Vice Admiral, U.S. Navy (Ret.), Under
Secretary of Commerce for Oceans and
Atmosphere.

[FR Doc. 07-4347 Filed 9-5-07; 8:45 am)
BILLING CODE 3510-12-M

COMMODITY FUTURES TRADING
COMMISSION

Sunshine Act Meeting

AGENCY HOLDING THE MEETING:
Commodity Futures Trading
Commission (Commission).

DATE AND TIME: Tucsday, Soptember 18,
2007, commencing at 9 am.

PLACE: 1155 21st Street, NW.,
Washinglon, DC, Lobby Level Hearing
Room (Room 1000).

STATUS: Open.

MATTERS TO BE CONSIDERED: Public
hearing to examine the oversight of
trading on regulated futures exchanges
and Exempt Commercial Markets
(ECMs).

CONTACT PERSONS AND ADDRESSES:
Requests to appear and supporting
materials should be mailed to the
Commodity Futures Trading
Commission, Three Lafaystte Center,
1155 21st Street, NW., Washington, DC
20581, allention Office of the
Secretariat; transmitted by facsimile at
202—418-5521; or transmitted
electronically to [secretary@cfic.gov].
Reference should be made to “oversight
of trading on regulated futures
exchanges and Exempt Commercial
Markets.” For substantive questions
regarding requests to appear and
supporting materials, please contact
David P. Van Wagner, Chief Counsel,
(202) 418-5481; or Duane Andresen,
Special Counsel, (202) 418-5492,
Division of Market Oversight.
SUPPLEMENTARY INFORMATION: The
Commission is undertaking a review of
issues related to the oversight of trading
on regulated futures exchanges and
Exempt Commercial Markets (ECMs). In
furtherance of that review, the
Commission hereby announces that it
will hold a public hearing to commence
on Tuesday. September 18, 2007, at 8
a.m., at the Commission’s headquarters
in Washington, DC.

The Commission has previously
announced that the hearing will
gencrally focus on a number of issues,
including:

¢ The tiered regulatory approach of
the Commodity Futures Modernization
Acl of 2000 (CFMA) and whether this
risk-based model is beneficial;

e The similarilies and differences
between ECMs and regulated exchanges;

e The associated regulatory risks o
each market category;

e The types of regulatory or
legislative changes that might be
appropriate to address such identified
risks; and

e The impact that regulatory or
legislative changes might have on the



From: "Liz Gant" <liz@shapiro.com>

To: <publiccomments@bis.doc.gov>
Date: Tue, Jul 31, 2007 2:19 PM
Subject: Notice of Inquiry--CCL

Reference: Notice of Inquiry--CCL
Bureau of Industry and Security
[Docket No. 070619210-7211~-01]

Request for Public Comments on a Systematic Review of the
Commerce Control List:

To Whom It May Concern,

As an International Freight Forwarder, we are constantly receiving
questions on the CCL and how it may work. We do not have specific
comments about what items should be on the CCL, but we would like to
offer a suggestion to make things easier for exporters to identify items
which may fall on the CCL.

We would like to see BIS link the CCL with a Schedule B number and/or
HTS number. Maybe it could be worded similar to what Commerce does for
ADD/CVD - the HTS numbers are provided for reference only, but the
Department of Commerce written description of the CCL item or ECCN
remains the deciding factor as to whether or not the item is controlled.
If exporters could query a list of possible Schedule B/and or HTS
numbers, this would make things a little less confusing for exporters
and forwarders.

Thank you for considering this suggestion.

Sincerely,
Liz Gant
Samuel Shapiro & Co., Inc.

Liz Gant

Samuel Shapiro & Company, Inc.
Email: liz@shapiro.com
http://www.shapiro.com
Mailing Address:

45662 Terminal Drive
Suitel0O0

Dulles, VA 20166

Phone: 703-723-3184

Fax: 410-510-1459

Baltimore corpcrate address:
One Charles Center



100 North Charles Street, Suite 1200
Baltimore, MD 21201-3895

This E-mail message may contain legally privileged and confidential
information intended only for the use of the individual(s) named above. If you
are not the intended recipient, you are hereby notified that you should not
disseminate, distribute, save, copy or forward this E-mail message. If you
have received this E-mail message in error, please notify the sender
immediately. All business transactions are subject to our Terms and Conditions
of Service, which can be found on our website (www.shapiro.com). Please
contact us if you would like us to forward you a copy. Thank you

This email has been scanned by the Messagelabs Email Security System.
For more information please visit http://www.messagelabs.com/email

CcC: "Jane Taeger" <jane@shapiro.com>, "Nigel McCallum"
<nigel@shapiro.com>


http://www.messagelabs.com/email

Submitted on August 13, 2007 by Walter H. Zimmer, an individual commenter

1 offer these comments, having read the proposed CCL to understand the
limits of coverage afforded critical US Defense technologies, particularly
those with nominally "dual use" turbine engine materials manufacturing
technology, common to both Military and commercial engines.

In examining other Commerce Dept Bureau of Industry and Security
"Completed Assessments", the following areas are seriously out of date and
coulf benefit from re-evaluation as indicated.

[Reference:
http://www.bls.doc.gov/DefenselndustrialBasePrograms/OSIES/DefMarketResearch
Rpts/ ]

1) Forging (1992)

Additional Comment: The Commerce Control List appears not to address the
export of critical FORGING (manufacturing)technology required to produce
high reliability fan and compressor components key to the F119, F135 and
F136 engines. DoD sponsored research and development has sponsored and is
now productively and technologically exploiting advanced forging processes
(high temperature, controlled strain rate process, strain limited, tool
cooling compensated) that create forged machining performs with low defect
population, controlled defect size, controlled, homogenous, microstructures
in titanium and nickel based superalloys. Based on DoD supported/sponsored
software, such as DEFORM, forging tooling and process parameters (temp,
strain rate) are explicitly and dynamically controlled to yield high
reliability rotating fan and compressor integrally bladed rotors. Beyond the
DESIGN component of turbine engine technology covered in Dept of State
Foreign Export Control Regime, the export of the forging and manufacturing
technology underpinning these advanced tubine components represents a grave
compromise of critical turbine engine technology.

2) Investment Castings (1987)
Additional comment: The Commerce Control List appears not to address the
export of critical casting technology required to produce turbine engine
components with technologically advanced airfoil geometry, structural
stability, internal cooling and orientation control. DoD sponsored research
and development has advanced certain casting technology to enable high
temperature components for compressor and tubine blade (hot section) of
advanced turbine engines. Beyond the DESIGN component of turbine engine
technology covered in Dept of State Regime, the export of the casting and
manufacturing technology underpinning these advanced tubine components
represents a grave compromise of critical turbine engine technology.

Is it possible to address these items with language similar to
http://www.gpo.gov/bis/ear/pdf/cd9.pdf
"9B004 Tools, dies or fixtures for the solid state joining of "superalloy",
titanium or intermetallic airfoil-to-disk
combinations"? Engine manufacturers and their subcontractor suppliers are
apparently seeking to outsource the manufacturing component of turbine
engine technology (Foreign Export Control language addressing manufacture is
somewhat vague. Such language in BIS regime fj)

3) Ball and Roller Bearings (2000)
Additional Comment: Similar concerns to the above regarding the manufacture
and production of advanced bearings for Turbine Engines.
4) Advanced Composites (1993)
Additional Comment: Similar concerns to the above regarding the manufacture
and production of advanced Organic matrix and ceramic matrix composites for
Turbine Engines.

Additionally, is there a planned evaluation for the F-35 Joint Strike
Fighter similar to the 2005 "National Security Assessment of the C-17
Globemaster Cargo Aircraft's Economic and Industial Base Impacts"?5). The
update of "Technology Transfer to China"(1999), particularly relating to
aircraft turbine engine technology, is obviously needed.

Walter H. Zimmer
Senior Materials Engineer Collocate to JSF Propulsion, 577AESG/YIN
Wright-Patterson AFB, OH 45433



SARTOMER

Our name means tailor-made.”
¥

August 27, 2007

Mr. Timothy Mooney

Office of Exporter Services
Regulatory Policy Division

Bureau of Industry and Security
Degartment of Commerce

14" St. & Pennsylvania Avenue, NW.
Washington, DC 20230

ATTN: Notice of Inquiry-CCL
Dear Mr. Mooney:

The export of “Hydroxy-terminated polybutadiene (HTPB) other than that
controlled by the U.S. Munitions List” is controlled by ECCN Number 1C111 -
Propellants and constituent chemicals for propellants under section b.2. The
typical HTPB resins have hydroxyl functionalities greater than or equal to 2 and
are reacted with diisocyanates to produce polyurethane elastomeric propellant
binders. Sartomer Company has recently developed monofunctional HTPB resins
and believed that these materials should be classified as EAR 99 since such
products cannot be used in the preparation of polyurethane elastomers. However,
CCATS # G055777 contained the statement that “The entry for ECCN 1C111.B.2.
does not allow for discrimination among various types of HTPB". Since the mono-
functional HTPB resins cannot be used to make polyurethane elastomers and
therefore are not viable for the production of propellant binders, it is suggested that
ECCN 1C111.b.2 be modified to specify HTPB resins with hydroxyl functionalities
greater than or equal to 2. Such a change would eliminate an overly broad
description that inadvertently captures a non-critical item.

Best regards,

John R. Murphy
Business Development/Export Licensing & Compliance Manager

Sartomer Company, Inc.  Oaklands Comorate Center » 502 Thomas Jones Way ¢ Exton, PA 19341
Tel: 610-363-4 100 = 800-SARTOMER (800-727-8663) ® Fax: 610-363-4 140 » Web: www.sartomer.com

@ ToTAaL


http://www.sartorner.com

September 9, 2007

To: publiccomments@bis.do¢.gov
From: William A. Root, Export Control Consultant
Subject: Notice of Inquiry - CCL

Re: Notice appearing in the July 17, 2007, Federal Register (Docket 070619210-7211-01

Specially designed

The highest priority fix to the CCL with the greatest impact and the simplest solution is to
remove “(MTCR context)” from the definition of “specially designed” in part 772.

Munitions production

The most significant omissions from the CCL are a munitions production technology sub-item
negotiated in COCOM 25 years ago and retained by Wassenaar and “production facilities” for
“missiles,” which was the main objective of the Missile Technology Control Regime when it was
established 20 years ago. See recommended 2E018.b in Attachment doc cclatt8wa and revised
9B116 in Attachment doc cclatt9mt.

Overall structure of the CCL

Columns AT1 and AT2 are obsolete, since all the countries listed in these columns are subject to
virtually total embargoes. The embargo of Syria should be moved from a Supplement to part 736
to part 746, as is the embargo of Cuba now. The OFAC embargo of Sudan should be described in
part 746, as is the OFAC embargo of Iran now. Attachment docs cclatt1 742supp2, cclatt2iraq,
cclatt3china, and cclatt4otherunilateral contain details on the related issues of different
treatments among embargoed countries and selective controls on some ECCNs xx99x to Iraq,
China, India, Pakistan, Russia, and UAE and on computers to an entity in Israel.

A separate NS column 3 in the Country Chart for items eligible for GBS would simplify
administration. It is misleading to state eligibility for LVS if the same item or sub-item is
eligible for GBS to the same destinations regardless of dollar value. It is irrational to require a
TSR assurance for exports to Country Group B of software which are eligible for CIV to Country
Group D:1. Attachment doc cclattSlvsgbscivtsr contains details on these License Exception
issues.

Types of items to be listed on the CCL

Unless an item is on the Wassenaar Sensitive List, Wassenaar members obtain no information on
what other members are exporting. This suggests limiting the Wassenaar list (and the
corresponding Wassenaar-based CCL items) to what is on the Sensitive List. Also see above


http://publiccomments(ii,bis.doc.gov

referenced docs cclattl, 2, 3, and 4 for suggested ECCN xx99x changes.
Updates to CCL item descriptions to better reflect intent

In addition to defining “specially designed” for other than MTCR context (sce above), it is
suggested that the General Technology Note, with its defined “required” criterion, apply to all
software as well as all technology items. Attachment doc cclattégtn contains details.

Coordination and harmonization with multilateral regimes

Attachment doc cclatt7xref contains suggested additional cross-references to assist in identifying
related items on the CCL. Attachments docs cclatt8wa, cclatt9mt, cclatt10np, and cclattl 1cb
contain recommended changes to harmonize the CCL with Wassenaar, MTCR, NSG, and
AG/CWC multilateral regimes respectively.



Attachment |

742 Supplement 2

The following differences between 742 Supplement 2(c)(6-45) and the CCL concerning license
requirements and licensing policy for embargoed countries should be resolved:

2(c)
6

10

11

11

ECCN

9A991.a-d

9A990.c

9A990.b

9A990.a

5A992.b

6A998

Comment

6 covers all aircraft, helicopters, engines, and related spare parts and
components; 9A991.a-b cover all non-USML aircraft (a term which
includes helicopters), 9A991.c covers aero gas turbine engines and
specially designed parts therefor, 9A991.d covers aircraft parts and
components. Therefore, 6 engines other than gas turbine engines are
EAR99 and 9A991 parts and components other than related spare parts
and components are not authorized by EAA sections 6(a) or 6(j).

7 covers heavy duty on-highway tractors; 9A990.c covers on-highway
tractors with single or tandem rear axles rated for 9 mt per axle (20,000
Ibs.) or greater and specially designed parts. Therefore, 7 tractors not
meeting 9A990.c specifications are EAR99 and 9A990.c parts are not
authorized by EAA sections 6(a) or 6(j).

8 and 9A990.b both cover off-highway wheel tractors of carriage capacity
9t (10 tons) or more; 9A990.b also covers parts and accessories.
Therefore, 9A990.b parts and accessories are not authorized by EAA
sections 6(a) or 6(j).

9 covers large diesel engines (greater than 400 horsepower) and parts to
power tank transporters; 9A990.a covers diesel engines for trucks, tractors,
and automotive applications of continuous brake horsepower of 400 BHP
(298 kW) or greater (performance based on SAE J1349 standard
conditions of 10 Kpa and 25°). Therefore, engines meeting 9 but not not
9A990.a specifications are EAR99 and engines meeting 9A990.a but not 9
specifications are not authorized by EAA sections 6(a) or 6(j).

10 and 5A992.b both cover cryptographic, cryptoanalytic, and cryptologic
equipment; 5A992.b also covers other information security equipment and
components. Therefore, SA992.b other equipment and components are not
authorized by EAA sections 6(a) or 6(j).

11 covers radar equipment; 6A998 covers airborne radar equipment and
specially designed components therefor. Therefore, 11 radar equipment
other than airborne is EAR99 and 6A998 components are not authorized
by EAA sections 6(a) or 6(j).

7A994 11 covers navigation and direction finding equipment; 7A994 covers navigation

direction finding equipment, inertial navigation systems, including parts
and components. Therefore, 11 direction finding equipment which is not
navigation and navigation equipment which is neither direction finding
nor inertial is EAR99 and 7A994 parts and components are not authorized



12

13

14

15

16

17

18

19

3B992

5A99].g

6A991

2A994

8A992.f

8A992.g

8A992.a-d

8A992.¢

by EAA sections 6(a) or 6(j).

12 covers electronic test equipment; 3B992 covers equipment for testing
only specified electronic items but also covers specially designed
components and accessories for such equipment. Therefore, 12 equipment
for testing equipment not specified in 3B992 is EAR99 and 3B992
components and accessories are not authorized by EAA sections 6(a) or
63).

13 and 5A991.g both cover mobile communications equipment; SA991.g
also covers assemblies and components therefor. Therefore, 5A991.g
assemblies and components are not authorized by EAA sections 6(a) or
63).

14 covers acoustic underwater detection equipment; 6A991 covers marine
or terrestrial acoustic equipment capable of detecting or locating
underwater objects or features or positioning surface vessels or underwater
vehicles and specially designed components. Therefore, 14 equipment not
having 6A991 capabilities is EAR99 and 6A991 equipment for other than
underwater detection and components are not authorized by EAA sections
6(a) or 6(3).

15 covers portable electric power generators; 2A994 covers portable
electric generators and specially designed parts. Therefore 2A994
generators which are not “power” generators and 2A994 parts are not
authorized by EAA sections 6(a) or 6(j).

16 covers vessels and boats, including inflatable boats; 8 A992.f covers
boats including inflatable boats and specially designed components
therefor and 8 A992 heading covers specially designed parts therefor.
Therefore 16 vessels are EAR99 and 8 A992.f components and parts are
not authorized by EAA sections 6(a) or 6(j).

17 and 8A992.g both cover marine and submarine engines; 8A992.g also
covers specially designed parts therefor. Therefore, 8A992.g parts are not
authorized by EAA sections 6(a) or 6()).

18 covers underwater photographic equipment; 8 A992.a covers specified
types of underwater television systems, 8A992.b covers photographic still
cameras specially designed or modified for underwater use, 8A992.c
covers stroboscopic light systems specially designed for underwater use,
8A992.d covers other underwater camera equipment, and 8 A992 heading
covers specially designed parts therefor. Therefore, 18 photographic
equipment not specified in 8A992.a-c nor regarded as 8A992.d camera
equipment is EAR99 and 8A992.c stroboscopic light systems not regarded
as photographic equipment and 8 A992 parts are not authorized by EAA
sections 6(a) or 6(j).

19 and 8A992.¢ both cover submersible systems; 8 A992 heading covers
specially designed parts therefor. Therefore, 8A992 parts are not
authorized by EAA sections 6(a) or 6(j).



20 8A992.h

21 9A991.e

22 2B991.c & d

23 9B990
24 4A994
24 4B99%4
24 4C99%4

25(A) SA991.h

25(A) 5A991.b.7.c

20 covers scuba gear and related equipment; 8A992.h covers underwater
breathing equipment (scuba gear) and related equipment and 8A992
heading covers specially designed parts therefor. Therefore, underwater
breathing equipment not regarded as scuba gear and 8 A992 parts are not
authorized by EAA sections 6(a) or 6(j).

Both 21 and 9A991.e cover pressurized aircraft breathing equipment;
9A991.e also covers specially designed parts therefor. Therefore, 9A991.¢
parts are not authorized by EAA sections 6(a) or 6(j).

22 covers computer numerically controlled machine tools; 2B991.c & .d
cover such tools meeting specified technical conditions. Therefore, 22
tools not meeting 2B991 conditions are EAR99.

23 and 9B990 both cover vibration test equipment; 9B990 also covers
specially designed parts and components. Therefore, 9B990 parts and
components are not authorized by EAA sections 6(a) or 6(j).

24 covers digital computers with an APP of 0.00001 WT or above,
assemblies, and related equipment; 4A994.b covers digital computers with
an APP equal to or greater than 0.00001 WT and specially designed
components therefor. 4A994.a covers computers, related equipment, and
“electronic assemblies” rated for a specified temperature and specially
designed components therefor. 4A994.c-g cover other “electronic
assemblies” and related equipment exceeding specified technical
thresholds and specially designed components therefor. Therefore, 24
assemblies and related equipment not described in 4A994 are EAR 99 and
4A994.a computers and 4A994 components are not authorized by EAA
sections 6(a) or 6(j).

24 covers equipment for development or production of magnetic and
optical storage equipment; 4B994 covers only such equipment meeting
specified technical conditions. Therefore, 24 equipment not described in
4B994 is EAR99.

24 covers materials for fabrication of head/disk assemblies; 4C994 covers
materials specially formulated for and required for the fabrication of
head/disk assemblies for controlled magnetic and magnetic-optical hard
disk drives. Therefore, 24 materials not controlled by 4C994 are EAR99.
25(A) covers radio relay systems or equipment operating at a frequency
equal to or greater than 19.7 GHz; 5A991.h covers radio relay
communications equipment designed for use at frequencies equal to or
greater than 19.7 GHz and assemblies and components therefor.
Therefore, 25(A) systems or equipment not regarded as communications
equipment or operating at but not designed for use at greater than 19.7
Ghz are EAR99 and 5A991.h designed for use at but not operating at such
frequencies and SA991.h assemblies and components are not authorized
by EAA sections 6(a) or 6(j).

25(A) covers radio relay systems or equipment operating at “spectral



25(B) 5A991.b.5.a

25(C) 5A991.b.1

26(i) 3A991.a

efficiency” greater than 3 bit/s/Hz; SA991.b.7.c covers
telecommunications transmission equipment and systems employing
digital modulation techniques other than quadrature amplitude modulation
(QAM) controlled by b.7.a or b.7.b having a “spectral efficiency”
exceeding 3 bit/sec/Hz and specially designed components and accessories
therefor but excluding equipment specially designed to be integrated and
operated in any satellite system for civil use and excluding radio relay
equipment for operation in an ITU allocated band not exceeding 960 MHz
or “total digital transfer rate” not exceeding 8.5 Mbit/s and “spectral
efficiency” not exceeding 4 bit/sec/Hz. Therefore, 25(A) QAM systems or
equipment not controlled by SA991.b.7.a or b.7.b and 25(A) non-QAM
systems or equipment excluded from 5A991.b.7.c are EAR99 and
5A991.b.7.a and b.7.b not meeting 25(A) specifications and SA991.b.7
components and accessories are not authorized by EAA sections 6(a) or
6().

25(B) covers fiber optic systems or equipment operating at a wavelength
greater than 1000 nm; SA991.b.5.a covers telecommunications
transmission equipment and systems employing a “laser” and having a
transmission wavelength exceeding 1,000 nm and specially designed
components and accessories therefor. Therefore, 25(B) systems or
equipment not regarded as telecommunications transmission or not
employing a “laser” or operating at a wavelength greater than 1000 nm but
not “having” (assuming “having” interpreted as designed for) a
transmission wavelength exceeding 1,000 nm system are EAR99 and
5A991.b.5.a systems or equipment not regarded as fiber optic and
5A991.b.5.a components and accessories are not authorized by EAA
sections 6(a) or 6(j).

25(C) covers “telecommunications transmission systems” (the term
defined in SA991.b is “telecommunications transmission equipment™) or
equipment with a “digital transfer rate” at the highest multiplex level
exceeding 45 Mb/s; SA991.b.1 covers telecommunications transmission
equipment or systems designed to operate at a “digital transfer rate” at the
highest multiplex level exceeding 45 Mbit/s or a “total digital transfer
rate” exceeding 90 Mbit/s and specially designed components and
accessories therefor excluding equipment specially designed to be
integrated and operated in any satellite system for civil use. Therefore,
25(C) systems or equipment “with” (assuming “with” interpreted as
operating at) the specified “digital transfer rate” but not designed to
operate at that rate and 25(C) equipment specifically excluded from
5A991.b.1 are EAR99 and 5A991.b.1 with a “digital transfer rate” less
than 45 Mbit/s but a “total digital transfer rate” exceeding 90 Mbit/s and
5A991.b.1 components and accessories are not authorized by EAA
sections 6(a) or 6(j).

26(i) covers microprocessors operating at a clock speed over 25 MHz;



26(ii)) 3A991.a

27

28

29
30

31

32

3B991

3D003

5A991.c.10
6D993

6A997

6A996

3A991.a covers “microprocessor microcircuits”, “microcomputer
microcircuits”, and microcontroller microcircuits having a clock frequency
exceeding 25 MHz. Therefore, 26(i) microprocessors not meeting the
definition of “microprocessor microcircuits” or “operating” at a clock
speed over 25 MHz but not “having” (assuming “having” is interpreted as
designed for) a clock frequency exceeding 25 MHz are EAR99 and
3A991.a “microcomputer microcircuits” and microcontroller microcircuits
are not authorized by EAA sections 6(a) or 6(j).

26(ii) covers microprocessors with a CTP of 550 mtops or above; but the
3A991 License Requirement Note conditionally permitting
microprocessors with a CTP below 550 MTOPS to be shipped NLR (No
License Required) to North Korea has been deleted. 26(ii) is apparently a
subset of 26(i). The omission of an entry for Iran for 26(ii) could be
construed, perhaps unintentionally, to mean that the portion of 26(i)
covered by 26(ii) is not controlled to Iran.

27 covers semiconductor manufacturing equipment described in 3B001
and 3B991. 3B001 is also covered by 742 Supplement 2(c)(1), so that the
EAR provides that this ECCN is authorized by EAA section 6(j) as well as
by EAA section 6(a).

28 covers software specially designed for the computer-aided design and
manufacture of integrated circuits; 3D003 covers computer-aided-design
software designed for integrated circuits meeting any of three technical
conditions. 3D003 is covered by 2(c)(1). Therefore, 28 software for
manufacture rather than design and for design if not meeting any 3D003
technical condition is EAR99.

29 covers packet switch equipment described in SA991 .c.

30 covers specially designed software for air traffic control applications
that uses any digital signal processing techniques for automatic target
tracking or that has a facility for electronic tracking; 6D993 covers ATC
software application programs hosted on general purpose computers
located at ATC centers and capable of automatically handing over primary
radar target data (if not correlated with secondary surveillance radar data)
from the host ATC center to another ATC center. Therefore, 30 software
not meeting 6D993 specifications is EAR99 and 6D993 software not
meeting 30 specifications is not authorized by EAA sections 6(a) or 6(j).
31 and 6A997 both cover gravity meters having static accuracy of less
(better) than 100 microgal, or gravity meters of the quartz element
(worden) type; but 6A997 is limited to gravity meters for ground use.
Therefore, 31 gravity meters for other than ground use are EAR99.

32 and 6A996.a cover the same type of magnetometers. 6A996.b covers
other types of magnetometers. Therefore, 6A996.b is not authorized by
EAA sections 6(a) or 6(j).



33 1C006.d
34 1C210
35 2B993
36

37 2B996
38 2B997
39 2A983
40 2D983
4] 2E983
42 1E355
43 1C992
44 1C997
45 Numerous
Recapitulation

33 covers fluorocarbon compounds described in 1C006.d for cooling
fluids for radar. 1C006 is covered by 742 Supplement 2(c)(1). Therefore,
1C006.d is authorized by both EAA section 6(a) and EAA section 6(j).

34 covers fibers described in 1C210. 1C210 is covered by 742
Supplement 2(c)(4). 34 incorrectly refers to (c)(1).Therefore, 1C006.d is
authorized by both EAA section 6(a) and EAA section 6(j) but the contract
sanctity dates given in 34 are incorrect.

35 covers machines described in 2B003 and 2B993 for cutting gears up to
1.25 meters in diameter (2B003 is covered by 742 Supplement 2(c)(1)).
Therefore, 2B993 machines not for cutting gears up to 1.25 meters in
diameter are not authorized by EAA sections 6(a) or 6(j).

36 covers aircraft skin and spar milling machines; there is no comparable
ECCN. Therefore, 36 is EAR99.

37 covers manual dimensional inspection machines described in ECCN
2B996.

38 and 2B997 both cover robots capable of employing feedback
information in real time processing to generate or modify programs;
2B997 also covers robots to generate or modify numerical program data.
Therefore, 2B997 robots to generate or modify numerical program data
are not authorized by EAA sections 6(a) or 6(j).

39 covers explosive device detectors described in 2A983. 2A983 also
covers parts and components.

40 covers software described in 2D983 specially designed or modified for
the development, production, or use of explosives detection equipment.
41 covers technology described in 2E983 specially designed or modified
for the development, production, or use of explosives detection equipment.
42 covers production technology controlled under 1C355. However,
1C355 covers materials, not technology. 1E355 is probably intended.

43 covers commercial charges and devices controlled under 1C992.

44 covers ammonium nitrate, including certain fertilizers containing
ammonium nitrate, under ECCN 1C997.

45 covers specific processing equipment, materials, and software
controlled under 0A999, 0B999, 0D999, 1A999, 1C999, 1D999, 2A999,
2B999, 3A999, and 6A999. Both 45 and these ECCNss are identified as
applicable only to North Korea, even though Cuba, Iran, Sudan, and Syria
are also subject to complete embargoes.

The only ECCNs applicable to Iran, North Korea, Sudan, and Syria which match 742
Supplement 2(c)(6-44) descriptions in every substantive respect are:



1C006.d (33)
1C210 (34)
1C992 (43)
1C997 (44)
1E355 (42)
2B996 (37)
2D983 (40)
2E983 (41)
3B991 (12)
5A991.c.10 (29)
6A996 (32)
9A991.a,b (6)

The following ECCNs cover less than the corresponding 742 Supplement 2(c) descriptions.
ECCN:s are generally more carefully drafted from a technical point of view than descriptions in
other parts of the EAR. Therefore, rather than broadening the following ECCNSs to cover what is
now 742 Supplement 2(c) EAR99 coverage, the descriptions in 742 Supplement 2(c) might
reasonably be narrowed to remove existing EAR99 coverage. 742 Supplement 2(c) citations
follow the ECCN numbers in parenthesis.

2B991.c,d (22)
2B997 (38)

2B (no ECCN) (36)
3A991.a (26)
3B992 (12)
3D003 (28)
4A994 (24)
4B994 (24)
4C994 (24)
5A991.b.1 (25C)
5A991.b.5.a (25B)
5A991.b.7 (25A)
5A991.h (25A)
6A991 (14)
6A997 (31)
6A998 (11)
6D993 (30)
7A994 (11)
8A992.a-d (18)
8A992.f (16)
9A990.a (9)
9A990.c (7)
9A991.c (6)



The following ECCNSs or parts thereof are not now described in 742 Supplement 2(c). Therefore,
there is now no stated EAA authority for their control. Most AT-only ECCNs were established
simply to continue coverage for AT purposes of items removed from COCOM or Wassenaar
coverage, without any consideration of relevance to anti-terrorism. For this reason, rather than
broadening 742 Supplement 2(c) descriptions to include these items, they might reasonably be
deleted. The 742 Supplement 2(c) citation which describes the portion of the ECCN not stated as
authorized by either EAA section 6(a) or EAA section 6(j) follows the ECCN number in
parenthesis. If there is no such citation, the entire ECCN, or part thereof, might, by this
reasoning, be deleted.

1C990
1C991
1C995
1C996
1D993
1E994
2A983 (39)
2A994 (15)
2B991.a,b
28992
2B993 (35)
2B997 (38)
2B998
2D991
2D992
2D994
2E991
2E994
3A991.a (26)
3A991.b-1
3A992
38992 (12)
3C992
3D991
3E991
4A994 (24)
4D993
4D994
4E992
4E993
5A991.a
5A991.b.1 (25C)
5A991.b.2-4



5A991.b.5.a (25B)
5A991.b.5.b-¢
5A991.b.6
5A991.b.7 (25A)
SA991.b.8
5A991.c.1-9, 11-12
5A991 d-f
5A991.g (13)
5A991.h (25A)
5B991

5C991

5D991

SE991
5A992.a
5A992.b (10)
5B992

5D992

5E992

6A991 (14)
6A992

6A994

6A995

6A998 (11)
6B995

6C992

6C994

6D991

6D992

6D993 (30)
6E991

6E992

6E993

7A994 (11)
7B994

7D994

TE994
8A992.2-d (18)
8A992.¢ (19)
8A992.f (16)
8A992.g (17)
8A992.h (20)
8A992.i-k
8D992

8E992
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9A990.a (9)
9A990.b (8)
9A990.c (7)
9A991.c,d (6)
9A992
9B990 (23)
9B991

9D990
9D991

9E990

9E991

9E993



Attachment 2

Unilateral Controls to Iraq

There are two types of U.S. unilateral controls on exports to Iraq:
-license requirements for RS reasons for ECCNs 0B999, 0D999, 1B999, 1C992, 1C995,
1C997, 1C999, and 6A992, per 742.6(a)(3) and 746.3(a)(3); and
-the “ballistic missile” definition “for purposes of exports or reexports to Iraq or transfers
within Iraq” as “any missile capable of a range greater than 150 kilometers,”
per746.3(a)(5) and the reference to 746.3 at the end of the 772.1 definition of “missiles.”

The RS controls mean that those 8 listed xx99x ECCNs cannot be deleted, even though they
might otherwise disappear because AT1 and AT2 columns are now obsolete.

The apparent intent of the unique to Iraq “ballistic missile” definition is to require a license to
Iraq for > 150 km range in instances where the license requirement to other countries is for > 300
km range. However, this intent is nowhere stated in the EAR. Ranges between 150 and 300 km
are now EAR99 except for 9A120 based on MTCR 19.A.3, related 20.A.1 subsystems which are
USML, and 9B115 and 9B116 production equipment and production facilities for those
subsystems. There is no stated license requirement to Iraq for this portion of EAR99.

There are 45 ECCNs containing a 300 km range parameter, namely:

1A101, 1C101, 1D103, 1E001, 1E101, 1E102

3A101, 3D101, 3E001, 3E101, 3E102

4A101, 4E001

6A102, 6A107, 6A108,6B108, 6D102, 6D103, 6E001, 6E002, 6E101

7A102, 7A103, 7D001, 7D101, 7E001, 7E002, 7E101

9A101,9A104,9A106, 9A110, 9B105,9B115,9B116, 9D001, 9D002, 9D003, 9D101, 9D104,
9E001, 9E002, 9E101, 9E102

Suggested remedies:
-Revise 746.3(a)(1) to state clearly the 150 km modification of MT controls to Iraq

-Match each of the 45 relevant ECCNs with a new unilateral ECCN to [raq (pius Cuba,
Iran, North Korea, Sudan, and Syria), e.g.:

ECCN(s) to be matched New matching ECCN
1A101 1A191

1E001, 1E101, 1E102 1E191

6E001, 6E002, 6E101 6E191

7D001, 7D101 7D191

9A110 9A 190

9B115, 9B116 9B196

9D001, 9D002, 9D003, 9D101 9D191



9E001. 9E002, 9E101, 9E1029E191

-In Related Controls paragraphs in each of the 45 existing ECCNs, reference the
corresponding new unilateral ECCN

-In Related Controls paragraphs in each of the new unilateral ECCNs reference the
corresponding existing ECCN.



Attachment 3
Unilateral China Controls

There are four types of U.S. unilateral controls on exports to China:

- 31 ECCNs xx99x to military end-use per 744 Supplement 2;

- all items subject to the EAR to some Chinese entities specified in 744 Supplement 4;
-all items except EAR99 to other Chinese entities specified in 744 Supplement 4;
-all items except EAR99 and ECCNs xx999 to still other Chinese entities specified in 744
Supplement 4.

It is recommended that selective controls on Chinese entities listed in 744 Supplement 4 (i.¢., all
except EAR99 or all except EAR99 and xx999) be limited to the 31 xx99x ECCN:s listed in 744
Supplement 2, but for all end-uses, not just military end-uses.
(This would be consistent with the extensive review of unilaterlly controlled items which
preceded issuance of the China military end-use rule.)

The following changes in license requirements and licensing policies for the 31 xx99x ECCNs
listed in 744 Supplement 2 are recommended:

Deemed Export

734.2(b)(2) Export of technology or software ... (ii) Any release of technology or source code
subject to the EAR to a foreign national. Such release is deemed to be an export to the home
country or countries of the foreign national. This deemed export rule does not apply to persons
lawfully admitted for permanent residence in the United States and does not apply to persons
who are protected individuals under the Immigration and Naturalization Act (8 U.S.C.

1324b(a)(3)) and does not apply to Chinese employees of a validated end-user (see 748.15),
including a transfer inside the United States and does not apply to release of technology or

source code listed in 744 Supplement No. 2 to Chinese nationals intended for other than
“military end-use” as defined in 744.21(f). ...

(This would put into regulations the response to Comment 40 in the June 19, 2007,
Federal Register on the VEU impact on deemed exports and would resolve the ambiguity
in the following response to Comment 41: “Under the new “military end-use” control, a
license is now required for any deemed export covered by section 744.21 of the EAR.” It
is reasonable to construe “any” to be modified by “military end-use.”

De minimis

734 Supplement No. 2 (a)(1)(ii) In calculating the U.S. content value, do not include parts,
components, or materials that could be exported from the United States to the new country of
destination without a license (designated as “NLR”; designated as “C57" for exports not
requiring a license to a Validated End-User (748.15); or not requiring a license for export or

reexport to China for items listed in 744 Supplement 2 if not intended for “military end-use”) ...




(This would be a reasonable interpretation of the impact of the June 19, 2007, final rule
on de minimis exclusions from “subject to the EAR,” a topic not mentioned in that rule.)

Licensing Policies

742.2(b)(4) License applications for items described in paragraph (a) or (b)(3) of this section,
when destined for the People’s Republic of China, will be reviewed in accordance with the
licensing policies in beth paragraph (b) of this section; and in 742.4(b)(7) if controlled for

national security reasons; or, if there is a third reason, the licensing policies applicable to that

third reason, whichever is more restrictive.

742.3(b)(4) License applications for items described in paragraph (a) or (b)(2) of this section,
when destined for the People’s Republic of China, will be reviewed in accordance with the
licensing policies in beth paragraph (b) of this section; and in 742.4(b)(7) if controlled for
national security reasons; or, if there is a third reason, the licensing policies applicable to that
third reason, whichever is more restrictive.

742.4(b)(7) For the People’s Republic of China (PRC), there is a general policy of approval for
license applications te-expert;reexport-or-transfer-items-to-eivil-end-uses—There for transactions

described in paragraph (a) of this section except that there is a presumption of denial for lieense
applications-te-export-reexport-or-transfer-items transactions that would make a direct and
significant contribution to the PRC’s military capabilities such as, but not limited to, the major
weapons systems described in Supplement No. 7 to Part 742 of the EAR which would prove
detrimental to the national security of the United States.

742.5(b)(4) License applications for items described in paragraph (a) or (b)(3) of this section,
when destined for the People’s Republic of China, will be reviewed in accordance with the
licensing policies in beth paragraph (b) of this section; and in 742.4(b)(7) if controlled for
national security reasons; or, if there is a third reason, the licensing policies applicable to that
third reason, whichever is more restrictive.

744.21(e)(1) Applications-to-expert, reexport-or-transfer-items There is a general policy of
approval for llcense anpllcauons descrlbed in p&mgfaph—(a-) garagraphs ja) and gb) of thls section

xcegt that there isa presumgtlon of dcmal for transactions that would make a mateﬂal dlrect
and significant contribution to the military capabilities of the PRC and-weuld-result-in-advaneing

the-eountry’s-military-aetivities-contrary-to whxch would prove detrimental to the natlonal

sccunty interests of the Umted States

744.21(c)(3) Applications for items requiring a license for other reasons that are destined to the
PRC for a military end-use alse will be subject to the review policy stated in paragraph (c)(1) of
this section if controlled for national security reasons or to the review policy for other reasons,
whichever is more restrictive.




(Licensing policies described in paragraph (b) for items described in paragraph (a) of
742.2,742.3, and 742.5 differ from policies described in 742.4(b)(7). Therefore, both
cannot apply.

742.4(b)(7) and 744.21(e)(1) provide no guidance for military use which does not rise to
the type of military use warranting denial. 744.21(e)(1) does not even provide guidance
for purely civil use.

EAA Section 3(2)(A) language should be used in setting licensing policy for national
security controls. 744.21(e)(1) includes in license review standards for the new license
requirements to China “contrary to the national security interests of the United States.”

Licensing policy for 742.4 national security should omit transfers, since the license
requirement applies only to exports and reexports. Although 744.21(a) requires a license
for transfers, this may have to be revised for reasons set forth below under that
reference.)

Major Weapons Systems

742 Supplement No. 7 entries (6) and (7)(a)... missiles ... range of at least 25 150 kilometers ...
(For consistency with Iraq, per 746.3(a)(5). If a range less than 300 km is intended to
affect license requirements, many ECCNs would be affected. These ECCNSs have not yet
been revised to reflect the Iraq 150 km range. If a similar short-range policy is in effect
for China, these numerous ECCNs should also be annotated to that effect.)

742 Supplement No. 7 entry (7)(c) Unmanned Aerial Vehicles (UAVs) of any type, including
sensors for guidance and control of these systems, except model airplanes.

(Such systems or capabilities are defensive, not offensive. They are intended to counter
U.S. offensive systems in space. They are similar to U.S. efforts to build ABM systems.
They should be encouraged rather than discouraged, just as we are encouraging Russia to
join the United States in developing ABM systems.)

742 Supplement No. 7 entry 9 ... (C4ISR): Systems specifically designed, modified or configured
for military applications that support ... Alse-ineludes-sensertechnologies:

(For consistency with USML Category XI. Military use of civil communications
networks does not constitute a direct and significant contribution to the PRC’s military
capabilities.)

742 Supplement No. 7 entry 11 Night vision equipment specifically designed. modified, or




configured for military use: Any This includes electro-optical devices thatis used to detect
visible and infrared energy and to provide an image-; This-ineludes night vision g goggles,
forward-looking infrared systems, thermal sights, and low-light systems that are night vision
dewces as well as mfrared focal plane array detectors and cameras speeifieally-designed;
ed : : Bry-se; lmage mtensnﬁcatlon and other nu,ht

second generation and above m*l-mﬁy image |ntensnt' catlon tubes spee*ﬁeel—ly—des*gned—
develeped—meéﬁeé—er—eenﬁgwed—fem}&afy-use and mfrared v151ble and ultravnolet devices

(For consnstency with USML Category 12(c) )

Military End-Use Restrictions

744.21(a) ... you may not export;reexpert-or-transfer any item _subject to the EAR listed in
Supplement No. 2 to Part 744 or reexport any U.S.-origin such item to the PRC without a license
if, at the time of the export; or reexport, er-transfer; you know ...
(Limiting “reexport” controls to U.S.-origin items is for consistency with numerous
references to “subject to the EAR” in the 734.2(b) definition of “reexport” coupled with
the reference to “U.S.-origin” in the 734.3(a)(2) portion of the definition of items subject
to the EAR. It is also consistent with the 736.2(b)(1) General Prohibition One concerning
“reexport any item of U.S.-origin.”

Deleting “transfer” is because it is probably unintended to require, as the existing text
does, that a Chinese national resident in China obtain a U.S. license to transfer a Chinese-
origin item listed in Supplement 2 to another Chinese national resident in China. The
772.1 definition of “you” is very broad.

The word “transfer” in the existing text literally includes transfers within the United
States. Even if modified by adding “(in country),” it would be more restrictive for these
unilaterally controlled items than is now the case for multilaterally-controlled nuclear
items, per 744.2 and 744.5. The only transfers control of which is authorized by the EAA
are transfers to an embassy or affiliate of a controlled country or to a person with the
knowledge or intent that the goods or technology will be transferred to an unauthorized
recipient (EAA Section 16(5)(B,C), whereas this control is based on military end-use, not
on military end-user.

Adding “subject to the EAR” is because, without that change, the 772.1 definition of
“jtem,” unintentionally but literally, includes items not subject to the EAR, such as
publicly available and de minimis.)

744 21 (a)(l) You have knowledge, as defined in 772.1 of the EAR, that the item is intended;
; for a “military end-use,” as defined in paragraph (f) of this section, in the

PRC; or (2) You have been informed by BIS, as described in paragraph (b) of this

section, that the item is or may be intended;-entirely-er-in-part; for a “military end-use” in the



PRC.
(Deleting “, entirely or in part,” is for consistency with BIS oral briefings that coverage
of parts and components has been removed from this control.)

744.21(b) ... alicense is required for-speeifie-exports, reexports-or-transfers-of to export any item

subject to the EAR listed in Supplement No. 2 to Part 744 or reexport any U.S.-origin such item
(For consistency with 744.21(a)(2). The rule contains no statement that 744.21(b) is

intended to catch all items, including all xx99x ECCNs and EAR99.)

744.21(c) Despite the prehibitions license requirements described in paragraphs (a) and (b) of
this section, you may export or reexport items subject to the EAR listed in Supplement No. 2 to
Part 744 to the PRC without a license under the provisions of the following License Exceptions:
(1) TMP for items for use by the news media as set forth in 740.9(a)(2)(viii) of the EAR:

(2) GOV for items for personal or official use by personnel and agencies of the U.S. Government
as set forth in 740.11(b)(2)(i) and (ii) of the EAR;

(3) TSU for operation technology and software, sales technology and software updates pursuant
to the terms of 740.13(a), (b). or (c) of the EAR;

(4) BAG pursuant to the terms of 740.14(a) through (d) only of the EAR; and

(5) AVS for the temporary sojourn of civil aircraft pursuant to the terms of 740.15(a)(4) of the
EAR.
(For consistency with 736 Supplement No. 1 General Order No. 2(c) and 744.2(c). All
civil aircraft are subject to this control by the inclusion of 9A991(b) in 744 Supplement
No. 2. Omission of an exception for temporary sojourn of aircraft was probably
inadvertent.)

744.21(e): See above under Licensing Policy

744.21(f) ... “military end-use means: incorporation into a military item described on the U.S.

Munitions List ...; incorporation into a military item described on the International Munitions

List ...; incorporation into items listed under ECCNs ending in “A018" on the CCL ...; er-for-the
¢”, “development”, or “production” of military items described on the USML, e¢ the IML, or

&ems—hsted—undef CCL ECCNs ending in “A018" en-the-CCEL;—Mili =

or “deployment” efiteras by means of aircraft classified under ECCN 9A991.a or .b of military

items described on the USML, the IML, or CCL ECCNs ending in “A018"—as-set-forth-in

(The existing “deployment” element of the “military end-use” definition is unclear as to
whether the concern is that aircraft themselves might be placed in battle formation or
strategic position or that aircraft might be used to deploy items on the USML, IML, or
A018 ECCNs. The above assumes the latter was intended, since aircraft as defined in
9A991.a or .b appear to be unsuitable for battle formation or strategic position.)

End-User Statements




748. 9(b)( 1) Does your transactlon mvolve ltems controlled for natlonal securlty reasons? Dees

(2) Does your transactlon 1nvolve items controlled for natlonal securlty reasons destined
for one of the followmg countnes” (Thns applres only to those overseas destmanons spec1ﬁcally

(ii) If your license application involves a lesser transaction that is part of a larger
order for items controlled for national security reasons (et;-for-the-PRCferanyreasen) in a
single ECCN exceeding $50,000, an Import Certificate, or a PRC End-User Statement, as
appropriate, must be obtained.

(iii) ... You also may be specifically requested by BIS to obtain an End-User

Statement for a transaction valued under $50,000 or for-a-transaction-thatrequires-a-Heense-to-the
BRC for reasons in the EAR other than those llsted on the CCL

(C)(l) Ne

(Any pre-requisite action by the PRC for a U.S. export is counter-productive, especially if
the required action goes beyond support documentation required generally for other
countries. Many years ago, a similar, Fowler-Debre, requirement for a French
Government certification of non-nuclear use of U.S. high performance computers being
considered for export to France was removed for this reason. A request by a U.S. exporter
for an EUS for one of the 31 items would alert the Chinese authorities that the Americans
assume a military end-use which would result in denial if that use were determined to
constitute a direct and significant contribution to Chinese military capabilities. This could
delay issuance of the EUS while the Chinese tried to figure out how to reduce the risk of
denial. Meanwhile the exporter would be unable to submit the license application
because of the requirement that it include the EUS number. The exporter may be
motivated to apply for a license either to alert U.S. authorities to a potential problem or to
seek to persuade U.S. authorities that the license should be approved because the military
nature of the end-use was inconsequential. Either way, the Chinese delay would be to the
disadvantage of both the U.S. exporter and the U.S. governmental authorities. The latter
would be kept in the dark while the Chinese sought to acquire the item from another



source less likely to be denied. In other words, the EUS requirement could defeat the
purpose of the new control. This would be particularly unfortunate, since the Chinese
statement would be largely, perhaps entirely, irrelevant, being related to the end-user,
whereas the U.S. control applies to the end-use and not to the end-user.

References to reasons listed on the CCL are confusing. 744 Supplement 2 lists all or parts
of items listed on the CCL. However, the entries for those items on the CCL do not
mention the China military end-use license requirement.

There is no apparent reason for China to be treated more restrictively than other
destinations with respect to the $50,000 de minimis EUS exception. 748.10(b)(4)(i)
states:

If the total value of entries that require a license to the PRC for any reason
on the CCL on a license application exceeds $50,000, then a PRC End-User
Statement covering all controlled items on your license application must be
obtained.

This means that a license application involving 10 different ECCNs, each at $5001,
would require a PRC EUS. This contrasts with the preceding sentence in 748.10(b)(4)(i)
which, for a destination other than the PRC, requires an IC only if a single national
security entry on the CCL exceeds $50,000. One wonders why $5001 non-national
security items to China would require an EUC whereas a $49,999 national security item
to another destination would not.

744 Supplement 2

The following recommended changes do not include any deletions of items listed in 744
Supplement 2 in the belief that only revisions could be considered at this time. The changes
recommended are designed to come closer to the objective of denying items which would make a
direct and significant contribution to the PRC’s military capabilities without hindering exports or
reexports which would not make such contributions.

1D993 “Software” speeially-designed “specially designed” for the “development”, “production”,

or “use” of equipment-or fibrous and filamentary materials controlled by 1C210.b, or 1C990.
(Remove “(MTCR context)” from the definition of “specially designed” in Part 772.1.
Neither 1C210.b nor 1C990 controls any equipment.)

1D999 Limited to specific software controlled by 1D999.b for equipment controlled by 1B999.e
that is speeially-designed “specially designed” for the production of prepregs controlled in

Category-tn-es- by 1C010.e or 1C210.c.
(The only prepregs specified in Category 1 are those described in 1C010.¢ or 1C210.c.

The expression “n.e.s.” in this Supplement implies inclusion of production of prepregs
controlled only by EAR99; but BIS interprets the expression “controlled in the CCL” to
omit EAR99. Moreover, 1B999.¢ and 1D999.b use “n.¢.s.” to define equipment or
software, not to define prepregs.)




1E994 Limited to “technology” according to the General Technology Note for the
“development”, or “production”;-ex“use of fibrous and filamentary materials controlled by
1C990 other than glass, aramid or polyethylene eentrolled-by1C990
(The word “technology” is extraordinarily broad without the usual General Technology
Note modifier. Wassenaar recognizes that “use” technology is much less significant than
“development” or “production” technology. The unmodified text in the final rule could
be misinterpreted to cover technology for EAR99 materials excluding only glass, aramid
or polyethylene controlled by 1C990.)

2A991 Limited to bearings and-b ed-b
temper&tures—abeve—é—?%l(—é@() S controlled bY 2A99l .2, l
(2A991.a.1 is the only portion of 2A991 using the figure 573K. It does not control
bearing systems. It is limited to bearings having all the characteristics in the heading of
2A991.a and in 2A991.a.1.)

2B991 Limited to “numerically controlled” machine tools controlled by 2B991.c having
“positioning accuracies”, with all compensations available, less (better) than 9 micrometer along
any linear axis; and machine tools controlled under by 2B991.d.1.a.
(2B991.c contains parameters other than positioning accuracy. The headings of 2B991.d
and 2B991.d.1 limit the coverage of 2B991.d.1.a.)

2B996 Limited to manual dimensional inspection er-measuring-systems-or-equipment machines
not-controled-by-2B006 controlied by 2B996.a with measurement uncertainty equal to or less

(better) than (1.7 + L/1000) micrometers in any axes (L measured Length in mm)).
(2B996.a is limited to machines having two or more axes as well as by a stated
measurement uncertainty.)

3A292.d Limited to digital oscilloscopes and transient recorders, using analog-to-digital
conversion techniques, capable of storing transients by sequentially sampling single-shot inputs
at successive intervals of less than 0.4 ns (greater than 2.5 giga-samples per second), digitizing to
8 bits or greater and storing 256 or more samples

(3A292.d contains parameters other than samples per second.)

3A999.c All flash x-ray machines, and
including Marx generators, but omitting component htghfewef—pulse—shapmg—neavefks—high
voltage-eapascitors;-and-triggers.

(Pulse shaping, capacitors, and triggers of concern are covered by ECCNs 3A228,
3A229, 3A230, or 3A001.e.2.b.)

3E292 Limited to “technology according to the General Technology Note for the
“development productxon —GF—“-HSG-— of dtgttal osc1lloscope and transient recorders with
S ates-gres piga-sam CORE h-are controlled by the portion of




3A292.d described in this Supplement

4A994 Limited to computers not-eontroled-by-4A001+-6r-4A003; controlled by 4A994.b with an
Adjusted Peak Performance (“APP”) exceeding 0.5 Weighted TeraFLOPS (WT)

(Adding “controlled by 4A994.b” more clearly states the apparent intent not to include
any other sub-item and not to include components.)

R N1

4D993 “Program” proof and validation “software”, “software” allowing the automatic generation
of “source codes”, and operating system “software” net-controted-by-4D003 that are speeially
designed “specially designed” for real time processing equipment and have 4D993.a, .b, .c
characteristics.
(The heading of 4D993 on the CCL should be amended to add “see List of Items
Controlled.” The three sub-items on the CCL should be linked with either “and” or “or.”

5A991 Limited to telecommunications equipment designed “specially designed” to operate
outside the temperature range from 219K (-54°C) to 397K (124°C), which is controlled by
5A991.a; radio equipment using Quadrature-amplitude-modulation (QAM) techniques, which is
controlled by 5A994b-7 SA991.b.7.a or SA991.b.7.b; end or phased array antennae, operating
above 10.5 Ghz, containing active elements and distributed components, and designed to permit
electronic control of beam shaping and pointing, except landing systems with instruments
meeting international ICAQ standards (MLS), which are controlled by 5A991.f

(5A991.a uses the expression “specially designed,” not “designed.” SA991.b.7.c is not

QAM. 5A991.f contains more parameters than the frequency.)

5D991 Limited to “software” speeially-designed-or-meodified “‘specially designed” for the
“development”, “production”, or “use” of equipment controlled by 5A991.a, 5A991.b.7.a or

b.7.b, or SA991.f

nf1ne?? e o0 At anitrann gt oy

5E991 Limited to “technology” according to the General Technology Note for the
“development”, or “production”;-er*use” of equipment controlled by 5A991.a, 5A991.b.7.a or
b.7.b, or SA991.f frware” specially-designed modified for-the-“developmer

6A995 “Lasers’;-not-controled-by-6A005-0r-6A205 See List of Items Controlled
(6A995 heading on the CCL should be amended to add “See List of Items Controlled™)

7A994 Other navigation direction finding equipment, airborne communication equipment, all
aircraft inertial navigation systems not controlled under 7A003 or 7A103, and other avionic
equipment;-inctuding parts-and-components,#-e:s.

Note. This item does not control inertial navigation systems certified for use on “civil aircraft”
by civil authorities of a country in Country Group A:1 or theodolite systems incorporating
inertial equipment designed for civil surveying purposes.
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(The expression “parts and components, n.e.s.” is extraordinarily broad. The suggested
Note is based on 7A003 Notes 2 and 3.)

7B994 Other equipment “specially designed” for the test, inspection, or “production” of
navigation and avionics equipment controlled by 7A994

D994 “Software”-#-e-s “specially designed” for the “development”, “production”, or “use” of
navigation, airborne communication and other avionics, controlled by 7A994

7E994 “Technology”, n-es:; according to the General Technology Note, for the “development”,
or “production”;-er“use” of navigation, airborne communication, and other avionics equipment
controlled by 7A994.

8A992 Limited to underwater systems or equipment, rot-eontrolled-by-8A001-8A002 o 8AOIS
controlled by 8A992.a.b.c,, and speeially-designed “specially designed” parts therefor

8D992 “Software”speeial-ly—desigﬂed-et—medi-ﬁed ‘specially designed” for the “development”,
“production”, or “use” of equipment controlled by 8A992,a.b.c.

8E992 “Technology” according to the General Technology Note for the “development™, or
“production”;-er~use” of equipment controlled by 8A992.a,b.c

. 9A99! Limited to “aircraft”;n-es= controlled by 9A991.a or .b and aero gas turbine engines net
eontrolled-by-9A001-or-9A18+ controlled by 9A991 ¢

(The 772 definition of “civil aircraft,” the term used in 9A991.b, does not include all
“aircraft”, n.e.s. “Aero” gas turbine engines controlled by 9A991 .c does not include ali
gas turbine engines not controlled by 9A001 or 9A101.)

9D991 “Software” “specially designed” for the “development”. “production”, or “use” of
equipment controlled by 9A991.a,b.c er 98994

9E991 “Technology” according to the General Technology Note for the “development”, or
“production”, or “use” of equipment controlled by 9A991.a.b.c er9B99+



Attachment 4
Selective Unilateral Controls

744 Supplement 4 and 736 Supplement 1 General Order 3 require a license to export to specified
entities in specified countries items which would not otherwise require a license to those
countries. No CCL issues arise if the controls apply to all items subject to the EAR. However,
controls for some entities are applied only to selected items, as follows:

China: 7 entries all except EAR99 and 5 entries all except EAR99 and xx999

India: 1 entry all except EAR99 and xx999

Israel: 1 entry for computers above Tier 3 level described in 742.12(b)(3)(i)(B)
Russia: 1 entry all except EAR99

742.6(a)(3) and 746.3(a)(3) require licenses to export to Iraq the following:
0B999, 0D999, 1B999, 1C992, 1C995, 1C997, 1C999, 6A992

742.8(a)(2) and 742.10(a)(2) exclude the following from reexport controls to Iran and Sudan:
2A994, 3A992.a, SA991.g, SA992, 6A991, 6A998, 7TA994, 8A992.d,e,f.g, 9A990.a,b, 9A991 d e

744 Supplement 2 lists the following 31 ECCNs as wholly or partly controlled to China if for
military end-use:

1A290, 1C990, 1C996, 1D993, 1D999, 1E994, 2A991, 2B991, 2B992, 2B996, 3A292.d,
3A999.c, 3E292, 4A994, 4D993, 4D994, 5A991, 5D991, SE991, 6A995, 6C992, TA994, TB9I94,
7D994, 7E994, 8A992, 8D992, 8E992, 9A991.a,b,c, 9D991, 9E991

Were it not for the above selective controls, all ECCNs xx99x could be deleted, now that all
countries designated as supporting terrorism are subject to total embargoes.

There are several anomalies in the above selective controls:

1. The citation in the Israel control has been deleted.

2, Given that Israel is a Computer Tier 3 country, computers above the Tier 3 level for
License Exception APP would require a license to this entity even if it were not listed.

3. ECCNs xx999 are treated liberally to some Chinese and Indian entities whereas three of

them are treated restrictively to Iraq and one is treated restrictively to China military end-
use and they were originally established as restrictive controls to North Korea when other
xx99x ECCNs were (temporarily) removed from license requirements to North Korea.

4, 7A994 is treated liberally to Iran and Sudan but restrictively to China military end-use.

S. There is no correlation between Iraq and China controls.

The only recent reviews of ECCNs xx99x were in connection with the Iraq regional stability
controls and the China mjlitary end-use controls.



It is suggested that:
-all xx99x ECCNs be deleted except the 8 to Iraq the 10 to Iran and Sudan and the 28 to
China; and
-the Israeli entity computer control be deleted.



Attachment 5

License Exceptions LVS, GBS, C1V, and TSR

The following changes are recommended relating to License Exceptions LVS, GBS, CIV, and
TSR, eligibility for which is now specified on the CCL.

1.

Substitute a new NS Column 3 showing license requirements only for countries not listed
in Country Group B for GBS.

Do not show LVS eligibility for any ECCN or part thereof which is eligible for GBS
(new NS Column 3) to the same countries regardless of dollar value.

Make software items eligible for CIV also eligible for GBS, rather than for TSR. Present
coupling CIV with TSR permits unintended more liberal treatment to D:1 countries than
to B countries, since CIV is not, and cannot be, subject to the TSR assurance against
reexport to D:1 countries.

Convert the obsolete 2B018 Advisory Note into text for GBS eligibility.

Specify GBS, CIV, and TSR non-availability for the portions of NS items also controlled
for MT or NP.

Add previous eligibility overlooked in earlier CCL revisions.

Restrictions on TSR based on the Wassenaar Very Sensitive List (VSL) should be revised
for consistency with that List.

Consequential CCL changes for recommendations 2 through 7 (but not 1) would be as follows:

1D001

GBS: Yes, except N/A for MT
CIV: Yes, except N/A for MT

TSR: ¥YesrexceptNAfor-MT N/A

1D002

GBS: Yes, except N/A for MT
CIV: Yes, except N/A for MT

TSR: ¥esrexeeptNAforMT N/A

1E002

TSR: Yes, except for-HE002-e N/A for MT



2B018

Delete Advisory Note and revise GBS entry to read:

GBS: Yes, as follows, except N/A for Rwanda:

Equipment used to determine the safety data of explosives as required by the International
Convention on the Transport of Dangerous Goods (C.I.M.) Articles 3 and 4 in Annex 1 RID,
provided that such equipment will be used only by the railway authorities of current C.1.M.
members, or by the Government-accredited testing facilities in those countries, for the testing of
explosives to transport safety standards, of the following description:

a. Equipment for determining the ignition and deflagration temperatures;

b. Equipment for steel-shell tests;

c. Drophammers not exceeding 20 kg in weight for determining the sensitivity of explosives
to shock;

d. Equipment for determining the friction sensitivity of explosives when exposed to charges

not exceed 36 kg in weight.

2E003
TSR: Yes;-exeept2E003-a,-b—e-and-f

3A001
CIV: Yes, for...a.5.b, ...
(for consistency with previous CIV eligibility)

3E002
TSR: Yesyexeept-F

4A003
LVS $5;0600; N/A fer—

4D002
TSR: Yesrexceptd

9
12 3

5A001
LVS: N/A for-5A001-a-and b4

5B001
LVS: $5;600 N/A

5D001
GBS: Yes, except for “software” controlled by SD001.a and specially designed for the

<

‘development” or “production” of items controlled by SA001.b.5.
CIV: Yes, except for “software” controlled by SD001.a and specially designed for the

“development” or “production” of items controlled by 5A001.b.5.



TSR: ¥es N/A, except Yes for exports and reexports to destinations-eutside-of Austria, ... of
“software” controlled by SD001.a and specially designed for “development” or
“production” of items controlled by SA001.b.5

5D002
TSR: N/A Yes

5E002
TSR: N/A Yes

6A003

GBS: Yes for 6A003.a.1 and the non-NP portion of 6A003.a.2 with framing speed of not more
than 2 million frames per second.

CIV: Yes for 6A003.a.1 and the non-NP portion of 6A003.a.2 with framing speed of not more

than 2 million frames per second.
(For consistency with Advisory Note 3 in pre-1996 CCL)

6A005
GBS: Yes, for;

6A005.d (except the NP portion of d.2.c.);

6A005.a.4.a, a.4.b, and the non-NP portion of a.4.c (including the CO/CO, portion of a.3)
CO; or CO/CO; "lasers" having an output wavelength in the range from 9,000 to 11,000

nm and having a pulsed output not exceeding 2 J per pulse and a maximum rated average
single or multimode output power not exceeding 5 kW;

6A005.2.3 CO "lasers" having a CW maximum rated single or multimode output power
not exceeding 10 kW;

6A005.a.4.a, a.4.b, and the non-NP portion of a.4.c "lasers" that operate in CW multiple
transverse mode; and have a CW output power not exceeding 15 kW;

6A005.b "lasers" designed for use with a civil fiber optic communication system that
have an output wavelength not exceeding 1,370 nm and a CW_power output not
exceeding 100 mW;

non-NP_portion of 6A005.¢.2.b.2.b Neodymium-doped (other than glass, pulse-excited,

more than | ns; and a multiple transverse mode output with a "peak power" not
exceeding 400 MW,

6A005.c.2.b.3.b. or ¢.2.b.4.b Neodymium-doped (other than glass) "lasers" eentreled-by




exceeding 1,100 nms, and that have an average or CW output power not exceedmg 2 kW,, and
that operate in a pulse-excned non-"Q-switched" multiple-transverse mode; or in a continously
excited, multiple-transverse mode; and

6A005.g.1f,

(eligibility for 6A005.b is based on Advisory Note 9 in Category 5 Part 1
Telecommunications)

CIV: Yes, for;

6A005.d (except the NP portion of d.2.c.);

6A005.a.4.a, a.4.b. and the non-NP portion of a.4.c (including the CO/CO; portion of a.3)
CO; or CO/CO; "lasers" having an output wavelength in the range from 9,000 to 11,000

nm and having a pulsed output not exceeding 2 J per pulse and a maximum rated average
single or multimode output power not exceeding 5 kW;

6A005.a.3 CO "lasers" having a CW maximum rated single or multimode output power
not exceeding 10 kW;

6A005.a.4.a, a.4.b, and the non-NP portion of a.4.c "lasers" that operate in CW multiple
transverse mode; and have a CW output power not exceeding 15 kW;

6A005.b "lasers" designed for use with a civil fiber optic communication system that
have an output wavelength not exceeding 1,370 nm and a CW power output not
exceeding 100 mW;

non-NP portion of 6A005.¢.2.b.2.b Neodymium-doped (other than glass, pulse-excited,
"Q-switched lasers" eentreHed-by-6A0035-e2-b-2-b having a pulse duration equal to or
more than 1 ns; and a multiple transverse mode output with a "peak power" not
exceeding 400 MW;

6A005.¢.2.b.3.b. or ¢.2.b.4.b Neodymium-doped (other than glass) "lasers" eeatrelied by
6A005.6:2:b-3-b-or 6A005.¢-2.b:4-b that have an output wavelength exceeding 1,000 nm;
but not exceeding 1,100 nm;, ard that have an average or CW output power not
exceeding 2 kWs, and that operate in a pulse-excited, non-"Q-switched" multiple-
transverse modeg or in a continously excited, multiple-transverse mode; and

6A005.g-+f.

(Eligibility for 6A005.b is based on pre-1998 Advisory Note 9 in Category 5
Part 1 Telecommunications.)



6D003

GBS: Yes for 6D003.h

CIV: Yes for 6B663:h-1+ 6D003.h

TSR: Yes, except for the following:

(1)  hemseontrolled-forMT-reasens 6D003.h; or

(2)  Exports or reexports to destinations outside of Austria, ... of “software” for items

controlled by 6D003.a.
(All of 6D003.h was eligible for GLX (the predecessor of CIV) per 771A

Supplement 1, when it was 6D03A.d. Nothing in 6D003 is controlled for MT
reasons.)

6E001
TSR: Yes, except for the following: ...

(3)(a) ... 6A001.a.1.b.1 (having sound pressure level > 210 dB and operating frequency in band
from 30 Hz to 2 kHz), ... 6A002.a.2.a4, ...

6E002
TSR: Yes, except for the following: ...

€)] T 2 “production” ...
(3)(@) ... 6A001.a.1.b.1 (having sound pressure level > 210 dB and operating frequency in band

from 30 Hz to 2 kHz), ... 6A002.a.2.a4, ...

=i

3 COH

7D001
TSR: N/ Yes, except N/A for MT

7D002
TSR: N/A Yes, except N/A for MT

7D003

TSR: N/A Yes, except for the following:

1) Items controlled for MT reasons;

(2)  Exports or reexports to destinations outside of (17 countries listed in 1EQ0] TSR
paragraph (2)) of 7D003.a or .b

7E001
TSR: N/A Yes, except N/A for MT
7E002
TSR: N/A Yes, except N/A for MT




7E003
TSR: N/ Yes, except N/A for MT

7E004
TSR: NAA Yes, except N/A for MT

3D001

TSR: Yes, except forthe-folowing;

B  lems-eontrolledfor MTreasons;-of

)  Exports or reexports to destinations outside of ... of “technology” for the “development”
or “production” of items controlled by ...

8E001

TSR: Yes, except for-the-following;

H  hems-centroled-forMTreasons;or

)  Exports or reexports to destinations outside of ... of “technology” for the “development”
or “production” of items controlled by ...

9A006
LVS: $5;000-except N/A forMT

9B002
LVS: $5;000-except N/A for-MTF

9B003
LVS: $5;000-exeept N/A for-MT

9B004
LVS: $5,000-exeept N/A forMT

9B006
LVS: $5,000-except N/A for-MT

9D001

TSR: N/A Yes, except for the following;
(1)  Items controlled for MT reasons: or

(2)  Exports or reexports to destinations outside of ... of “software” for the “development” of
items controlled by 9E003.a.1 or 9E003.a.3.a.

9D002
TSR: N/A Yes, except N/A for MT

9ID003



BS: Yes, except N/A for MT
CIV: Yes, except N/A for MT

TSR: ¥es;exeeptNAfor-MT N/A

ID004
TSR: N/A Yes, except N/A for MT

9E001

TSR: N/A Yes, except for the following;
(1)  Items controlled for MT reasons; or

(2)  Exports or reexports to destinations outside of ... of “software” controlled by 9D001 for
the “development” of items controlled by 9E003.a.1 or 9E003.a.3.a.

9E002
TSR: N/A Yes, except N/A for MT

9E003

TSR: N/A Yes, except for exports or reexports to destinations outside of (list the allied

countries receiving favored TSR treatment in other ECCNs) of “technology” controlled
by 9E003.a.1 or 9E003.a.3.a.




Attachment 6

General Technology Note

The General Technology Note (GTN) for the Wassenaar Dual-Use List (WDUL) limits
technology controls to what is “required,” with “required” defined as “peculiarly responsible for
achieving or exceeding the controlled performance levels, characteristics or functions.” A similar
GTN for the Wassenaar Munitions List (WML) also uses the defined word “required.” The
Wassenaar GTNs do not apply to software.

The part 772 definition of “required” includes “software” as well as “technology”; but no CCL
software item refers to the GTN. Most CCL software items now use the undefined expressions
“specially designed or modified” or “specially designed.” Some CCL technology and software
items contain no such qualifier at all.

The multilateral regimes other than Wassenaar (MTCR, NSG, and AG) contain technology notes
which use the undefined expression “directly associated with, rather than the defined term
“required.”

It is recommended that:
-the U.S. propose that the Wassenaar GTNs be revised to cover software and that
Wassenaar software items be revised to replace “specially designed or modified” or
“specially designed” with “according to the General Technology Note”;
-the U.S. propose that MTCR, NSG, and AG adopt the Wassenaar GTN as amended and
that their technology and software items be qualified by “according to the General
Technology Note”; and
-all CCL software and technology ECCNs subject to Commerce licensing authority
include “according to the General Technology Note,” except for a few which already
contain the substance of the definition of “required.”

Consequential revisions to the CCL would be as follows:

0D999.a Software according to the General Technology Note ...
0D999.b Software according to the General Technology Note ...

0D999.c Software according to the General Technology Note ...

OE018 “Technology” according to the General Technology Note ...
OE918 “Technology” according to the General Technology Note ...
0E982 “Technology” exelusively according to the General Technology Note ...
0E984 “Technology” according to the General Technology Note ...

1D001 “Software” speeiatly-designed-ermodified according to the General Technology Note ...
1D002 “Software” according to the General Technology Note ..

1D018 “Software” speeially-designed-or-meodified according to the General Technology Note ..




ID101 “Software” speeially-designed-ormedified according to the General Technology Note ...
1D103 “Software” speeially-designed according to the General Technology Note ...

1D201 “Software” specially-designed-or-medified according to the General Technology Note ...
1D390 “Software” according to the General Technology Note ...

1D993 “Software” speeially-designed according to the General Technology Note ...
1D999.a Software speeially-designed according to the General Technology Note ...

1D999.b Software speeiatly-designed according to the General Technology Note ...

1E002.a “Technology” according to the General Technology Note ...
1E002.b “Technology” according to the General Technology Note ...
1E002.c “Technology” according to the General Technology Note ...
1E002.d “Technology” according to the General Technology Note ...
1E002.e “Technology” according to the General Technology Note ...
1E002.f “Technology” according to the General Technology Note ..
1E103 “Technieal-data” “Technology” according to the General Technologv Note ..
1E104 “Technology” according to the General Technology Note ...
1E355.a “Technology™ according to the General Technology Note ...
1E355.b “Technology” according to the General Technology Note ...
1E994 “Technology” according to the General Technology Note ...
1E998 “Technology” according to the General Technology Note ...

2D001 “Software” ... speeially-designed-or-modified according to the General Technology Note

2D002 “Software” according to the General Technology Note ..

2D018 “Software” according to the General Technology Note ..

2D101 “Software” specially-designed-er-meodified according to the General Technology Note ...
2D201 “Software” speeiatly-designed according to the General Technology Note

2D202 “Software” specially-designed-or-modified according to the General Technologx Note ...
2D290 “Software” speeially-designed-ormedified according to the General Technology Note ...

2D983 “Software” speeially-designed-or-modified according to the General Technology Note ...
2D991 “Software” speciatly-designed according to the General Technology Note ...

2D992.a “Software” according to the General Technology Note ...
2D994 “Software” speeiatly-designed according to the General Technology Note ...

2E003.a “Technology” according to the General Technology Note ...

2E003.b “Technology” according to the General Technology Note ...

2E003.¢c “Technology” according to the General Technology Note ...
2E003.d “Technology” according to the General Technology Note ...

2E003.¢ “Technology” according to the General Technology Note ...
2E018 “Technology” according to the General Technology Note ..

2E983 “Technology” speeially-designed-er-medified according to the General Technology Note

2E99l “Technology” according to the General Technology Note ...
2E994 “Technology” according to the General Technology Note ...




3D001 “Software” speecially-designed according to the General Technology Note ...

3D002 “Software” specially-designed according to the General Technology Note ...

3D003 ... “software” speeialy-designed according to the General Technology Note ...

3D004 “Software’ speeially-designed according to the General Technology Note ...

3D101 “Software” speeielly-designed-er-meodified according to the General Technology Note ...
3D980 “Software” speeially-designed according to the General Technology Note

3D991 “Software” speeiahy-designed according to the General Technology Note ...or “software
specially-designed according to the General Technology Note ..

2

3E003 Other “Technology” according to the General Technology Note ...

3E980 “Technology’speeiatly-designed according to the General Technology Note ...
3E991 “Technology” according to the General Technology Note ...

4D001.a “Software” speeially-designed-or-meodified according to the General Technology Note
;1i)001 .b “Software” ... specially-designed-or-meodified according to the General Technology

Note ...

4D002 “Software” spea&“y—des*gned—er—med*ﬁed according to the General Technology Note ...

4D003.a Operating system “software”, “software” developmem tools and compilers speeially
ées*gned ccordmg to the General Technology Not

(5D002 makes 4D003.c redundant.)
4D980 “Software” speciatly-designed according to the General Technology Note ..

4D993 ... “software” speeially-designed according to the General Technology Not
4D994 “Software”... speeially-designed-or-meodified according to the General TechnologLy Note

4E001.b “Technology” ... speetally-designed-or-meodified according to the General Technology
Note ...

4E980 “Technology” according to the General Technology Note ...
4E992 “Technology”other than that controlled in 4E001 according to the General Technology
Note ...

4E993 “Technology” according to the General Technology Note ...

5D001.a “Software” speeially-designed-or-meodified according to the General Technology Note
gi)OOl .b “Software” speeially-designed-or-medified according to the General Technology Note
gbOOl .c “Software” speeially-designed-or-medified according to the General Technology Note
gbOOI .d “Software” speeially-designed-ormedified according to the General Technology Note

gi)980.a “Software” primarily-useful according to the General Technology Note ...




5D980.b “Software” primarily-useful according to the General Technology Note ...
5D991 “Sofiware” speeialy-designed-or-modified according to the General Technology Note ...

SE001.b.1 Requitred “technology” according to the General Technology Note ...
5E001 b.2 “Technology” according to the General Technology Note ...
5E001 b.3 “Technology” according to the General Technology Note ...
5E001 b.4 “Technology” according to the General Technology Note ...

5D002.a “Software” specially-designed-or-medified according to the General Technology Note

gi)OOZ.b “Software” specially-designed-or-meodified according to the General Technology Note

gi)002 c.1 “Software” having the characteristics or performing or simulating the functions of ...
5D002.c.2 “Software” according to the General Technology Note ..
5D992.a.1 “Software” specially-designed-or-medified according to the General Technology Note

§D992.a.2 “Software” specially-designed-or-medified according to the General Technology Note

5D992.b.1 “Software” having the characteristics or performing or simulating the functions of ...
5D992.b.2 “Software” designed-or-meodified according to the General Technology Note ...

5E992 a “Technology”n.e.s., according to the General Technology Note ...
5E992 b “Technology”n.e.s., according to the General Technology Note ...

6D001 “Software” speeially-designed according to the General Technology Note ...
6D002 “Software” speeially-designed according to the General Technology Note ...
6D003.a.1 “Software” speeiatiy-designed according to the General Technology Note ...
6D003.a.2 “Souce code” according to the General Technology Note ...

6D003.a.3 “Software” speeiatly-designed according to the General Technology Note ...
6D003.a.4 “Source Code” according to the General Technology Note ...

6D003.f.1 “Software” speeiatly-designed according to the General Technology Note ...
6D003..2 “Software” speeiatly-designed according to the General Technology Note ...
6D003.g “Software” speeiatiy-designed according to the General Technology Note ...
6D003.h.1 Air Traffic Control “software” application “programs” hosted on general purpose
computers located at Air Traffic Control centers and eapable-ef according to the General
Technology Note for any of the following: ..

6D003.h.2 “Software” according to the General Technology Note ..

6D102 “Software” speeially-designed-er-meodified according to the General Technology Note
6D103 “Software” according to the General Technology Note that processes post-flight recorded
data, enabling determination of vehicle position throughout its flight path, specially designed or
modified for “missiles”.

6D991 “Software” speeiatly-designed according to the General Technology Note ...

6D992 “Software” speeiathy-designed according to the General Technology Note ...

6D993.a Air Traffic Control (ATC) “software” application “programs” hosted on general




purpose computers located at Air Traffic Control centers and eapable-ef according to the
General Technology Note ...

6E003 d Optics,“technology”according to the General Technology Note,...
6E003 e Lasers. “Technology”required according to the General Technology Note ...

6E991 “Technology” according to the General Technology Note ...
6E992 “Technology” according to the General Technology Note ...

6E993.a Optical fabrication technologies according to the General Technology Note ...
6E993.b “Technology” according to the General Technology Note ...

6E993.c “Technology” according to the General Technology Note ...

6E993.d “Technology” required according to the General Technology Note ...

7D001 “Software” speeiatly-designed-or-medified according to the General Technology Note ..
7D002 “Source code” according to the General Technology Note ..

7D003.a “Software” specially-designed-ormedified according to the General Technology Note

7D003.b “Source code” according to the General Technology Note ...

7D003.c “Source code” according to the General Technology Note ...

7D003.d “Source code” according to the General Technology Note ...

7D003.¢ Computer-aided-design (CAD) “software” speeiatiy-designed according to the General
Technology Note ...

7D101 “Software” speeially-designed-er-meodified according to the General Technology Note ...
7D102.a Integration “software™ according to the General Technology Note ..

7D002.b Integration “software” speeielly-designed according to the General Technologx Note ...
7D103 “Software” speeially-designed according to the General Technology Note ..

7D994 “Software”, n.e.s., according to the General Technology Note ..

7E004.a “Technology” according to the General Technology Note ...
7E004.b “Development” “technology” according to the General Technology Note ...

7E004.c “Technology” according to the General Technology Note ...

7E102 “Technology” according to the General Technology Note ...
7E994 “Technology” according to the General Technology Note ...

8D001 “Software” speeially-designed-er-modified according to the General Technology Note ...

8D002 Specific “software” speeially-designed-or-medified according to the General Technology
Note ...

8D992 “Software” speeially-designed-or-medified according to the General Technology Note ...
8E002.a “Technology” according to the General Technology Note ...

8E002.b “Technology” according to the General Technology Note ...
8E992 “Technology” according to the General Technology Note ...

9D001 “Sofiware” speeially-designed-or-modified according to the General Technology Note ...




9D002 “Software” speeiatty-designed-or-medified according to the General Technology Note ...
9D003 “Software” speeially-designed-or-medified according to the General Technology Note ...

9D004.a 2D or 3D viscous “software” according to the General Technology Note validated with
wind tunnel or flight test data required for detailed engine flow modeling.

9D004.b “Software” according to the General Technology Note for testing aero gas turbine
engines, assemblies or components, speeially-designed to collect , reduce and analyze data in real
time, and-capable-of with feedback control , including ... ...

9D004.c “Software” speeially-designed according to the General Technology Note ...

9D004.d “Software” in source code “object code” or machine code required according to the
General Technology Note

9D018 “Software” ccordmg to the General Technology Note .

9D10] “Software” speeiatly-designed-ormedified according to the General Technology Note ..

9D104 “Software” speeially-designed-and-medified according to the General Technology Not .
9D990 “Software”, n.e.s., according to the General Technology Note ...

9D991 “Software” according to the General Technology Note ...

9E003.a “Technology” “required” according to the General Technology Note ...
9E003.b “Technology™ “required” according to the General Technology Note ...
9E003.c “Technology” “required™ according to the General Technology Note ...

9E003.d “Technology” “required” according to the General Technology Note ...

9E003.e “Technology” according to the General Technology Note ...

9E003.f “Technology” “required™ according to the General Technology Note ...

9E003.g “Technology” “required™ according to the General Technology Note ..

9E003.h “Technology”... and-eurrently-used-in according to the General Technologv Note for ..
9E018 “Technology” accordlj to the General Technology Note

9E990 “Technology” according to the General Technology Note

9E991 “Technology” according to the General Technology Note ...
9E993 Other “technology” according to the General Technology Note ...




Attachment 7

CCL Cross-References

It is recommended that underlined text be added to the CCL and strike-threugh-text be deleted.

0A001
Controls: ... (see 10 CFR part 110 [tem 8(a))

0A002
... See 22 CFR part 121 Categories Vi(e) and XV(e)

0A018
Related Controls: N/A (1) See 746.8(b)(1) for additional BIS licensing requirements re Rwanda
concerning this entry. (2) See also 0A979, 0A988, and USML Categories I(a), I1i(b-d), and X(a)

0A978
Related Controls: N4A See _746.8(b)(1) for additional licensing requirements re Rwanda
concerning this entry.

0A979
Related Controls: N/A (1) See _746.8(b)(1) for additional BIS licensing requirements re Rwanda
concerning this entry. (2) See also 0AQ18, 0A988, and USML Category X(a)

0A982
Related Controls: N/A (1) See 746.8(b)(1) for additional licensing requirements re Rwanda

concerning this entry. (2) See also 3A981.

0A983
Related Controls: N/A See 746.8(b)(1) for additional licensing requirements re Rwanda

concerning this entry.

0A984
Related Controls: (1) ... Defense Trade Controls USML Category 1. (2) See 746.8(b)(1) for

additional BIS licensing requirements re Rwanda concerning this entry. (3) See also 0A986 and
USML Category 1.

0A985
Related Controls: N4A (1) See 746.8(b)(1) for additional licensing requirements re Rwanda

concerning this entry. (2) See also USML Category 1.

0A986
Related Controls: N/A: (1) See 746.8(b)(1) for additional BIS licensing requirements re Rwanda

concerning this entry. (2) See also 0A984.




0A987
Related Controls: N/A (1) See 746.8(b)(1) for additional licensing requirements re Rwanda

concerning this entry. (2) See also USML Category I(b).

0A988
Related Controls: N£A (1) See 746.8(b)(1) for additional licensing requirements re Rwanda
concerning this entry. (2) See also 0A018. 0A979, and USML Category X(a).

0A999
Related Controls: N4A See also 0B001.c.10.

0B001

Controls: ... 10 CFR part 110 Item 8(b)

Related Controls: N4A See also 0A999, 2A226. 2A292, 2A999, 2B228, 2B229, 2B350, 3A992.a,
6A005. 6A205, and 6A995

0B002
Controls; ... 10 CFR part 110 [tem 8(b)
Related Controls: N/A- See also 0C201 and 3A233

0B003
Related Controls: N4A See also 0C201 and 10 CFR part 110 Item 8(f)

0B004
Controls: ... 10 CFR part 110 Item 8(g)

0B005
Controls: ... 10 CFR part 110 [tem 8(e)

0B006
Controls: ... 10 CFR part 110 Item 8(d)

0B986
Related Controls: N4A See also 2B018 and USML Category I1I(d)

0B999
Related Controls: N/A See also 1A004 and 2A291

0Coo1
Controls: ... 10 CFR part 110 [tem 9(b)



0C002
Controls: ... 10 CFR part 110 Item 9(a)
Related Controls: N£A See also 1C012

0C004
Controls: ... 10 CFR part 110 Item 9(d)

0Co005
Controls: ... 10 CFR part 110 [tem 9(e)
Related Controls; N4A See also 1C107

0C006
Controls: ... 10 CFR part 110 [tem 8(b)

0C201
Controls: ... 10 CFR part 110 Item 8(b)
Related Controls: N£A See also 0B002 and 0B003

0D001
Controls: ... (see 10 CFR part 110 Items 8(a, b, d-g)). ... (see 22 CFR part 121 Categories VI(g)
and XV(f)).

Related Controls: NfA Also see 0D999

0DO018

Related Controls: (1) See 746.8(b)(1) for additional licensing requirements concerning this
entry. (2) See also USML. Category I(e) and 11}

0D999
Specific software, not controlled by 0D001 or 9D 103, as follows ...

0E001

Controls: ... (see 22 CFR part 121.1 Categories VI(g) and XV(f)).
Related Controls: N/A Also see 10 CFR part 110 items 8(a, b, d-g)

0E018
Related Controls: N4A (1) See_746.8(b)(Dfor additional licensing requirements re Rwanda

concerning this entry. (2) See also USML Categories I(i) and I1I(e)

0E982
Related Controls: N/A See 746.8(b)(1) for additional licensing requirements re Rwanda

concerning this entry.

0E984



Related Controls: N&A See 746.8(b)(1) for additional licensing requirements re Rwanda
concerning this entry.

1A001
Related Controls: (1) ... (see 22 CFR part 121 Category XXI). (2) See also 1C009.

1A002
Related Controls: (1) See also 1A102, 1A202, 9A010, and 9A 110, and USML Categories IV(f)

and XIII(d).

1A003
Related Controls: ... See also 1C008.

1A004
Related Controls: (1) See ECCNs 0B999, 1A995, 1B999, 2B351, and 2B352. (2) ... (see 22 CFR
part 121.1 Categoryies X and XIV(f)

1A005
Related Controls: (1) ... (See 22 CFR part 121.1 Categories X(a) and XIV(f.h).) (2) ... (3) See
746.8(b)(1) for additional licensing requirements concerning this entry.

1A102
Resaturated pyrolized carbon-carbon components, not controlled by 1A002 or 9A010, designed
for “missiles” ... 22 CFR part 121.1 Categories IV(f) and XIII(d)

1A202

Composite structures, ether-than-these not controlled by 1A002, 1A102, 9A010, or 9A110, ...

Related Controls: ... (3) ... (see 10 CFR 110 item 8(a))

b. Made with any of the “fibrous or filamentary materials” speeified-in controlled by
1C210.a or with carbon prepreg materials speeified-in controlled by 1C210.c

1A225
Related Controls: ... (3) See also 1B228. 1B229, 1B230, and 1B231

1A226
Related Controls: ... (3) See also 1B228, 1B229, and 1B230

1A227
Related Controls: ... (see 10 CFR part 110 item 8(a).)

1A290
Depleted uranium ( ... ), not controlled by 0C001, USML Category XXI, or NRC item 9(b)
1A984

Chemiecal-agentsnecluding-tTear gas formulations containing 1 percent or less of ... ether




pyrotechnic articles having dual military and commercial use not controlled by 1C018.j

Related Controls: N/A (1) See 746.8(b)(1) for additional BIS licensing requirements re Rwanda
concerning this entry. (2) See also USML Category XIV(d) for coverage of other teargases and
Category V(c) for coverage of other pyrotechnics..

1A985
Related Controls: N4A (1) See 746.8(b)(1) for additional BIS licensing requirements re Rwanda

concerning this entry. (2) See also 4A980

1A995
Related Controls: See ECCNs 0B999, 1A004, 1B999, 2B351, and 2B352

1A999
Specific processing equipment, n.e.s. not controlled by 1A004 or USML Category XVI(c), as
follows ...:

1B001
Related Controls: ... (2) Also see 1B101 end , 1B201, 1B999, and 2B00S; ...

1B018
Related Controls: N4A See also 2B116 and 9B006, 9B106. and 9B990

1B101
Related Controls: ...
Related Controls: Also see 1B201, 1B999, 2B001, and 2B00S

1B102
... other-than-thatspeeified-in not controlled by 1B002 ...

1B115

Equipment, etherthanthet not controlled in by 1B002, 1B018. ex 1B102, or 2B018 for the

“production” of propellant or propellant constituents, as follows, and specially designed

components therefor

a. ... for liquid propellants or propellant constituents controlled by 1C011.a, 1COl1.b,
1C111, or en-the U.S. Munitions List Category V.a.12.i, 2.20.i, b.3, ¢.3.i-iv, ¢.5, ¢.6.i.A,
c.6.ii.A, c.6.ii.B.d.1,d2.d.10.d.11, e2,e.3, e.6,e.7, €.16, f.3.i-iv, £.10, .14, .16, f.17,
orf.18;

b. ... for solid propellants or propellant constituents deseribed-in controlled by 1C011 .a,
1C011.b, er 1C111, or enthe U.S. Munitions List V.a.12.i, a.20.i, b.3, ¢.3.i-iv, ¢.5,
c.6.i.A, c.6.ii.A, c.6.ii.B.d.1,d.2,d.10,d.11. e.2. e.3. e.6.€.7, e.16, f.3.i-iv, f. 10, f. 14,
f.16,f.17. or f.18.

1B116
Related Controls: N4A See also 2B104



1B117

Batch mixers, not controlled by 2B018, ...
Related Controls: N4A: See also 1B115, 1B118, and 1B119

1B118
Continuous mixers, not controlled by 2B018, ...
Related Controls: N/A See also 1B115, 1B117, and 1B119

1B119

Fluid energy mills, not controlled by 2B018, for grinding or milling propellant or propellant
constituents speeified-in controlled by 1C011.a, 1C011.b, ex 1C111 or ea-the U.S. Munitions List
V.a.12.i,a.20.i, b.3, ¢.3.i-iv, ¢.5. c.6.i.A, c.6.ii.A, ¢.6.ii.B,d.1,d.2,d.10,d.11,e.2,e.3,€.6,e.7
e.16, f.3.i-iv, £10, f.14, .16, f.17, or f.18, and specially designed components therefor.
Related Controls: N/A See also 1B115, 1B117, and IB118

1B201
Filament winding machines, other-than-these not controlled by ECCN 1B001 or 1B101, ...
Related Controls: (1) ... (2) See also 1B999

1B225

Related Controls: (1) ... (2) See also 1B999

1B228

Related Controls: ... (3) See also 1A225. 1A226, and NRC item 8(g)
1B229

Related Controls: (1) ... (see 10 CFR part 110 item 8(g). ... (3) See also 1A225 and 1A226

1B230
Related Controls: (1) ... (see 10 CFR part 110 item 8(g). .... (3) See also 1A225, 1A226, 2A293,
2B231, and 2B350

1B231
Related Controls: (1) ... (see 10 CFR part 110 item 9(c)). ... (3) See also 1A225, 1C2335, and
3A231

1B999
Related Controls: See also 1B001, 1B101, 1B201, 1B225, and 1D999, and 3A201

1C001
Related Controls: (1) See 743.1 for reporting requirements for exports under specified License
Exceptions. (2) See also 1C101,



1C002
Related Controls: See also 0B001.c, 1C118, 1C202, and 1C228

1C004
Related Controls: N4A See also 1C117 and 1C226

1C005
Related Controls; N4A See also 3A001, 3A201, and 6A006

1C006
Related Controls: N£A See also 1C996

1C007
Related Controls: See also OC005, 1C107,and 1C234.

1C008
Related Controls: N£A See also 1A003

1C009
Related Controls: N£A See also 1A001

1C010
Related Controls: ... (4) Also see 0B001.c.

1Co11
Related Controls: (1) See also 1C018 and I1C111. (2) ... (see 22 CFR part-42+ 121.1 Category V)

1C012
Control(s): ... (see 10 CFR part 110 jtem 9(a))
Related Controls: N/A See also 0C002.

1C018
Related Controls: ... (6) See also 1A984, 1C011, 1C111, and 1C239, and 1C992. ... (8) See
746.8(b)(1) for additional licensing requirements re Rwanda concerning this entry.

1C107
Graphite and ceramic materials, ether-than-these not controlled by 1C007, ...

1C111
... chemicals ..., ether-than-these not controlled by 1C011, as follows ...

Related Controls: (1) ... (See 22 CFR 12112(b)(6);-otherferrocene-derivatives Category V.f.3).

(2) For propellants and constituent chemicals _for propellants not controlled by 1C111, 1C011,
1C018, or 1C992. see 22 CFR 121.1 Category V.




1C116
Related Controls: ... (2) Also see 0B001.c and 1C216

1C117
Tungsten, molybdenum, and alloys of these metals, not controlled by 1C004, ...
Related Controls: N£A See also 1C226

1C118
Titanium-stabilized duplex stainless steel (Ti-DSS), not controlled by 1C002.
Related Controls: N/A See also 1C202

1C202
Alloys, ether-than-these not controlled by 1C002-a-2-c-0¢~d or 1C118
Related Controls: ... (2) Also see ECCN +£602 0B001.c

1C210
... , otherthan-these not controlled by 1C010.a, .b or .e or by 9C110, as follows ...
Related Controls: ... (2) Also see ECCNs +€6+8 0B001.c and 1C990.

1C216
... other-than-than not controlled by 1C116 ...
Related Controls: ... (2) Also see ECCN +&3+6 0B001.c. (3) ... (see 10 CFR 110 item 8(a)).

1C226
Parts made of tungsten, tungsten carbide, or tungsten alloys (greater than 90% tungsten), not

controlled by 1C004 or 1C117, ...

1C227
Related Controls: (1) ... (2) See also 2A225

1C228

Magnesium (high purity), not controlled by 1C002 or 1C111, ...
Related Controls: (1) ... (2) See also 2A225

1C230
Beryllium, not controlled by 1C111 or 6C004, metal, ...

1C231
Hafnium, not controlled by 6C004, metal, ...
Related Controls: (1) ... (2) See also 2A225

1C234
Zirconium, not controlled by 1C007, 1C111, or 6C004, with ...



Related Controls: ... (2) ... (see 10 CFR 110 item 8(a)). (3) See also 1A003 and 2A225

1C235
Related Controls: ... (2) Also see ECCNs 1B231 and 3A231. (3) ...(see 10 CFR part 110 item

9Ac)).

1C236
Related Controls: ... (2) ...(see 10 CFR part 110 item 9(c)). (3) See also 1C999

1C239
High explosives, ether-than-these not controlled by 1C011, 1C018, 1C111, 1C992, or the U.S.
Munitions List, ...

1C240

Related Controls: ... (2) ... (see 10 CFR 110 item 8(a)). (3) See also 1C002, 1C004, IC116,
2A292. and 2B350

1C350

Related Controls: — The Department of State controls CWC Schedule | chemicals in Category
X1V(a)(1), (a)(3), and (c)(1-4) and CWC Schedule 2 chemicals in Category XIV(a)(2), (a)}(4).
and (c)(5) (see 22 CFR 121.1). Also see ECCNs 1C355, 1C395. and 1C995. Chemical agents

having military application which produce a powerful physiological effect are subject to the
export licensing authority of the U.S. Department of State, Directorate of Defense Trade

Controls (see 22 CFR part 121 Category XIV). See also ECCN 1A984; DEA 21 CFR 1311-
1313; EPA 40 CFR 168.75, 262.59 f, and 707.60; CPSC 16 CFR 1010 and 1019; and FDA 21
CFR 312.110.

1C351

Related Controls: ... See 22 CFR part 121.1, Category XIV(a)(1), (a)(3). and (c)(1-4) end+24-7
for additional CWC Schedule 1 chemicals controlled by the Department of State. ...._Biological
agents modified to increase a capability to produce casualties in humans or livestock, degrade
equipment, or damage crops are subject to the export licensing authority of the U.S. Department
of State, Directorate of Defense Trade Controls (see 22 CFR part 12] Category XIV(b)). See
also DEA 21 CFR 1311-1313;: EPA 40 CFR 168.75,262.59 f, and 707.60; CPSC 16 CFR 1010

and 1019; and FDA 21 CFR 312.110.

1C352

Related Controls: ... (1) Biological agents modified to increase a capability to produce casualties
in humans or livestock. degrade equipment, or damage crops are subject to the export licensing
authority of the U.S. Department of State, Directorate of Defense Trade Controls (see 22 CFR
part 121 Category XIV(b)). (2) See-alse Vaccines are controlled under ECCN 1C991. (3) See
also DEA 21 CFR 1311-1313; EPA 40 CFR 168.75, 262.59 f, and 707.60; CPSC 16 CFR 1010
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and 1019; and FDA 21 CFR 312.110.

1C353

Related Controls: (1) Vaccines ... (2) Biological agents modified to increase a capability to
produce casualties in humans or livestock, degrade equipment, or damage crops are subject to the
export licensing authority of the U.S. Department of State, Directorate of Defense Trade
Controls (see 22 CFR part 121 Category XIV(b)). (3) See also DEA 21 CFR 1311-1313; EPA 40
CFR 168.75, 262.59 f, and 707.60; CPSC 16 CFR 1010 and 1019; and FDA 21 CFR 312.110.

1C354

Related Controls: ,,, (1) Biological agents modified to increase a capability to produce casualties
in humans or livestock, degrade equipment, or damage crops are subject to the export licensing
authority of the U.S. Department of State, Directorate of Defense Trade Controls (see 22 CFR
part 121 Category XIV(b)). (2) See-alse Vaccines are controlled under ECCN 1C991. (3) See
also DEA 21 CFR 1311-1313;: EPA 40 CFR 168.75,262.59 f, and 707.60; CPSC 16 CFR 1010
and 1019; and FDA 21 CFR 312.110.

1C355
Related Controls: ... See also DEA 21 CFR 1311-1313; EPA 40 CFR 168.75.262.59 f, and
707.60; CPSC 16 CFR 1010 and 1019; and FDA 21 CFR 312.110.

1C990
... , not controlled by 1C010, er 1C210, or 9C110,

1C991

Vaccines, “immunotoxins”, “medical products”, “diagnostic and food testing kits”, not
controlled by 1C351, 1C352, 1C353, 1C354, 1C395, or 1C995 as follows:

Related Controls: Medieal— See also DEA 21 CFR 1311-1313: EPA 40 CFR 168.75, 262.59 f,
and 707.60; CPSC 16 CFR 1010 and 1019; and FDA 21 CFR 312.110.

Related Definitions: ... See 1C351 Related Definitions.

1C992

Commercial charges and devices containing energetic materials, a-e-s- not controlled by 1C018
or the U.S. Munitions List 22 CFR 121.1 Category V, as follows (see List of Items Controlled):
Related Controls For Gcommercial charges and devices containing USML controlled energetic
materials that exceed the quantities noted or that are not covered by this entry, are-controlied
under see 1C018 or USML Category V.

1C996

Hydraulic fluids, containing synthetic hydrocarbon oils, not controlled by 1C006, ...

1C999
Related Controls: See also +6236 2A292 re 1C999.b and c.
c. ... ball bearings (3 mm or greater diameter), not controlled by 2A001 or 2A991;

d. Alpha-emitting radionuclides, a-e-s- not controlled by 1C236 or 10 CFR 110 Item 9(c).
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1D001
Related Controls: ... (2) Also see 1D002, 1D101, ardBD102; 1D201., and 1D999.

1D002
Related Controls: (see 22 CFR part 121 Categories IV and X11I). See also 1D00!, 1D101,
1D102, 1D201, and 1D999.

1D018
Related Controls: N/A See 746.8(b)(1) for additional BIS licensing requirements re Rwanda
concerning this entry.

1D101
“Software”, not controlled by 1D001, ...
Related Controls: (1) ... (2) See also 1D002, 1D201, and 1D999.

1D201

“Software”, not controlled by 1D001 or 1D101, ...
Related Controls: (1) ...(2) See also 1D002 and 1D999.

1D999
Specific “software”, a-e=s- not controlled by 1D001, 1D101, or 1D201, as follows ...
Related Controls: See also 18999 1D002

1E001

“Technology” ... for ... 1A102, ... 1C (except 1C018, 1C351 to 1C354, ...1C996).

NS applies to “technology” for items controlled by ... 1C001 to +C048 1C01 1;-0¢+C618
Li Reaui Notos—See-743.2

Related Controls: (1) See also 1E101, and 1E201, and 1E994. (2) “Technology” for items
controlled-by the NRC portion of 1C235 are is ... (see 10 CFR part 810). (3) “Technology” for
items described in 1C012 are is ... (see 10 CFR part 110 item 9(a)). (4) “Technology” for items
controlled by 1A004 or 1 A102 or by the portions of 1A005, 1C0O11, or iIC111] subject to
Department of State export licensing authority are is itself subject to the export licensing
authority of the U.S. Department of State, Directorate of Defense Trade Controls (see 22 CFR
part 121 Categories IV, V, and XIII).

1E002

Related Controls: (1) See also 1E001, 1E101, 1E102, 1E202, and HE4+8+ 1E994 for “technology”
related to 1EQ02.e. or .f.

1E018
Related Controls: See 746.8(b)(1) for additiona) licensing requirements re Rwanda concerning

this entry.
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1E101
“Technology”, not controlled by 1E002.¢ or .f, ...
Related Controls: (1) “Technology” for items controlled by 1 A102 or by the portions of 1C011

or 1C111 subject to Department of State export licensing authority are js itself subject to ... (see
22 CFR part 121 Categories IV, V., and XIII). (2) See also 1E001, 1E201, and 1E994.

1E102
Related Controls: (1) ... (2) See also 1E203

1E201

“Technology”, not controlled by 1E002.f or 1E101, ...
Related Controls: N/A See also 1E001, 1E202, and 1E994.

1E202

“Technology”, not controlled by 1EQ01, ...
Related Controls: N4A See also 1E002.f, 1E101, 1E201, and 1E994.

1E203
“Technology”, not controlled by 1E203, ...

1E350
“Technology”, not controlled by 1E001, ...

1E99%4
“Technology”, not controlled by 1E001, 1E002.f, 1E101, 1E201, or 1E202, ...

2A001
Related Controls: (1) See also 2A991 and 1C999.a. (2) ... (See 22 CFR part 121 Category VI(f).)

2A225
Crucibles, not controlled by 1227, 1C228, 1C231. or 1C234, ...

2A226

Valves, not controlled by 0B001 or 9A106.d., ...
Related Controls: ... (2) Also see ECCNs 1C999, 2A292, and 2B350.g, and 2B999. (3) ... eertain

nuclear-uses plants for the separation of the isotopes of uranium are subject to the export
licensing authority of the Nuclear Regulatory Commission. (See 10 CFR part 110 item 8(b).)

2A290
Related Controls: ... (See 10 CFR part 110 item 8(a).)

2A291
Related Controls: ... (3) Also see ECCNs 2A291 and 0B999. (4) ... (see 10 CFR part 110 item

8(a).) (5) ... (see 22 CFR parts-120-through-130 part 121.1 Category XVI). .
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2A292
Related Controls: ... (3) Also see ECCNs 0B001, 0C006, 1C004, 1C116, 1C240, 1€990, 1C999
2A226, 2A290, 2B350.¢.h, and 2B999.g.k. (4) ... (see 10 CER part 110 item 8(a).)

2A293
Related Controls: ... (3) ... (see 10 CFR part 110 jtem 8(a).) (4) See also 1B230, 2B231, and
2B350.

2A983
Related Controls: N4A Also see 1A004 and 1A995.

2A991
Controls: This entry does not control ...

Related Controls: (1) Fhis-entry-dees-noteontrol—(2) ... (See 22 CFR part 121 Category VI(f).)
(2) Also see 1C999.a.

2A994
Note. A license is not required to reexport this entry to Iran or Sudan. See 742.8(a){2) and

742.10(a)(2).

2A999
Related Controls: See-alse-2A236;2B358: Valves specially designed or prepared for plants for

the separation of the isotopes of uranium are subject to the export licensing authority of the
Nuclear Regulatory Commission. (See 10 CFR part 110 item 8(b).)

Items:
a. Bellows-sealed valves, not controlled by 0B001.b.1, 0B001.d.6, 2A226, 2A292, or
2B350.

2B001
Related Controls: ... (3) Also see ECCNs 2B002, 2B201, 2B290, and 2B991, 2B992, and 2D002.

2B004
Related Controls: ... (3) For specially designed dies, molds and tooling, see 1B003, 2B018,

9B001, 9B004, and 9B009 and-MEA8-(22- CER-part12H) (4) ... (5) Also see ECCNs 2B117 and
2B999.a.

2B005
Related Controls: ... (4) See also 2B999.i.

2B006
Related Controls: ... (3) Also see ECCNs 2B008, 2B206, and 2B996, and 3A992.a.
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2B007
Related Controls: ... (3) Also see 2B008, 2B207, 2B225, and 2B997, and 8 A002.h.

2B009
Related Controls: ... (4) Also see 2B999.1.

2B018
Related Controls: N/A (1) See 746.8(b)(1) for additional BIS licensing requirements re Rwanda
concerning this entry. (2) See also 1B115, 7B103, 9B115, and 9B116

2B104
“Isostatic presses”, ether-thanthese not controlled by 2B004, having ...
Related Controls: ... (3) Also see ECCNs 2B804; 2B204, and 2B117, and 2B999.a.

2B105
Chemical vapor deposition (CVD) furnaces ether-than-these not controlled by 2B005.a ...
Related Controls: ... (3) Also see ECCNs 2B805 and 2B117, 2B226, and 2B227.

2B109
Flow-forming machines, etherthaa-these not controlled by 2B009, ...
Related Controls: ... (3) Also see ECCNs 2B669-and 2B209 and 2B999.1.

2B116

Vibration test systems, equipment and components therefor, not controlled by 1B018.b. or
9B006, ...

Related Controls: ... (3) Also see ECCNs 9B106, and 9B990.

2B121
... other-than-these not controlled by ...

2B201
Machine tools, ethesthan-these not controlled by 2B001, ...
Related Controls: ... (3) Also see ECCNs 2B06+; 2B290, and 2B291

2B204
“Isostatic presses,” other-than-these not controlled by 2B004 or 2B104 ...
Related Controls: ... (3) Also see ECCNs-2B004-and-2B+04 2B999.a

2B206
Dimensional inspection machines, instruments or systems, ethes-than-these not controlled by

2B006, ...
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Related Controls: ... (3) Also see ECCNs 2B006-and 2B996_and 3A992.a.

2B207
“Robots” or “end-effectors”, other-than-these not controlled by 2B007, ...
Related Controls: ... (3) Also see ECCNs 2B88% 2B225, and 2B997, and 8A002.h

2B209
Flow-forming machines ..., ether-than-these not controlled by 2B009 or 2B109, ...
Related Controls: ... (3) Also see ECCNs-2B809-and-2B-1069 2B999.1.

2B225
Related Controls: ... (2) Also see ECCNs 1A004, 1A005, 1A995, 2B007, and 2B207, and
2B352.1.2 and Related Definitions. (3) ... (see 10 CFR 110 jitems 8(a) & (d)).

2B226
Related Controls: ... (2) Also see ECCNs 2B104, 2B227, and-Category-3B_3B001, and 3B991.

2B227
Related Controls: ... (2) Also see ECCNs 2B104 and 2B226.

2B228

Related Controls: (1) ... (2) Specially designed or prepared assemblies and components for plants
for the separation of isotopes of uranium are subject to the export licensing authority of the
Nuclear Regulatory Commission (see 10 CFR part 10 item 8(b)). (3) Also see 0B0O1.

2B229

Related Controls: ... (3) Specially designed or prepared assemblies and components for plants for
the separation of isotopes of uranium are subject to the export licensing authority of the Nuclear
Regulatory Commission (see 10 CFR part 10 item 8(b)). (4) Also see 0B001 and 2B%999.m.

2B230
Related Controls: (1) ... (2) Also see 6A226 and 9B00S.
2B231

Related Controls: ... (2) ... (see 10 CFR part 10 item 8(b)). (3) Also see 0B0O1, 1B230, 2A203.
2B350, and 2B999.j.

2B232
Related Controls: (1) ... (2) Also see U.S. Munitions List Categories I(a) and 1l(a).

2B290
Related Controls: ... (3) Also see ECCNs-2B060+,-2B264-and 2B991.

2B350
Controls: The controls in this entry do not apply to ...



Related Controls: Fhe-controls-in-this-entry-de-net-apply-to— Also see ECCNs 0B001, 1B230,
2A226,2A292, 2A293, and 2B231 and 22 CFR 121.1 Category XIV(D).

2B351

Related Controls: (1) ... (2) See also ECCN 2B225 and 22 CFR part 121 Category XIV(f-]). (3)
Equipment for monitoring and detection, and identification of chemical agents which have
military application and produce a powerful physiological effect or biological agents which have
been modified to increase their capability to produce casualties in humans or livestock, degrade

equipment, or damage crops are subject to the export licensing authority of the U.S. Department
of State (see 22 CFR part 121.1 Category XIV().

2B352

Related Controls: (1) ... (2) See also ECCN 2B225 and 22 CFR part 121 Category XIV(f-1).

(3) Equipment for dissemination, detection, and identification of, and defense against, chemical
agents and biological agents are subject to the export licensing authority of the U.S. Department

of State, Directorate of Defense Trade Controls (see 22 CFR 121.1 Category XIV(f)

2B991 :
Related Controls: Also see 2B00!, 2B201, and 2B290, 2B998, and 2D002

2B993 .
Related Controls: N£A See also 2B998.

2B996
... equipment, not controlled by 2B006 or 2B206.
Related Controls: N/A See also 2B998.

28997
Related Controls: N/A See also 2B998.

2B998
Assemblies, units or inserts, not controlled by 2B008, ...

2B999
a. Isostatic presses, a-e=s- not controlled by 2B004, 2B104, or 2B204

..., not controlled by 0B001, 0B002, 0B004, 2B228, or NRC 10 CFR part 110.8;
..., not controlled by 2B350;

..., not controlled by 2A226, 2A292, or 2B350;

..o not controlled by 2B001.f;

..., not controlled by 2BQ0S;

..., not controlled by 2A293, 2B231, or 2B350;
... not controlled by 2B009, 2B109, or 2B209;

..., hot controlled by 2B229;

g s rsmmo
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n ..., not controlled by 2B350.

2D001
Related Controls: ... (2) Also see ECCNs 2D101, ard 2D201, 2D202, 2D290, and 2D991.

2D002
Related Controls: ... (2) Also see 2B001, 2D202, 2D290, and 2D9%91

2D018
Related Controls: N/A (1) See 746.8(b)(1) for additional BIS licensing requirements re Rwanda

concerning this entry. (2) See also the software components of 7B103 and 9B116

2D101

“Software”, not controlled by 2Do01, ...
Related Controls: ... (2) Also see 2D201 and 9D004

2D201

“Software”, not controlled by 2D001 or 2D101, ...
Related Controls: ... (2) Also see ECCNs 2D002-ard-2D202 2D991

2D202
“Software”, not controlled by 2D001 or 2D002, ...
Related Controls: N4A Also see ECCNs 2D290 and 2D991

2D290
“Software”, not controlled by 2D001, 2D002, or 2D202 ...
Related Controls: (1) ... (2) Also see 2D991

2D991
“Software”, not controlled by 2D001, 2D002, 2D201, 2D202, or 2D290, .
2E001
“Technology” ... for ... 2B (except 2B018, 2B352, 2B991, 2B992, ...) ...
Related Controls See-also-2E1042E201and 2E304
(2E001 is limited to development; 2E101, 2E201, and 2E301 are limited to use.)

2E002
“Technology” ... for ... 2B (except 2B018, 2B352, 2B991, 2B%992, ...)

2E003

Related Controls: See 2E001, 2E002;-and or 2E101 for “development” and or “use” technology
for equipment that are designed or modified for densification of earben-earbon-compesites;
structural composite rocket nozzles and reeentry nose tips.

2E018
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“Technology” for the “develpment”, “production”, or “use” of equipment controlled by 2B018
Related Controls: N4A (1) See 746.8(b)(1) for additional BIS licensing requirements re Rwanda
concerning this entry. (2) See also 1E00] and 1E101 for 1B115 and 9E001, 9E002. and 9E102
for9B115 and 9B116

2E101
Related Controls: ... (2) Also see 2E201

2E201

“Technology”, not controlled by 2E101, ...
Related Controls: N/A Also see 2E290 and 2E991

2E991
“Technology”, not controlled by 2E201 or 2E290, ...

3A001

Related Controls: (1) ... (22 CFR part 121.1 Category XV) ... (2) ... (22 CFR part 121.1 Category
XV). (3) See also 1C005, 3A101, 3A201, 3A991, 3A992.a and 6A006.

3A002

Related Controls: See also 3A292, and 3A992, and USML Category XV.

3A002
Related Controls: ... (22 CFR part 121,] Category XV).

3A101
... other-than-these not controlled by 3A001, ...
Related Controls: (1) ... (See 22 CFR part 121 Category XV). (2) Also see 3A992.a.

3A201
.. other-than-these not controlled by 3A001 or 3A101
Related Controls: ... (2) Also see
electromagnets) lB999 . 1C005, 3A991, 3A992 3A999.c, and 6A006

3A225
... other-thanthese-deseribed-in not controlled by 0B001.c.11 ...
Related Controls: ... . (3) Also see 3A999.a.

3A226
... other-than-these-deseribed-in not controlled by 0B001.j.6 ...

3A227
... other-than-these-deseribed-in not controlled by 0B001.j.5 ...
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3A229

Related Controls: ... (3) Also see 3A230, 3A232, and 3A999.d
3A230

Related Controls: (1) ... (2) Also see 3A239 and 3A999.d.
3A232

Related Controls: ... (3) Also see 3A229.

3A233

Related Controls: ... (2) ... (See 10 CFR part 10 item 8(b)) (3) Also see 0B002.g, 3A992.a,
3A999.d, and 3A999.f.

3A292
... other-than-these not controlled by 3A002.a.5 ...
Related Controls: (1) ... (2) Also see 3A992.a.

3A980
Related Controls: N/A See 746.8(b)(1) for additional BIS licensing requirements re Rwanda

concerning this entry.

3A981
Related Controls: N4A (1) See 746.8(b)(1) for additional BIS licensing requirecments re Rwanda

concerning this entry. (2) Also see 0A982 and 4A980

3A991

... not controlled by 3A001 or 3A201.b ...

Related Controls; N4A Also see 1C00S and 6A006.

3A992

... not controlled by 0B001, 2B006. 2B206, 3A001, 3A002, 3A101, 3A201, 3A233, 3A292,
3B002, or 5SB001

Related Controls: N£A Also see USML Category XV

Note. A license is not required to reexport 3A992.a to Iran or Sudan. See 742.8(a){(2) and

742.10(a)(2).
3A999

... not controlled by 3A225;

... not controlled by 3A233;
... not controlled by 3A00].e.2, 3A201.a or .c, or 3A226 to 3A230;

... hot controlled by 3A229 or 3A230;

™o a0 o

.. not controlled by 3A233.
38002
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Related Controls: See also 3A999.a and 3B992,

3B992
Related Controls: N&A See also 3A992.a.

3Co03

Controls: This entry controls only ...
Related Controls: This-entry-controls-only—— Also see 1C350, 2B351.a, and 3C004.

3C004
Related Controls: NAA See also 1C350, 2B351.a, and 3C003.b.

3boo1
NS applies to ... and-3B 3B001 and 3B002 ...
Related Controls: ... See also 346+ 3D003 and 3D991.
(3D001 is for development or production, whereas 3D101 is for use.)

3D002
Related Controls: N/A Also see 3D991.,

3D003
Related Controls: ... (3) Also see 3D001 and 3D991.

3D980
Related Controls: N4A (1) See 746.8(b)(1) for additional BIS licensing requirements re Rwanda

concerning this entry. (2) Also see 4D980

3D991
“Software”, not controlled by 3D001, 3D002, 3D003. or 3D101, ...

3E001
Related Controls: (1) See also 3E1+04-and-3E204 3E002, 3E292, 3E980. and 3E991.
(3E001 is for development or production, whereas 3E101 and 3E201 are for use.)

3E980
Related Controls: N/A (1) See 746.8(b)(1) for additiona] BIS licensing requirements re Rwanda
concerning this entry. (2) See also 4E980

3E991
“Technology”, not controlled by 3E001, 3E101, 3E201, or 3E292, ...

4A001
Related Controls: (1) See also 4A101, and 4A994 , and SA002. (2) Equipment designed or rated
for transient ionizing radiation ... (See 22 CFR part 121 Categories XI(a)(6) and XV.)
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(CCN 4A980 controls such computes.)
Related Controls: See also 4A994 and 4A980 SA00].

4A004
Related Controls: N4A See also 3A001.a.9. neural network integrated circuits, 3A001.a.6. optical
integrated circuits, and 6A002.d and 6A004.b. optical sensors and components.

4A101
... other-than-these not controlled by 4A001, ...
Related Controls: N/A See also 4A994 and USML Category Xi(a)(4,5).

4A102
... See 22 CFR part 121 Category XI(a)(6).
4A980

Related Controls: N4A See 746.8(b)(1) for additional BIS licensing requirements re Rwanda
concerning this entry,

4A994
... not controlled by 4A001, 4A002, er 4A003, 4A101, or 4A102, ...

(ECCN 4D980 controls such soware.)
Related Controls: NAA See also 4D99%4.

4D003 .
Related Controls: NAA See also 4DD993.

4D9%80

Related Controls: NéA See _746.8(b)(1) for additional BIS licensing requirements re Rwanda
concerning this entry,

4D994
“Software”, not controlled by 4D001, ...

4E001

(ECCN 4E98

0 controls such tecology.)
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Related Controls: N/A Also see 4E992.
Items: a. . TAAS03

4E980
Related Controls: NAA See 746.8(b)(1) for additional BIS licensing requirements re Rwanda

concerning this entry.

4E992
“Technology”, not controlled by 4E001, ...

5A001
Related Controls: ... (22 CFR "121.1 Category XI(a)(4.5) or XXI). See also SAH+0+and SA991

5A980
Related Controls: N4A See 746.8(b)(1) for additional BIS licensing requirements re Rwanda
concerning this entry.

5B001
Related Controls: See also 3A992.a. and 5B991

5B991
Telecommunications test equipment, s-e-s- not controlled by 5B001

5D991

“Software”, not controlled by SD001, ...

5E001

Related Controls: ... (22 CFR part 121.1 Category XV). See also SE10+-and SE991.

5E991
“Technology”, not controlled by SEQ01, ...

5A002
Controls: This entry does not control ...

Related Controls: See also 4A001.b and 5A992. Fhis-entry-does-not-controt—

5A992
Equipment not controlled by 4A001.b or SA002
Note: Per 742.8(a)(2) and 742.10(a)(2). a license is not required for reexport to Iran or Sudan

5D002
Controls: This entry does not control ...
Related Controls: Fhis-entry-dees-not-eontrol— See also 4D001 for 4A001.b and 5D992.

5D992
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... not controlled by 4D001 for 4A001.b or 5SD002

SE002
Related Controls: See also 4E001 for 4A001.b, 4E001 for 4D001 for 4A001.b, and SE992.

5E992
... not controlled by 4E001 for 4A001.b or SE002

6A001
Related Controls: See also 6A018, 6A991, and USML Category XI(a)(1,2).

6A002

Related Controls: ... (22 CFR part 121 Category XII(c) and XV .) ... See also 6A102, 6A202,
and 6A992, 6A999.a, and 6C992. See 746.8(b)(1) for additional BIS licensing requirements re
Rwanda concerning this entry.

6A003
Related Controls: ... (2) Also see 6A203 and 6A999.b. ... (4) See_746.8(b)(1) for additional BIS

licensing requirements re Rwanda concerning this entry.

6A004
Related Controls: (1) ... (22 C.F.R. part 121 Category XV). (2) See also 6A994 and 6C004. (3)
See 746.8(b)(1) for additional BIS licensing requirements re Rwanda concerning this entry.

6A005
Related Controls:... (5) ... (see 10 CFR 110 Item 8(b) and ECCN 0B001.h.6). (6) ... (22 CFR part

121 Category X1I(b).)

6A008

Controls: This entry does not control ...
Related Controls: Fhis-entry-does-not-contrel— See also 6A108, and 6A998, 7A006, 7A106, and

USML Categories IV (h) and XI(a)(3). ...

6A102
... other-than-these not controlled by 6A002 ...
Related Controls: N/A See also 6A202, 6A992. 6A999.a, and USML Category Xll(c).

6A107
Related Controls: N/A See also 6A202, 6A992, and USML Category XII(c).
a. ... other-than-these not controlled by 6A007.b

6A108
... other-thanthese not controlled by 6A008 or 7A006
Controls: This entry does not control ..,
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Related Controls: (1) Fhis-entey-does-noteontrol—(2} ... (see 22 CFR part 121.1Categories
IV(h) and XI(a)(3)).(2) Also sec 6A998.

6A202
Photomultiplier tubes, not controlled by 6A002 or 6A102, ...

Related Controls: (1) ... (2) Also see 6A992, 6A999.a, and USML Category XlI(c).

6A203

... other-than-these not controlled by 6A003 or 8A002.d or .¢ ...

Related controls: ... (2) Also see ECCN 6A803-a-2;-a-3;-and-a-4 6A999.b
6A205

... other than those not controlled by 0B001.g.5, 0B001.h.6, or 6A005 er-deseribed-in-0B00}-g-5
orhb

Related Controls: ... (2) Also see 6A005-and 6A995 and USML Category X1I(b).

6A226
Pressure sensors, not controlled by 2B230 or 9B008, as follows ...

6A991

Marine or terrestrial acoustic equipment;-a-e-s-, not controlled by 6A001, ... f-es-

Related Controls: NéA Also see USMIL Category X1(a)(1.2)

Note: Per 742.8(a)(2) and 742.10(a)(2), a license is not required for reexport to Iran or Sudan

6A992
Optical sensors, not controlled by 6A002, 6A102, or 6A202.

Related Controls: N/A See also USML Category XII(c)

6A994
Related Controls: N4A Also see USML Category XV

6A995
Lasers, not controlled by 0B001.g.5. 0B001.h.6, 6A005, or 6A205

Related Controls: N/A See also USMI, Category XII(b)

6A996
“Magnetometers”,-s=e=s- not controlled by 6A006, ...

6A997
Gravity meters (gravimeters) for ground use,-s-e-s- not controlled by 6A007

6A998
Radar systems, equipment, and assemblies,-#-e-s_not controlled by 6A008, 6A 108, 7A006, or

7A106 (See List of Items Controlled)...
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Related Controls: N4A Also see USML Categories [V(h) and XI(a)(3).
Note: Per 742.8(a)(2) and 742.10(a)(2), a license is not required for reexport to Iran or Sudan.

6A999

a. Seismic detection equipment, not controlled by 6A002, 6A102, 6A202, 6A992, or USML
Categories XII(c) or XV;

b. Radiation hardened TV cameras, n-e:s: not controlled by 6A003, 6A203, or 8A002.d.

6C004
Related Controls: See also 1C230, 1C231, 1C234, and 6C994

6C994
Optical materials, not controlled by 6C004
Related Controls: N/A Also see 1C234

6D001
Related Controls: ... (22 CFR part 121 Category XV). See also 6D991 and 6D992.

6D002
Related Controls: ... (22 CFR part 121 Category XV). ...

6D102

“Software”, not controlled by 6D002, ...
Related Controls: N£A Also see 6D991

6D103

“Software™, not controlled by 6D003, ...
Related Controls: See also 6D993

6D991
“Software”, not controlled by 6D001, 6D002, or 6D102, ...

6D992
“Software”_ not controlled by 6D001 or 6D002, ...

6D993
Other “software” not controlled by 6D003 or 6D103, ...

6E001
Related Controls: ... (22 CFR part 121 Category XV). ... See also 6E101, 6E201, and 6E991_and
6E992. See 746.8(b)(1) for additional BIS licensing requirements re Rwanda concerning this

entry.
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6E002
Related Controls: ... (22 CFR part 121 Category XV). ... See also 6E101, 6E201, 6E991 and
6E992. See 746.8(b)(1) for additional BIS licensing requirements re Rwanda concerning this

entry.

6E101
“Technology”, not controlled by 6E001 or 6E002, ...

6E201
“Technology”, not controlled by 6E00! or 6E002, ...

6E991
“Technology”, not controlled by 6E001, 6E002, or 6E101, ...

6E992
“Technology”, not controlled by 6E001, 6E002, 6E101, or 6E201 ...

7A003
Related Controls: ... (See 22 CFR part 121 Category VIiI(e)).

7TA005
v (... See 22 CFR part 121 Category XV).
Related Controls: See also 7A105 and 7A994.

7A101
Accelerometers, ether-than-these not controlled by 7A001, ...

7A102
... gyros, ether-than-these not controlled by 7A002, ...
Related Controls: NA Also see 7A994.

7A103

... equipment and systems, ether-than-these not controlled by 7A003, ...

Related Controls: (1) ... (See 22 CFR part 121 Category VIII(e)). (2) ... (See 22 CFR part 121

Category VIII(e)). (3) See also 7A994.

a. Inertial or other equipment using accelerometers or gyros controlled by 7A001, or 7A002
for MT reasons, or 7A101, or 7A102 ...

TA104
... devices, otherthan-these not controlled by 7A004, ...
Related Controls; (1) ... (2) See also 7A994.

TA105
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... other-than-these not controlled by 7A005, ... (... 22 CFR part 121 Category XV(c)).
Related Controls: Also see 7A994.

7A106
... other-than-these not controlled by 7A006, ... ( ... 22 CFR part 121 Category [V(h)).
Related Controls: Also see 7A994.

7A994

Other navigation direction finding equipment, airborne communication equipment, el aircraft
inertial navigation equipment net-eentrolled-under7A803-er7A103, and ether avionic
equipment, including parts and components, a-e-s- not controlled by SA00I, SA101, SA991,
6A008. 6A 108, 6A998. 7A001-7A007, 7A101-7A106, 7A115-7A116, or 9A991

Related Controls: ... (22 CFR part 121 Category XV) ...

Note: Per 742.8(a)(2) and 742.10(a)(2), a license is not required for reexport to Iran or Sudan

7B001
Test, calibration or alignment equipment specially designed for equipment controlled by 7A
(exeeptFA994) 7A001 to 7A006, 7A116, or 7A117, including items, or portions thereof, subject

to the export licensing authority of the U.S. Department of State, Directorate of Defense Trade
Controls

(7A101 to 7A104 are omitted, because MTCR 9.B.1. controls test
equipment used “with”, not “for,” equipment specified in 9.A. and this equipment
is covered by 7B101; 7A105, 7A106, and 7A115 are omitted, because MTCR 11
does not control any test equipment; 7A116 and 7A117 are included to conform
with MTCR 2.B.1.,2.B.2,, and 10.B.1.)

NS applies to entire-entry equipment specially designed for 7A001 to 7A006

Controls; This entry does not control ...
Related Controls: (1 See also 7B002, 7B003, 7B101, 7B102, 7B103, 7B104 and 7B994.

78003

NS applies to entire-entry equipment specially designed for 7A001 to 7A006
Controls: This entry includes ..

Related Controls & See also Wﬂmn&y—rs—sabjemwelwensmg-mﬁhemy—eﬂﬂw-u-&
a m ate 6 an 78001

78002 7B101 7BlO4 and 7B994 (—Z)JFhis-en&w—meludes——

7B101
... other-than-that-deseribed-n not controlled by 2B018, 2B119to 2B122, ...

Controls: This entry includes ... 7B001-7B003 ard or 7B102
Related Controls: () See also 2BH9-te-2B122,-7B003-7B102;-and 7B994. 2)-This-entry

7B102
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... other-than-these not controlled by 7B002 ..,
Related Controls: NA- Also see 7B994

7B103
Specially designed “production facilities”, not controlled by 2B018, 2D018, or 2E0Q18.a or .b for
equxpment controlled by 7Al 17 (ihese—ttems—afesubjeeﬁothe-expeﬁlieeasmg—aﬂthemy-eﬂhe

Related Controls N#A Also see 7B994

78994

OthereEquipment, not controlled by 2B018, 2B119 to 2B122, 6B008, 6B108, 7B001-7B003 or
7B101-7B103, ...

7D001
Related Controls: (1) See also 7D003, #8484+ 7D102. 7D103, and 7D994. (2) The software
related to ... er7B103 ... (See 22 CFR part 121 Categories VIII and XV.) (3) ... (see 22 CFR part

121 Category VIIL)

7D002
Controls: This entry does not control ...
Related Controls: (1) See also 7D003, 7D101, 7D102, and 7D994. (2) Fhis-entry-does-not

7D003
Related Controls: See also 7D001. 7D002, 7D101, 7D102. 7D103 and 7D994.

7D101

“Software”, not controlled by 7D002 or 7D003, ...

Related Controls: (1) The software related to ... er-7B103 ... ... (See 22 CFR part 121 Categories
IV, VIII, XII, and XV.) (2) ... (See 22 CFR part 121 Category XV.) (3) See also 7D994.

7D102

Integration “software”, not controlled by 7D001. 7D002 or 7D003, ...
Related Controls: (1) ... (See 22 CFR part 121 Category XV.) (2) See also 7D994.

7D103
“Software”, not controlled by 7D001 or 7D003, ... (See 22 CFR part 121 Category [V.)
Related Controls: See also 7D994.

7D994

“Software”, a-e-s: not controlled by 5D001, SD101, 6D001-6D003, 6D102-6D103, 7D001 -
7D003, or 7D101 7D103, .
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7E001
Related Controls: (1) See also 7EQ04, 7E101, 7E104, and 7E994. (2) The “technology” related to
... 7B103... (see 22 CFR part 121 Categories IV, VIII, and XV).

TE002
Related Controls: (1) See also 7E004, 7E101, 7E102; 7E104, and 7E994. (2) The “technology”
related to ... 7B103 ... (see 22 CFR part 121 Categories IV, V1II, and XV).

7E003
Controls: This entry does not control ...
Related Controls: See also 7E101, 7E102, 7E994, and USML Category VIII. This-entry-does-net

7E004
Related Controls: See also 7EQ01, 7E002, 7E101, 7E404-and 7TE994 and USML Category VIII.

7E101

“Technology” not controlled by 7E001-7E004, ...
Related Controls: (1) The “technology” related to ... 7B+03 ... (See 22 CFR part 121 Categories

IV, VIII, and XV.). (2) ... (See 22 CFR part 121 Category VIIL.).

7E104
Design “technology”, not controlled by 7E004.b.5, ... See 22 CFR part 121.1 Categories [V and
VIIL).

7TE99%4

“Technology”, a-es- not controlled by SE001, SE101, SE111, 6E0Q01, 6E002, 6E101, 7E001-
7E004, 7E101, 7E102, or 7E104, ...

8A001
Related Controls: (1) ... (2) See also USML Category XX.

8A002
Systems and equipment not controlled by 8A018, as follows ...

Related Controls: ... Also see 2B007, 2B207, 2B997, 6A003, 6A203, and USML Categories
Vi(e.0) and XIII{c)(1).

8A018
Related Controls: (1) See also 8A002, and 8A992, 9A002, and USML Category Vi(e.f). (2) See

746.8(b)(1) for additional BIS licensing requirements re Rwanda conceming this entry.

8A992
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Related Controls: See also 8A002-and-8AGH8 USML Category VI(f).

8Do01

“Software” not controlled by 8D018 ...
Related Controls: N/A See also 80992 and USML Category Vi(g).

8D002
Related Controls: See also 8D992 and USML Category VI(g).

8D018

“Software” specially designed or modified for the “development”, “production”, or “use” of
8AQ18.

Related Controls: (1) See also 8D992, 9D001-9D004, and USML Category VI(g). (2) See
746.8(b)(1) for additional BIS licensing requirements re Rwanda concerning this entry.

8$D992
“Software” not controlled by 8D002 or 8D018 ...
SE001

“Technology” not controlled by 8E018, ...
Related Controls: N/A See also 8E992 and USML Category VI(g).

SE002
Related Controls: See also 8E992 and USML Category VI(g).

8E018

“Technology” according to the General Technology Note for the “development”, “production”,
or “use” of 8A018.

Related Controls: (1) See also 8£992 and USML Category VI(g). (2) See_746.8(b)(1) for
additional BIS licensing requirements re Rwanda conceming this entry.

8E992
“Technology”, not controlled by 8E001 or 8E018, ...

9A001

Aero gas turbine engines, not controlled by 9A018.a.2, ...
Related Controls: See also 9A003, 9A011, 9A101, ard 9A991, and USML Category VIII(b).

9A002
Related Controls: N/A See also 8A018 and USML Category Vi(e.f).
9A003

Specially designed assemblies and components, not controlled by 9A018.a.4, ...
Related Controls: N4A See also 9A001.,
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9A004
Related Controls: (1) See also 94104, 9A 115, and USML Categories IV(b) and XV(a). ...
9A005

w. (... See 22 CFR part 121 Category IV(a).)
Related Controls: See also 9A105

9A006

v (... See 22 CFR part 121 Category IV(b)).
Related Controls: See also 9A106 and 9A108.

9A007

. (... (See 22 CFR part 121 Category 1V(a)).
Related Controls: See also 9A107.

9A008

... (... See 22 CFR part 121 Category IV(b)).
Related Controls: See also 9A108.

9A009

o (... See 22 CFR part 121 Category IV(a)).
Related Controls: See also 9A109.

9A010

.. (... See 22 CFR part 121 Category 1V(b)).
Related Controls; See also 1A002 and 9A110.

9A011

... (... See 22 CFR part 121 Categories [V(a) and VIII(b)).
Related Controls:; See also 9A111.

9A018

Related Controls: (1) ... (2) See also 9A001, 9A003, 9A991, 9A992 and USML Categories
VII(a-f) and I1X(a). (3) See 746.8(b)(1) for additional BIS licensing requirements re Rwanda
concerning this entry.

9A101
... other-than-these not controlled by 9A001 ...
Related Controls: (1) ... (see 22 CFR part 121 Category 1V). (2) See also 9A991.

9A104

... (... See 22 CFR part 121 Category 1V(a)).
Related Controls: See also 9A012.
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9A105
Liquid propellant rocket engines, not controlled by 9A005. ( ... See 22 CFR part 121 Category

IV(a))

9A106
... other-than-these not controlled by 9A006 ...
Related Controls: ... (See 22 CFR part 121 Category IV(b).)

9A107
... other-than-these not controlled by 9A007 ... (... See 22 CFR part 121 Category [V(a).)

9A108
... other-than-these not controlled by 9A008 ... ( ... See 22 CFR part 121 Category [V(b).)

9A109
... other-than-these not controlled by 9A009 ... ( ... See 22 CFR part 121 Category 1V(a).)
Related Controls: See also 9A105.

9A110

... other-than-these not controlled by 1A002 or 9A010 ...

Related Controls: (1) See also +A08082; 1C010 and 1C210. (2) ... Department of State (see 22
CFR part 121 Category [V(a)).

9A111

.. (... See 22 CFR part 121 Category 1V(a).)
Related Controls: See also 9A011.

9A115
Launch support equipment, not controlled by 9A001 or 9A004-9A011, designed or modified for
“missiles”. (... . See 22 CFR part 121 Category IV(b).)

9A116
«. (... See 22 CFR part 121 Category IV(b).)
9A117
.. (... See 22 CFR part 121 Category IV(b).)
9A118
... (... See 22 CFR part 121 Category IV(b).)
9A119

.. (... See 22 CFR part 121 Category 1V(b).)
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9A980
Related Controls: N/4A See_746.8(b)(1) for additional BIS licensing requirements re Rwanda

concerning this entry.

9A990
Related Controls: N/A See also USML Category VII(g).
Note: Per 742.8(a)(2) and 742.10(a)(2), a license is not required for reexport of 9A990.a or .b to

Iran or Sudan

9A991

“Aircraft”, a-e-s not controlled by 9A018 or USML Category VIII, and gas turbine engines, not
controlled by 9A001 or 9A101 or USML Category VIII, and parts and components, #-e-5: not
controlled by 6A008, 6A 108, 7A001-7A004, 7A006, 7A101-7A 104, or 9A003 or USML
Category VIII

Note: Per 742.8(a)(2) and 742.10(a)(2), a license is not required for reexport of 9A991.d or .e to
Iran or Sudan

9A992

... use, not controlled by 9A018.e
Related Controls: N/A See also USML Category VHI

9B001
Related Controls: (1) ... 9B115 and 9B116. (2) See also 9B002, 9B003, 9B004, 9B009, and
9B991.

9B002 '
Related Controls; N4A See also 9B001, 9B003, 9B004, 9B009, 9B115, 9B116, and 9B991.

9B003
Related Controls: See also 98001, 9B002, 9B004, 9B009, 9B115, 9B116. and 9B991.

9B004
Related Controls: N/A: See also 9B002, 9B003, 9B004, 9B009, 9B115,9B116, and 9B991.

9B005
Related Controls: See also 9B007, 9B105, 9D004.a, and 9E003.b.1.

9B006
Acoustic vibration test equipment, not controlled by 1BO18.b, ...
Related Controls: See also 2B116. 9B007, 9B106, and 9B990. Nete-that-some-items-in- 93006

(As in other potential overlap situations, 9B106 should not control what is controlled by
9B006.)
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9B007
Related Controls: N/ See also 1B018.b, 2B116, 9B005, 9B006, 9B008, 9B105, 9B106, and

9B990

9B008
Related Controls: N£A See also 2B230 and 6A226

9B009
Related Controls: N£A See also 9B001-9B004, and 9B991.

9B105
Related Controls: See also 9B005 and 9B007

9B106
Environmental chambers and anechoic chambers, not controlled by 1B018.b or 9B006, ...
Related Controls: N4A See also 2B116 and 9B990.

9B11S
... “production equipment”, not controlled by 1B003, 2B018, or 9B001-9B004 ...

Controls; Although ... BIS.
Related Controls: Altheugh—BIS: Also see 9B009 and 9B991,

9B116
Specially designed “production facilities”, not controlled by 2B018, 2D018, 2E018.a or .b, or
9B001-9B004 for ...

98990
... -8:5: not controlled by 2B018, 2B116, 9B006, or 9B106

9B991
... not controlled by 9B001-9B004, 9B009, or 9B115

9C110
Resin impregnated fiber prepregs and metal coated fiber preforms therefor, not controlled by
1C010e, ...

9D001
Related Controls: (1) ... (See 22 CFR part 121 Category XV.) (2) ... (See 22 CFR part 121
Categories [V, VIII, and XV.) (3) Also see 9D004, 9D990, and 9D991.

9D002
Related Controls: (1) ... (See 22 CFR part 121 Category XV.) (2) ... (See 22 CFR part 121
Categories IV, VIII, and XV.) (3) See also 9D004, 9D103, 912990, and 9D991.
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9D003
Related Controls: (1) See also 9D004, 9D 101, 9D102, 9D103,9D990, and 9D9I1. (2) ... (See 22
CFR part 121 Category XV.) (3) ... (See 22 CFR part 121 Categories IV, VIII, and XV.)

9D004
Related Controls: N£A See also 9D001-9D003, 9D101, 9D104. 9D105, 9D990, and 9D991.

9D018

“Software” specially designed for the “development”, “production”, or “use” of equipment
controlled by 9A018.

Related Controls: N/A (1) See also 9D990, 9D99] and USML Categories VII, VIII, and [X. (2)
See 746.8(b)(1) for additional BIS licensing requirements re Rwanda concerning this entry.
9D101

“Software”, not controlled by 2D018, 9D003 or 9D004. ...

Related Controls: N44& (1) See also 2D101, 9D102, 9D990, 9D991 and USML Categories 1V,
VII, and XV.

9D103
“Software”, not controlled by 9D001-9D003, ... (... See 22 CFR part 121 Category IV.)
Related Controls; See also 9D990 and 9D991.

9D104

“Software”, not controlled by 9D003 or 9D004, ...

Related Controls: (1) “Software” for items controlled by 9A005 ... (see 22 CFR part 121
Category IV.) (2) For other related “software”, see also 9D 101, 9D990, 9D991. and USMIL,
Categories IV, VIII, and XV.

9ID105
v (... See 22 CFR part 121 Category IV.)

9D990
“Software”, n-e-s- not controlled by 2D018, 2D101, 9D001., 9D002, 9D101, or USML Category

9ID991

“Software”, not controlled by 6D001, 6D002, 6D102, 6D103, 7D001-7D003, 7D101, 7D102,
9D001-9D004, 9D018, 9D101, 9D104, or USML Category VIIL, ...

9E001

... controlled by 9A0064-¢ 9A001.b ... or 9D (except 9D018, 9D990, or 9D991)

NS applies ... controlled by 940046 9A001.b. 9A004 to 9A012, ...

Related Controls: (1) ... (2) ... (See 22 CFR part 121 Category XV.) (3) ... (See 22 CFR part 121
Categories IV, VIII, and XV.) (4) See also 9E003, 9E018. 9E990. and 9E991
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9E002

... controlled by 9A664+-¢ 9A001.b

NS applies to entire-entey “technology” for items controlled by 9A0011.b, 9A004 to 9A01 1,
9B001 to 9B010

Related Controls: (1) See also 98462 9E003, 9E018, 9E101, 9E990, and 9E991. (2) ... (3) ... 22
CFR part 121 Category XV.) (4) ... (See 22 CFR part 121 Categories 1V, VIII, and XV.)

9E003
Related Controls: (1) ... Department of State (see 22 CFR part 121 Categories [V, VIII, and XV.)

2)..

9E018
Related Controls: N&A (1) See also 9E990, 9E991, and USML Categories V11, VI, and 1X. (2)
See 746.8(b)(1) for additional BIS licensing requirements re Rwanda concerning this entry.

9E101

“Technology”, not controlled by 9E001-9E003 ...
Related Controls: (1) ... (see 22 CFR part 121 Category IV.). (2) See also 9E990 and 9E99|

9E102

“Technology”, not controlled by 2E018 or 9E001-9E003, ...

Controls: For the purpose of this en try, “use” technology is limited to items controlled for MT
and their subsystems.

Related Controls: (1) i —use”

i ... IBHS-9BHS; ... (see 22 CFR part

121.1Category IV.)_(2) See also 9E990.

9E990
“Technology”, a-e-s- not controlled by 2E018. 2E101, 9E001, 9E002, 9E018, 9E102, or USML

Category VII, ...

9E991
“Technology”, not controlled by 6E001, 6E002. 6E101, 7EQ01-7E004, 7E101, 9E001-9E003,
9EQ18,9E101, 9E102, or USML Category VIII, ...




Attachment 8
Harmonization wtih Wassenaar
Wassenaar Dual-Use List vs. ECCNs xx001-xx012

1B003
Unit: Egquipment Tools in number; compenents dies, molds. or fixtures in $ value.

2B001

Unit: Equipment Machine tools in number; parts-and-aceessories deep-hole-drilling machine
components in $ value.

2B003

Unit: Equipment Machine tools in number; parts components, controls, and accessories in $
value

2B004
Unit: Equipment Presses in number; parts components and accessories in $ value.

2B009
... and having all the-eharaeteristies of the following (see List of Items Controlled):

4A001

Unit: Equipment Computers and related equipment in number; parts-and-aceesseries
“electronic assemblies” and components in $ value.

4A003

Unit: Eguipment Computers and related equipment in number; parts-and-aecessories

“electronic assemblies” and components in $ value.
b. Having the characteristics or performing functions exceeding the limits in Category 5,

Part 2 (“Information Security™).
Note: 4A001.b does not control electronic computers and related equipment when
accompanying their user for the user’s personal use..
(4A001.b is covered by 5A002. Wassenaar should delete 4.A.1.b and
move its Note to 5.A.2))

4A004

Unit: Equipment Computers and related equipment in number; parts-and-aceesseries
“electronic assemblies” and components in $ value.

4D003
c. “Software” having characteristics or performing functions exceeding the limits in
Category S, Part 2 (“Information Security™).



Note: 4D003.c does not control “software” when accompanying its user for the user’s
personal use.

(4D003.c is covered by 5D002. Wassenaar should delete 4.D.3.c and
move its Note to 5D002.)

5B001
Unit: Equipment in number; parts components and accessories in § value

5A002
Note: SA002 does not control commodities eligible for the Cryptography Note (see Category 5
Part 2 Note 3).

SD002

Lincrvntian-cattwaraeic-controHaed-becasuse-olitafunetions
OO0 < o

(This Note differs not only from Wassenaar but also from various EAR
provisions which treat encryption software as software, rather than as a
commodity.)

(Wassenaar does not control publicly available encryption software. To
conform with Wassenaar in this respect, parts 734 and 732.2(b) would also have
to be revised.)

(To conform with Wassenaar in this respect, 740.8, 740.17, and 742.15
would also have to be revised.)

6A002

Unit: Equipment , detectors, and sensors in number; parts components and-aceesseries in §
value

6A004

Unit: Equipment in number; eable-in-meters/feet; components in § value

6A005
Unit: Equipment in number; parts-and-aeeesseries "lasers", assemblies and components in $
value




TA005
Global navigation satellite systems (i.e., GPS or GLONASS) receiving equipment having any of
the following characteristics, and specially designed components therefor:

a. Employing decryption; or
b. A null-steerable antenna

7B001
NS applies to entire-entry portion of 7B001 for 7A001-7A004 and 7A006

78003

NS applies to eﬁtife—entr-y portion of 7B003 for 7A001-7A004 and 7A006
Move and revise Related Controls (2) toa Note as follows

Note Thls entry mcludes inertial measy

(To conform with 7.B.3. Note.)

7D001
NS applies to “software” for equipment controlled by 7A001 to 7A004, 7A006, the NS portion
of 7B001, 7B002, or the NS portion of 7B003

7E001
NS applies to “technology” for items controlled by 7A001 to 7A004; 7A006, 7B00+-te-7B003;

the NS portion of 7B001, 7B002, the NS portion of 7B003, 7B00+-te-7B003; the NS portion of
7D001, 7D002, or 7D003

7E002
NS applies to “technology” for items controlled by 7A001 to 7A004; 7A006, 7BO0-te7B003;

the NS portion of 7B001, 7B002, or the NS portion of 7B003,

8A001
Unit: Equipment-in number;-parts-and-aceessories-in-$-value

9A001
Unit: Equipmentin number;-paris-and-accessories-in-$-value

9A004
Unit: Equipmentin number-Components,-parts-and-aceessoriesin-$-value

9A006

Systems and components specially designed for liquid rocket propulsion systems, as follows:
Items:

a. Cryogenic refrigerators, flightweight dewars, cryogenic heat pipes or cryogenic systems




specially designed for use in space vehicles and capable of restricting cryogenic fluid
losses to less than 30% per year;

Cryogenic containers or closed-cycle refrigeration systems capable of providing
temperatures of 100 K (-173°C) or less for “aircraft” capable of sustained flight at speeds

exceeding Mach 3, launch vehicles or “spacecraft”;
Slush hydrogen storage or transfer systems:

High pressure (exceeding 17.5 Mpa) turbo pumps, pump components or their associated
gas generator or expander cycle turbine drive systems;

High-pressure (exceeding 10.6 Mpa) thrust chambers and nozzles therefor;

Propellant storage systems using the principle of capillary containment or positive
expulsion (i.e., with flexible bladders);

Liquid propellant injectors, with individual orifices of 0.381 mm or smaller in diameter
(an area of 1.14 x 107 cm® or smaller for non-circular orifices) specially designed for
liquid rocket engines;

One-piece carbon-carbon thrust chambers or one-piece carbon-carbon exit cones with
densities exceeding 1.4 g/cm® and tensile strengths exceeding 48 MPa.

=

e-1e
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9A007
Solid rocket propulsion systems with any of the following:

a Total impulse capacity exceeding 1.1 Mns:

b. Specific impulse of 2.4 kNs/kg or more when the nozzle flow is expanded to ambient sea
level conditions for an adjusted chamber pressure of 7 Mpa;

c. Stage mass fractions exceeding 88% and propellant solid loadings exceeding 86%:;

d. Any of the components controlled by 9A008; or

€. Insulation and propellant bonding systems using direct-bonded motor designs to provide
a strong mechanical bond or a barrier to chemical migration between the solid propellant
and case insulation material.
Technical Note
For the purposes of 9A007.¢, a strong mechanical bond means bond strength equal to or
more than propellant strength.

9A008

Components, as follows, specially designed for solid rocket propulsion systems: .
Items:

a. Insulation and propellant bonding systems using liners to provide a strong mechanical

bond or a barrier to chemical migration between the solid propellant and case insulation
material;

Technical Note: For the purposes of 9A008.a., a strong mechanical bond means bond

strength equal to or more than propellant strength.

Filament-wound “composite” motor cases exceeding 0.61 m in diameter or having
structural efficiency ratios (PV/W) exceeding 25 km.

Technical Note: The structural efficiency ratio (PV/W) is the burst pressure (P)
multiplied by the vessel volume (V) divided by the total pressure vessel weight (W).
Nozzles with thrust levels exceeding 45 kN or nozzle throat erosion rates of less than

=

e
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0.075 mm/s;

d. Movable nozzle or secondary fluid injection thrust vector control systems capable of any
of the following:

d.l.  Omni-axial movement exceeding + or - 5°;
d.2.  Angular vector rotations of 20%s or more; or
d.3.  Angular vector accelerations of 40%s* or more.

9A009

Hybrid rocket propulsion systems with:

Items:

a. Total impulse capacity exceeding 1.1 Mns; or

b Thrust levels exceeding 220 kN in vacuum exit conditions.

9A010

.. or “spacecraft”, as follows: ...

Items:

a. Components and structures each exceeding 10 kg. specially designed for launch vehicles
manufactured using metal “matrix”, “composite”, organic “composite”, ceramic “matrix”
or intermetallic reinforced materials controlled by 1C007 or 1C010;

Note: The weight cut-off is not relevant for nose cones.

b. Components and structures specially designed for launch vehicle propulsion systems
controlled by 9A005 to 9A009 manufactured using metal matrix, composite, organic
composite, ceramic matrix or intermetallic reinforced materials controlled by 1C007 or
1C010;

c. Structural components and isolation systems specially designed to control actively the
dynamic response or distortion of “spacecraft” structures;

d. Pulsed liquid rocket engines with thrust-to-weight ratios equal to or more than 1 kN/kg
and a response time (the time required to achieve 90% of total rated thrust from start-up)
of less than 30 ms.

9B009

Unit: Equipment-in numbers-parts-and-aceessories-in-$-value

9D001

Related Controls: (1) “Software” “required specially designed or modified ... (2) “Software”
“required™- specially designed or modified ...

D002
Related Controls: (1) “Software” “required” specially designed or modified ... (2) “Software”
“required” specially designed or modified ...

9D003
NS applies to “software” for “use” of FADEC for equipment controlled by 9A001 to 9A003,



9A003. 9A007, 9A009. or 9AO11 and for equipment controlled by 9B00! to 9B009
Related Controls: ... (2) “Software” “required specially designed or modified ...

9E001

Related Definition: “Development’— N/A
(Note at beginning of E. Technology makes 9E001 Related Definition redundant.)

Wassenaar Munitions List vs. ECCNs xx018

0A018

a. Construction equipment built-te-military-speeifieations; specially designed for aitborne

transpert military use, and specially designed parts-and-aecesseries components therefor
(For consistency with WML 17.b)

(This item is not on the WML)

0D018
"Software" specially designed or modified for the "development. "production” or "use" of
equipment controlled by 0A018.b. ¢, or f
(For consistency with WML 21.a. Also note that a separate ECCN 0D018
would bring this software under the controls described in 746.8(b)(1)(ii), as is
probably intended.)

0E018
"Technology" according to the General Technology Note for the "development"”, "production” or

"use" of items controlled by 6A018-b-through-8A018-e 0A018.a, b, ord or for 0D018
(For consistency with WML 22)

18618
(1B018 should be deleted in its entirety, because it is subsumed by 2B018 if
2B018 is revised, as suggested below, to conform with WDUL 18.a and .b)

1C018

Note: 1CO018.a does not control perforators specially designed for oil well logging.

j. Pyrotechnie-deviees “Military pyrotechnics” having dual military and commercial use ...
k. Other commercial explosive devices and charges ... when-used-forcommereial

appheations .

(Note to a. is for consistency with WML 8 Note 4.

“Military pyrotechnics” is for consistency with WML 4.a. and “having
dual military and commercial use” is for consistency with the USML Category V
exception. Also see suggested change to 1A984 in Appendix 4-3.

Deletion of “when used for commercial applications” is for consistency
with the following portion of ITAR 22 CFR 120.3: “The intended use of the
article or service after its export (i.e., for a military or civilian purpose) is not



relevant in determining whether the article or service is subject to the controls of
this subchapter.” Also see suggested change to 1C992 in Appendix 4-3.)

1D018
"Software" specially designed or modified for the "development, "production” or "use" of items
controlled by HB048 1C018
(For consistency with WML 21.a and with proposed transfer of 1B018 to
2B018.)

1E001
“Technology” ... for ... 1C (except 1C018, ...).
NS applies to “technology” for items controlled by ... 1C001 to 6648 1C01 1;6¢+4C018
(Technology for 1C018 should be in a separate 1E018, because of
regulations, such as 746.8(b)(1)(ii), which refer to “items described by ECCNs
ending in “018".)

1E018

"Technology" according to the General Technology Note for the "development", "production” or

"use" of items controlled by 1C018 or 1DO18
(For consistency with WML 22, Also note that a separate ECCN 1E018

would bring this technology under the controls described in 746.8(b)(1)(ii), as is
probably intended.)

2B018

Equipment-on-the-International-Munitions-List Munitions production

Unit: Equipment in number; parts-and-aecessories components in $ value

Items: delete and substitute:

a. Specially designed or modified "production” equipment for the "production” of products
controlled by the U.S. Munitions List (22 CFR 121) or by ECCNs on the CCL with last

two digits "18" and specially designed components therefor;
b. Specially designed environmental test facilities and specially designed equipment

therefor, for the certification, qualification, or testing of products controlled by the U.S.

Munitions List (22 CFR 121) or by ECCNs on the CCL with last two digits "18".

Note: 2B018 includes the following equipment:

a. Continuous nitrators;
b. Centrifugal testing apparatus or equipment having any of the following characteristics:
1. Driven by a motor or motors having a total rated horsepower of more than 298
kW (400 hp);
2. Capable of carrying a payload of 113 kg or more; or
3. Capable of exerting a centrifugal acceleration of 8 g or more on a payload of 91
kg or more:
[ Dehydration presses;
d. Screw extruders specially designed or modified for military explosive extrusion;
e Cutting machines for the sizing of extruded propellants:
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f. Sweetie barrels (tumblers) 1.85 m and over in diameter and having over 227 kg product
capacity;

g Continuous mixers for solid propellants;

h. Fluid energy mills for grinding or milling the ingredients of military explosives:

i. Equipment to achieve both sphericity and uniform particle size in metal powder listed in
22 CFR 121.12 (a)}(1):

i Convection current converters for the conversion of materials listed in 22 CFR
121.12(a)¥(10).

(The above would permit deletion of 1B018)

2E001

... 2B (except 2B018, ...

2E002

... 2B (except 2B018. ...

2E018 "Technology" as follows:
a, “Technology” according to the General Technology Note for the “development”,
“production” or “use” of equipment controlled by 2B018 and for the “production” of
commodities or software controlled by the U.S. Munitions List (22 CFR 121.1) or by
ECCNs on the CCL with last two digits "18"
“Technology” specific to the design of, the assembly of components into, and the
operation, maintenance and repair of complete production installations even if the
components themselves are not controlled
(To conform with WML 22 and with USML coverage of development or
use technology for USML-listed commodities or software.)

i

(covered by USML Category XIII(c))
b.1  Diesel engines of 1,500 hp and over with rotary speed of 700 rpm or over specially
designed for submarines, and specially designed components therefor

(To conform with WML 9.b.1)
b.2  Electric motors specially designed for submarines, i.e., over 1,000 hp. quick reversing
type, liquid cooled, and totally enclosed, and specially designed components therefor
(To conform with WML 9.b.2)
b.3  Nonmagnetic diesel engines, 50 hp and over, specially designed for military purposes:

g5--g and-fuellubrication-and-other-supp 856 with nonmagnetic
ontent exeeeds in excess of 75 percent of total weight-) mass and specially designed
components therefor

neRmaenatic-nar ha han aranlranca by s head

oo oq etg




(To conform with WML 9.b.3)

b.4  Submarine and torpedo nets and specially designed components therefor
(To conform with WML 9.d)

bé :""‘::"‘::‘.'. :"'.:‘:: 2CHHRERES
(WML 9 portion moved to b.1-4)

3D018

1"

"Software" specially designed or modified for the "development.” "production" or "use" of
equipment controlled by 8A018

(To conform with WML 21.a. Also note that a separate ECCN 8D018
would bring this software under the controls described in 746.8(b)(1)(ii), as is
probably intended.)

SE018
"Technology" according to the General Technology Note for the "development”, "production” or

"use" of items controlled by 8A018 or 8D018
(For consistency with WML 22. Also note that a separate ECCN 8E018
would bring this technology under the controls described in 746.8(b)(1)(ii) and
746.9(b)(1)(ii), as is probably intended.)

9A018
b. Vehicles specially designed or modified for military puspeses use ...
(To conform with WML 6)
c. Pressure refuellers, pressure refueling equipment, and equipment specially designed to
facilitate operations in confined areas:, and ground equipment;-#-e-5-; developed specially

for military "aircraft" and 2 ~and-speeially-designed and-aceesse
(To conform with WML 10.f; the definition of "aircraft” includes
helicopters)
d. Pressurized breathing equipment specially designed for use in military "aircraft” and

helicopters

€. Military parachutes and

COp < B d 10

Sty 0 St C e

: OF-exeept-su : 858 RO Do excegt
parachutes for pin point dropping of rangers or dropping of paratroopers, cargo
parachutes, paragliders (drag parachutes, drogue parachutes for stabilization and attitude

control of dropping bodies, e.g., recovery capsules, ejection seats, bombs), drogue
parachutes for use with ejection seat systems for deployment and inflation sequence

regulation of emergency parachutes, recovery parachutes for guided missiles, drones or
space vehicles, or approach parachutes and landing deceleration parachutes, all of which
are subject to the export licensing authority of the U.S. Department of State, Directorate
of Defense Trade Controls. (See 22 C.F.R. parts 120 through 130)

(To conform with WML 10.h.7; assumes WML 10.h.1-6 are covered by USML)

f. Military instrument flight trainers, except for combat simulation; and components;-parts;

attachments and accessories specially designed for such equipment

(To conform with WML 14)
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ID018

"Software" specially designed or modified for the "development, "production" or "use" of
equipment controlled by 9A018

(To conform with WML 21.2)

9E018

"Technology" according to the General Technology Note for the "development", "production” or
"use" of equipment items controlled by 9A018 or 9D018



Attachment 9
Harmonization with MTCR

Also see Attachment 1 for recommended changes in cross-references involving MT items.
Also see Attachment 2 for unilateral MT controls to Iraq for 150 km range missiles.

This Attachment 9 contains recommendations concerning the Missile Technology Control
Regime, or MTCR (referred to as MT on the CCL), divided into the following four parts:
1. Commodity jurisdiction

2. Subsystems

3. MT portions of Wassenaar-based ECCNs

4, MT only ECCNs

Recommended changes from existing texts are indicated by line-in underlining or line-eut
strike=eut.

1. Commodity jurisdiction

ITAR section 22 CFR 121.16 is an attempt to comply with a statutory mandate to indicate which
items on the Missile Technology Control Regime Annex are subject to State jurisdiction. It is
based on an out-of-date MTCR Annex and does not indicate which USML and/or CCL items
correspond with each of the MTCR items. What follows is an analysis of which USML Category
and/or which CCL ECCN appear to correspond with each current MTCR item.

In almost all cases, CCL language uses MTCR terminology. However, for most of the MTCR
items controlled by ITAR, the USML uses different terminology. Therefore, there is room for
doubt whether the ITAR administrators agree with the indicated USML Category references.

For some MTCR items no citation in either the USML or the CCL was found, either for the
entire item or for part of the item. These are marked with a single asterisk in the following table
and are discussed in more detail immediately after the table. Both agencies clearly claim
jurisdiction for one MTCR item. This is marked with both USML and CCL citations and a
double asterisk and is discussed at the end of the table under concurrent jurisdiction. It is
recommended that priority attention be given to resolving jurisdictional questions regarding
these single and double asterisk entries.

Some MTCR items with both USML and CCL citations are not marked with a double asterisk.
These are covered in part by the USML and in a different part by the CCL.

MTCR General USML CCL

Item Description Category ECCN
1.A.1 Rocket systems 500 kg 300 km IV.a,b

1.A.2 Unmanned airvehicle systems 500 kg 300 km Vill.a

*1.B.1 Production facilities for 1.A



*1.D.1 Software for 1.B.1

1.D.2 Coordination software
1.E.1 Technology for 1A; 1D2
*1.E.1 Technology for 1Bl; 1D1

2.A.1.aRocket stages for 1.A

2.A.1.b.1 Heat shields
2.A.1b.2 Heat sinks
2.A.1.b3 Electronic equipment

2.A.1.cRocket motors and engines
2.A.1.dGuidance sets

2.A.1.e Thrust vector control sub-systems
*2ALf Safing, arming, fuzing, firing
2.B.1 Production facilities for 2Ala-e

*2.B.1 Production facilities for 2A1f.
2.B.2 Production equipment for 2Ala-¢

*2.B.2 Production equipment for 2A1f
2.D.1 Software for 2B1

2.D.2 Software for 2Alc

2.D.3 Software for 2A1d

2.D.4 Software for 2A1b3

2.D.5 Software for 2Ale

2.D.6 Software for 2A1f

2.E.1 Technology for 2A1la, bl,2, c,e,f; 2D2,5,6

2.E.1 Technology for 2A1b3; 2D4
2.E.1 Technology for 2Ald; 2D3
2.E.1 Technology for 2B1; 2D1

2.E.1 Technology for 2B1
2.E.1 Technology for 2B; 2D1
2.E.1 Technology for 2B
2.E.1 Technology for 2B2

3.A.1 Engines

IV.i, VIILi
IV.i, VIILi
IV.eh
IV.c,h
IV.e,fh
Xl.a.7
IV.c,h
XIi.d
IV.eh
9B116, 9B007,
78103, 7B00!
9B11S5, 9B007,
2B018, 7B001
9D101, 7D101
Vi
XILf
XIld
IV.i
IV.i
V.1
Xl.d
XILf
7E101, 7E102
7E001
7E002
9E102, 9E001
9E002
2E0I8

IVLhVIILD  9A001, 9A101

3.A.2 Ramjet/scramjet/pulsejet/combined cycle engines IV.h, VIIL.b

3.A.3 Rocket motor cases
3.A.4 Staging mechanisms

3.A.5 Liquid and slurry propellant control systems

3.A.6 Hybrid rocket motors

3.A.7 Radial ball bearings

3.B.1 Production facilities for 3A; 3C
3.B.2 Production equipment for 3A, 3C

IV.h
IV.c,h

9A106.d
IV.h

2A001

9B116, 9B001-4,
9B115, 9B001-4



3.B.3 Flow forming machines
3.C.1 Interior lining
3.C.2 Insulation
3.D.1 Software for 3B1
3.D.1 Software for 3B3
3.D.2 Software for 3A1,2,4,6
3.D.2 Software for 3A1,4
3.D.2 Software for 3A1,5
3.D.3 Software for 3A2,3,4
3.E.1 Technology for 3A1-4,6; 3C1,2;
3D2 for 3A1,2,4,6; 3D3
3.E.1 Technology for 3A1,2; 3D2 for 3A1,4

3.E.1 Technology for 3A1,5; 3B1,2; 3D2 for 3A1,5

3.E.1 Technology for 3B1,2; 3D! for 3B1,2;
3D2 for 3A1,5

3.E.1 Technology for 3B3, 3D1 for 3B3

3.E.1 Technology for 3B3

4.B.1 Production equipment for item 4 liquid

4B.2 Production equipment for item 4 solid

4.B.3.a Batch mixers

4.B.3.bContinuous mixers

4.B.3.c Fluid energy mills

4.B.3.dMetal powder production equipment
*4.C.1 Composite double base propellants
4.C.2.ahydrazine

4.C.2.bUDMH

4.C.2.caluminum powder

4.C.2.dberyllium powder

4.C.2.dmagnesium powder

4.C.2.dzirconium powder
4.C.2.dzirconium

4.C.2.e boron powder

4.C.2.eboron or boron carbide

4.C2.f high energy density fuel substances
4.C3 perchlorates, chlorates, chromates
4C4a.l dinitrogen trioxide

4.C4.a2 nitrogen dioxide

4.C4.a3 dinitrogen pentoxide

4C4.a4 mixed oxides of nitrogen

2B109, 2B009
IV.c,f,h
IV.c,f,h
9D101, 9D003
2D101, 2D001
IV.i
VIILi
9D104
IVi 9D001
IV.i
VIILi
9E101, 9E102
9E001
2E101. 2E001
2E002
1B115.a, 1B018.a,
2B018
IB115.b, 1B018.a,
2B018
1B117
IB118
IB119
1B102, 1B002
V.c.3.i-iii
V.c.3.iv
V.c.5 ICl11.a.1

V.c.6.i.A ICl11.a.2, 1C230
V.c.6.ii.B 1C111.a.2, 1CO11.a,

1C228
V.c.6.ii.B 1C111.a.2, 1C0O11.a,
1C234, 1C007.d
V.c.6.iiA iIC111.a.2
1C011.b
V.b.3
vVd.ll
ICl11.a.3.a
iClil.a3.b
1C111.a.3.c
IC111.a3.d



**4.C.4.a.5 inhibited red fuming nitric acid

4.C4.a.6 fluorine compounds
4.C4.a.6 chlorine compounds
4.C4.b.1 ammonium perchlorate

4.C4.b.2 ADN
4.C4.b3 HMX

4.C.4b.3 RDX

4.C.5.aCTPB

4.C.5.bHTPB V.e7
4.C.5.cGAP V.e.b
4.C.5.dPBAA

4.C.5.ePBAN

4.C.6.a.1 MAPO V.f.10
4.C.6.a.2 BITA

4.C.6.a3 Tepanol

4.C.6.a4 Tepan

4.C.6.a.5 polyfunctional aziridine amides
4.C.6.bTPB V.f.18
4.C.6.c.1 carboranes, decaboranes, pentaboranes
4.C.6.c.2 ferrocene derivatives

4.C.6.c2.a catocene

4.C.6.c.2n butacene

4.C.6.d.1 TEGDN

4.C.6.d.2 TMETN

4.C.6d.3 BTTN

4.C.6.d.4 DEGDN

4.C.b.e.l 2-nitrodiphenylamine
4.C.6.e.2 N-methyl-p-nitroaniline
4.D.1 Software for 4.B

4.E.1 Technology for 4.B

4.E.1 Technology for 4C2a-f; 3; 4a4; 4bl-3; Sb,c;
6a,b; 6¢1,2.4,5; 6d3; 6¢2

4.E.1 Technology for 4C2c-¢; 4al-3; Sa,b,d,e;
6¢c3; 6d1,2,4; 6el

6.A.1 Composite structures

6.A.2 Pyrolized components

6.B.1 Production of structural composites
6.B.2 Nozzles for 6E3 processes

6.B.3 Hot isostatic presses

6.B.4 Chemical vapor desposition furnaces
6.B.5 Densification and pyrolysis

IV.f

V.d.10 1Cl11.a.3.e
1C018.m
1C238

V.d.2

V.l

V.a.l2.i

V.a.20.1

1C111.b.1
1C111.b.2
ICI11.b.3
1Cl111.b.4

V.14

Vf£17

V.fl6

V.f.14

V.2

V.f3

V.£.3.1i

V.f3.i
ICl11.¢c.2
IClll.c4

V.e3
ICl111.c.5
ICl11.c.3

V.e.16

1D101, 1D001,
1D018.2D018
1E101. 1EO0OI.
1E018, 2E018

V.h
1E101, 1E001
IV.f,XIll.d 1A002,9A110
1B101, 1B001
1B116
2B104, 2B004

2B105
2B117



6.C.1
6.C.2
6.C3
6.C4
6.C.5
6.C.6
6.C.7

6.C.7
6.C.8
6.C9
6,C,9
6.D.1
6.D.1
6.D.1
6.E.1
6.E.1
6.E.1
6.E.1
6.E.]
6.E.1
6.E.1

6.E.1
6.E.1
6.E.2
6.E.3

9.A.1

**¥9.A2

9.A3
9.A4
9.A5
9.A.6
9.A7
9.B.1

9.B.1.a.1
9.B.1.a.2
9.B.1.a.3
9.B.1.bOther specified equipment

Prepregs and preforms

Pyrolized materials

Graphites bulk density
Graphites pyrolytic or fibrous reinforced
Ceramic composite materials

Silicon carbide
Tungsten

Molybdenum
Maraging steel
Titanium alloys

Titanium stabilized duplex stainless steel

Software for 6B

Software for 6B3,4,5

Software for 6B3
Technology for 6A 1

Technology for 6A1,2; 6C2
Technology for 6B or 6D

Technology for 6B1
Technology for 6B2

Technology for 6B3,4,5; 6D
Technology for 6B3,4,5

Technology for 6C1.3-9
Technology for 6C3-9

Technology to regulate autoclaves or hydroclaves

Producing pyrolytically derived materials

Integrated flight instrument systems
Gyro-astro compasses
Accelerometers threshold, linearity

Gyros

Accelerometers or gyros

Inertial equipment

Integrated navigation systems
Production equipment used with 9A
Scatterometer
Reflectometer

Profilometer

9.B.2.a Balancing machines
9.B.2.bIndicator heads
9.B.2.c Motion simulators
9.B.2.dPositioning tables

Xild

IV.f

X1l

Vi

XIld

IC116

1E101

9C110, 1C010

1C107.a

1C107.b

1C007

1C107.c, 1C007.d
1C117, 1C226,
1C004

1C117

1C002
1C118
1D101, 1D001
2D101
2D001
9E101, 9E102

1E101
1E001
1E101, 1E001
2E101, 2EQ01
2E002

1E001

1E103
1E104

7A103.b

7TA104, 7A004
Ville, XII.d 7A101, 7A001
VIlle, XI1.d 7A102, 7A002

7A001.c, 7A002.b

Vill.e, Xil.d 7A103.a, 7A003
7A103.¢c

2B018

78102.a, 7B002.a
7B102.b
7B102.c, 7B002.b

7B101, 7B003
2B119.a
2B119.b

2B120
2B121



9.B.2.e Centrifuges 2B122, 2B229

9.D.1 Software for 9A1,3-6 XI1.f

9.D.1 Software for 9A2-4,6 7D002, 7D003

9.D.1 Software for 9A2-4,6; 9B1 7D101

9.D.1 Software for 9A3,4,6 VIILi

9.D.1 Software for 9B2 2D101, 2D018

9.D.2 Integration software for 9A1 7D102.a

9.D.3 Integration software for 9A6 7D102.b

9.E.1 Technology for 9A1,3-6; 9D1 for 9A1,3-6 XILf

9.E.1 Technology for 9A2; 9B1, 9D1 for 9A2, 9B1; 9D2,3 7E101, 7E001

9.E.1 Technology for 9A2; 9B1 7E002, 7E003

9.E.1 Technology for 9A3,4,6; 9D1 for 9A3,4,6 VIIL.i

9.E.1 Technology for 9B1 2E018

9.E.1 Technology for 9B2; 9D1 for 9B2 2E101

9.E.1 Technology for 9B2 2E002

10.A.1 Flight control systems IV.h

10.A.2 Attitude control equipment IV.c,h

10.A.3 Flight control servo valves 9A106.d

10,B,1 Test equipment for 10A 7B001, 2B018

10.D.1 Software for 10A IV.i

10.D.1 Software for 10B 7D002, 2D018

*10.E.1 Integrate fuselage, propulsion, lifting

10.E.2 Integrate flight control, guidance, propulsionlV.i 7E104, 7E004.b.5

10.E.3 Technology for 10A1,2; 10D1 for 10A1,2 IV.i

10.E.3 Technology for 10B1; 10D1 for 10B1 7E101, 7E001,
2E018

10.E.3 Technology for 10B1 7EQ02

11.A.1 Radar, including altimeters Xl,a,3 6A108.a, 6A008.
7A006

11.A.2 Passive sensors X1b

11.A.3 Global positioning satellite receivers XV,c

11.A.4 Electronic assemblies *partly XLa.7 3A001.a.2.a

11.D.1 Software for 11A1 Xl.d 6D102, 6D002,
7D101

11.D.1 Software for 11A2 X1d

11.D.1 Software for 11A4 Xld 3D101

11.D.2 Software for 11A3 XV.f

11.E.1 Protection against EMP and EMI 7E102

11.E.2 Technology for 11A1; 11D1 for 11A1 7E101, 7E001,
6E102, 6E101,
6E001

11.E.2 Technology for 11A1 6E002



11.E.2 Technology for 11A1,2,4; 11D] for 11A1,2,4
11.E.2 Technology for 11.A.3; 11D2 XV.t
11.E.2 Technology for 11A4; 11D1 for 11A4

11.E.2 Technology for 11A4

12.A.1 Apparatus for handling 1A

12.A.2 Vehicle for handling 1A

12.A.3 gravity meters

12.A.4 Telemetry

12.A.5 Tracking

12.D.1 Software for 12A1,2

12.D.2 Software to process post-flight data
12.D.3 Software for 12A4 usable in 1A
12.D.3 Software for 12AS5 usable in 1A
12.E.1 Technology for 12A1; 12DI

12.E.1 Technology for 12A3,5; 12D2; 12D3 for 12A5
12.E.1 Technology for 12A3,5

12.E.1 Technology for 12A4; 12D3 for 12A4

13.A.1.a
13.A.1.b
13.E.1 Technology for 13A

Computers temperature rated

14A.1a Analog to digital converters ruggedized
*14A1D Analog to digital converters other
14.E.1 Technology for 14A

15.B.1 Vibration testing equipment

15.B.2 Wind tunnels

15.B.3 Test benches

15.B.4 Environmental and anechoic chambers

15.B.5 Accelerators

15.D.1 Software for 15B1

15.D.1 Software for 15B2,3,4

15.D.1 Software for 15B5

15.D.1 Software for 15B for testing 1A or 2A

15.E.1 Technology for 15B1; 15D1 for 15B1

15.E.1 Technology for 15B1

15.E.1 Technology for 15B2,3,4; 15DI for 15B2,3,4
15.E.1 Technology for 15B2,3,4

15.E.1 Technology for 15B4; 15D1 for 15B4

XI1d

IV.c
Ve

IV.i

IV.i

Computers, ruggedized or radiation-hardened

Xle

XId

3EI101]
3E001

6A107, 6A007.b,c

SA101
6A108.b

6D103
5D101
6D102

6E101
6E002
SE101

4A101.a,4A001.a.1
4A101.b, 4A001.2.2

4E001

3A101.a, 3A001.a.1.a,
3A001.a.2,3A001.a.5.a

3E101, 3E00!

2B116, 9B006
9B105

9B117

9B106, 9B006,
1B018.b
3A101.b
2D101

3D101

1D018, 2D018,
9D004

2E101, 2E001
2E002

9E102, 9E001
9E002

1E018



15.E.1 Technology for 15B35; 15D1 for 15B5
15.E.1 Technology for 15B5

16.A.1 Hybrid computers

16.D.1 Software modeling 1A or 2A
16.E.1 Technology for 16A1

16.E.1 Technology for 16D1

17.A.1 Reduced observables devices

17.B.1 Radar cross section measurement
17.C.1 Reduced observables materials
17.D.1 Reduced observables software

17.E.1 Technology for 17A1; 17C1; 17D1
17.E.1 Technology for 17A1; 17C1

17.E.1 Technology for 17B!; 17D1 for 17B1
17.E.1 Technology for 17B1

18.A.1 Microcircuits radiation hardened against nuclear
effects
18.A.2 Detectors

*18.A.3 Radomes
18.E.1 Technology for 18A1
18.E.1 Technology for 18A2

18.E.1 Technology for 18A3

19.A.1 Rocket systems 300 km

19.A.2 Unmanned airvehicle systems 300 km
19.A.3 Unmanned airvehicle to dispense aerosols
19.D.1 Coordination software for 19A1

19.D.1 Coordination software for 19A2

19.E.1 Technology for 19A1
19.E.1 Technology for 19A2

*19.E.] Technology for 19A3
20.A.1a Individual rocket stages usable in 19A
20.A.1b Rocket motors or engines usable in 19A

20.B.1 Production facilities for 20A
20.B.2 Production equipment for 20A
20.D.1 Software for 20B1

20.D.2 Software for 20A1b

Xl.a.6
IV.i
Xld
Vi

Xvd

X1.d

IV.ab
Vill.a

IV.i
VIILi

IV.i
VIILi
IV.c,h
IV.h

IVi

3E101, 3E102
3E001

1A101
68108, 6B008
1C101, 1C001
1D103
1E10]
1E001
6E101, 6E001
6E002

3A001.a.l.a
6A 102, 6A002,
6A003, 1A004.c

3E101, 3E001
6E101, 6E001,
6E002

9A012
9A120

9D10s, 9D001,
9D002

9El101, 9E102

9B116, 9B007

9B115, 9B007

9D101, 9D0O0I,
9D002



20.E.1 Technology for 20A1; 20D2 IV.i

20.E.1 Technology for 20B1,2; 20D1 9E101. 9E102.
9E001

20.E.1 Technology for 20B1,2 9E002

The following MTCR items, marked with a single asterisk, are not covered by corresponding
wording on either the Commerce Control List or the State United States Munitions List:

1.B.1, “production facilities” specially designed for “missiles,” and 1.D.] and 1.E.l software
and technology for 1.B.1.
(Controlling the production of missiles was the central objective in establishing the
MTCR in 1987. Its omission from U.S. controls can be remedied by adding “missiles” to
9B116. Related software and technology would then be covered by 9D101, 9E001,
9E002, and 9E102, with no wording changes in those ECCNSs.).

2.A.1.f weapon or warhead safing, arming, fuzing, and firing mechanisms and 2.B.1 and 2.B.2
“production facilities” and “production equipment” for 2.A.1.f and 2.D.6 and 2.E.1 software and
technology therefor.
(This can be remedied by adding 9A121 as a new ECCN for these mechanisms, in
Related Controls noting that 9A121 is subject to DDTC jurisdiction (if true), and
including 9A121 in a new definition of “missile subsystems” (see part 2 of this
Attachment) to which reference would be made in 9B115 and 9B116.)

4.C.1 composite and composite modified double base propellants.
(This can be remedied by adding a new sub-item d. to 1C111.)

10.E.1 design “technology” for integration of air vehicle fuselage, propulsion system and lifting
control surfaces, designed or modified for “missiles,” to optimize aerodynamic performance
throughout the flight regime of an unmanned air vehicle.

(This can be remedied by adding a new ECCN 7E105.)

11.A.4 electronic assemblies and components designed or modified for use in “missiles” and
specially designed for military use and operation at temperatures in excess of 125°C.
(This can be remedied by adding a new sub-item c. to 3A101 and by adding to the MT
portion of 3A001 “portion of 3A001.a.2.a also described in 3A101.c.”)

14.A.1.b Analog-to-digital converters designed or modified for military use.
(This can be remedied by moving “designed to meet military specifications for
ruggedized equipment” from 3A101.a heading to new 3A101.a.1 and adding new
3A101.a.2, as follows:
2 Designed or modified for military use and being any of the following types:
a. Analog-to-digital converter “microcircuits”, which are “radiation-
hardened” or have all of the following characteristics:
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1. Having a quantization corresponding to 8 bits or more
when coded in the binary system;
2, Rated for operation in the temperature range from below -
54°C to above +125°C; and
3. Hermetically sealed; or
b. Electrical input type analog-to-digital converter printed circuit
boards or modules, having all of the following characteristics:
1. Having a quantization corresponding to 8 bits or more when coded
in the binary system;
2. Rated for operation in the temperature range from below -
45°C to above +55°C; and
3. Incorporating “microcircuits” specified in 3A101.a.2.a.)

18.A.3 radomes.
(This could be remedied by adding a new sub-item c. to 6A 108, as follows:
Radomes designed to withstand a combined thermal shock greater than
4.184 x 10® J/m* accompanied by a peak over pressure of greater than 50 kPa,
usable in protecting rocket systems and unmanned air vehicles against nuclear
effects (e.g., Electromagnetic Pulse (EMP), X-rays, combined blast and thermal
effects), and usable for “missiles.”)

There is one clear example of concurrent jurisdiction, marked with a double asterisk. The
identical text of CCL 1C111.a.3.¢ “Inhibited red fuming nitric acide (IRFNA)” also appears on
the USML in Category V.d.10. Clearly, one or the other should be deleted.

The following confusing 9A 101 Related Controls text raises a jurisdictional issue:
9A101.b controls only engines for non-military unmanned air vehicles [UAVs] or
remotely piloted vehicles [RPVs], and does not control other engines designed or
modified for use in “missiles”, which are subject to the export licensing authority of the
U.S. Department of State, Directorate of Defense Trade Controls (see 22 CFR part 121.)
9A101.b text is:
Engines designed or modified for use in “missiles”, regardless of thrust or specific fuel
consumption.
Thus, the text of 9A101.b controls more than “engines for non-military unmanned air vehicles
[UAVs] or remotely piloted vehicles [RPVs].” Perhaps the intent is to note that 9A101.b is
subject to DDTC jurisdiction except for engines designed or modified for use in “missiles”
which are also “for non-military unmanned air vehicles [UAVs] or remotely piloted vehicles
[RPVs].” If so, that should be clearly stated. If not, the different intent should be clearly stated.

2. Subsystems

The MTCR Annex defines missile subsystems as those listed in 2.A.1. Some ECCNs refer to
undefined subsystems of missiles (1A101, 1C101, 6B108, 9B105S, and 9E101 Related Controls).
The definitions of missile subsystems in some ECCNs omit portions of the MTCR definition
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(9A110,9B115.9B116, and 9D103). Some ECCNs completely omit MTCR references to
missile subsystems (2B116, 3A101.b, 3D101, 4A102, 9B106, and 9B117).

Similar discrepancies occur between CCL and MTCR definitions of missile propulsion
components, equipment, and materials and other rocket systems.

Recommended remedies follow:

Add following new definitions of terms to 772.1:
-“Missile subsystems” (MTCR context) (Cat. 1, 2, 3,4, 5, 6, 7, 9) - ltems controlled by
7A117,9A007.a, 9A105.a,9A106.c, 9A108.c, 9A116, 9A121, the portion of 9A119
“usable” in “missiles”, or the portions of 9A006 or 9A008 also described in 9A106.c or
9A108.¢c
-“Missile propulsion components, equipment, or material’(MTCR context) (Cat.9)-Items
controlled by 9A009, 9A011, 9A101, 9A106.b, 9A108, 9A109, 9A111,9A117,9A118,
9C101, 9C102, the MT portion of 9A001, or the portions of 9A006 or 9A008 also
described in 9A106.b or 9A108

-“Other rocket subsystems” (MTCR context) (Cat. 9) - Items controlled by 9A105.b,
9A107.b, or 9A119.b

Revise ECCNs on the CCL as follows:

1A 101 change “their subsystems” to “missile subsystems” (in double quotation marks)
1C101 change “their subsystems” to “missile subsystems” (in double quotation marks)
2B116 add to heading: usable for “missiles™ or “missile subsystems”

3A101.b after “”accelerators” insert: usable for “missiles” or “missile subsystems”

3D101 at end of heading after “3A101.b” add:
usable for testing “missiles” or “missile subsystems” or the portion of 3A001.a.2.a
controlled for MT reasons

4A102 after “missiles” insert: or “missile subsystems” (in double quotation marks)

6B 108 change “their subsystems” to: “missile subsystems” (in double quotation marks)

9A110 change “or the subsystems controlled by entries 9A005, 9A007, 9A105.a, 9A106 to
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9A108, 9A116 to 9A119" to:
“missile subsystems” (in double quotation marks)

add new item 9A121 to conform with MTCR 2.A.1.f:
Weapon or warhead safing, arming, fuzing, and firing mechanisms usable in “missiles”

9B 105 change “their subsystems” to: “missile subsystems” (in double quotation marks)
9B 106 after “anechoic chambers” insert: , usable for “missiles or “missile subsystems,”

9B115 change “systems, sub-systems, and components controlled by 9A004 to 9A009, 9A011,
9A101,9A104 10 9A109, 9A111, 9A116 to 9A119" to:

"missile subsystems"; “missile propulsion components, equipment, or materials”; or
“other rocket subsystems”

9B116 change “systems, sub-systems, and components controlled by 9A004 to 9A009, 9A011,
9A012,9A101, 9A104 to 9A109,9A111,9A116 to 9A119" to:

"missiles"; "missile subsystems"; "missile propulsion components, equipment, and
materials”; or "other rocket subsystems"

9B117 after “rocket motors” insert: , usable for “missiles or “missile subsystems,”

9D001 change “9A (except 9A018, 9A990 or 9A991), 9B (except 9B990 or 9B991) or 9E003”
to:
9A001 to 9A011, 9A106.b, 9B001 to 9B0O09, the portion of 9B116 for “other rocket
subsystems”, or 9E003

9D002 change “9A (except 9A018, 9A990 or 9A991), 9B (except IB990 or 9B991)” to:

9A001 to 9A011, 9B001 to 9IB00Y, or the portion of 9B116 for “other rocket subsystems”
9E101 Related Controls change “missile systems and subsystems” to:

“missiles” or “missile subsystems”
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3. MT portions of Wassenaar-based items

The CCL now completely omits several overlaps between MT and Wassenaar-based items,
includes some which do not exist, and misstates others.

1A002
MT applies to "composite” structures or laminates that are specially designed for use in
"missiles” or "missile subsystems".

(To conform with MTCR 8.A.1)

1B001

MT applies to entire-entry-except-1+B001-d-4-and-f the following for the production of structural

"composites" usable in "missiles": 1B001.a, b except tow placement machines. ¢, d.1-3,and e
(MTCR 6.B.1. is limited to equipment for the production of structural composites usable
in "missiles";
MTCR 6.B.1.b does not cover 1B001.b tow-placement machines)

1C001
MT applies to entire-entry items controlled by 1C001 for applications “‘usable™ for "missiles" or
"missile subsystems"

(To conform with MTCR 17.C.1.)

1C002
MT applies to portion of 1C002 also described in 1C118.
1C004
MT applies to portion of 1C004 also described in 1C117.
1C007

MT applies to
AQUERCIAL o 00

es portion of 1C007.d also

described in 1C107.
(For consistency with MTCR 8.C.3.)

1C010
MT applies to portion of 1C010.e also described in 9C110

1C011
MT applies to 1C011.a and-b and the following portion of .b: metal fuels consisting of 97
percent by weight of boron

1C238
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Chlorine trifluoride
MT applies to entire entry
(Covered by MTCR 4.C.4.a.5)

1D001

MT applies to “software” for the “development—“preduction-of “use” of items controlled by
1B00! for MT reasons.

(MTCR 6.D.1. is limited to “use” software.)

1E001
MT applies to “technology” for items controlled by 1A002, ... 1C010, ... for MT reasons

1E002
MT applies to HE0062-e portion of 1E002.¢ applicable to MT portion of 1C001 and to portions of

1E002.f applicable to MT portions of 1A002 or 1C007

2B004

MT applies to entire-entry portion of 2B004 also described in 2B104.
(MTCR 7.B.2. does not include Wassenaar 2.B.4.b.3. control of a facility for
hydrocarbon impregnation and removal of resultant gaseous degradation products.)

2B009
MT applies to spin-forming machines combmmg the functlons of spm-formmg and flow
forming; and flow-forming machines that-m d :t ané ¢
with more than two axes which can be coordmated s1multaneously for contourmg control and
which are “usable in” the “production” of propulsion components and equipment (e.g., motor
cases) for “missiles”
(MTCR 3.B.3.b “more than two axes which can be coordinated” vs. 2B009.a “two or
more controlled axes™)

2B018
MT applies to speeiali

3 ie-depositi i i Domons of2B018 also
descrlbedm IBIIS lBll7 7B001 7B003 7B101 78103 L9B007,.9B105,9B106.9B115,

9B116, or 9B117 for MT reasons
(MTCR 1.B.1 covers production facilities for only what is defined in "missiles"; MTCR
19 does not control production equipment for other rocket systems or unmanned air
vehicles; pyrolytic deposition and densification is not the only MTCR-listed production
equipment which overlaps ML 18)

2D001

MT applies to "software" for the "use" of equipment controlled by 2B004 ard or 2B009 for MT
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reasons
(EU interprets software in MTCR 7.D.1. to be limited to "use." Most MTCR software
items specify “use” only. MTCR 7.D.1. does not specify development or production.)

2D018
MT applies to “software” for the “use” of equipment controlled by 2B018 for MT reasons; the

portions of 2D018 also described in the portions of 7D101 for the portions of 2B018 also
described in 7B001, 7B003. or 7B101 for MT reasons; the portions of 2D018 also described in
the portions of 9D001-9D003 or 9D101 for the portions 2B018 also described in 9B007, 9B104,
9B106,9B115-9B117 for MT reasons; and the portions of 2D018 also described in 7B103 or
9B116 (software is included in the definition of “production facilities™).

(The only explicit MTCR “development” or “production” software is in 3.D.3. In
addition 7.D.1. and 20.D.1 might be construed to cover “development” or “production”
software. However, these three MTCR software items are for equipment which is not
covered by the Wassenaar Munitions List.)

2E001
MT applies ... 2BO1S ...

2E002
MT applies ... 2BO4S ...

2E018

MT applies to “technology” for equipment controlled by 2B018 for MT reasons; the portion of
2E018 also described_in the portions of 1EQ01 or 1E101 for 1B115 or 1B117; the portion of
2E018 also described in the portions of 7E001, 7E002, or 7E101 for 7B001, 7B003. 7B101, or
7B103 for MT reasons; and the portion of 2E018 also described in the portions of 9E001, 9E002,

or 9E102 for 9B007, 9B105, 9B106, 9B115, 9B116, or 9B117 for MT reasons.

3A001
MT applies to 3A001.a.1.a. when usable in “missiles”; to_portion of 3A001.a.2.a. also described

in 3A101 . and to portlon of3A001 .a. 5 a when—‘idestgﬂed-er—med-l-ﬁedlfef—aﬂh-taﬁy-use-

+—l—2§°@ also descrlbed in 3A101 a

(3A101.c would be a new sub-item to conform with MTCR 11.A.4. It wouid read:
“Electronic assemblies and components, not controlled by 3A001.a.2.a, designed
or modified for use in “missiles” and specially designed for military use and
operation at temperatures in excess of 125°C.”

3A101.a would be revised to include all of MTCR 14.A.1, rather than just 14.A.1.b

heading and 14.A.1.b.1.b and .c.)

6A007
MT applies to portion of 6A007.b and ¢ when-the-aceuraeies-in-6A007-b-1-and-b-2are-met-of
exceeded described in 6A107
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(For consistency with MTCR 12.A.3.)

6A008
MT applies to items-th i i icatt et
eea&elled—fer—Mf[‘—reaseas the portlon of 6A008 also descnbed in 6A108
(6A008 specifications differ in many respects from those in MTCR items 11.A.1. and
12.A.5.)

6B008

MT applies to entire-entry portion of 6B008 described in 6B108
(For consistency with MTCR 17.B.1.)

6D001

(MTCR 11 and 12 do not cover development or product:on soﬂware MTCR l7 does not
cover any software for 17.B.1.)

6D002
MT applies to “software” for equipment controlled by 6A008 er-6B008 for MT reasons.
(MTCR 17.D does not cover any software for 17.B.1.)

6D003
TSR: Yes, except for the following

(No portion of 6D003 is controlled for MT reasons.)

7A001

MT applies to entire-entry portion of 7A001.a and b also described in 7A101 and to 7A001 .c if

continuous output
(MTCR 9.A.3. threshold and linearity differ from 7A001.a and b bias stability and scale
factor stability; MTCR 9.A.5. is narrower than the comparable 7A001.c, being limited to
continuous output)

7A002
MT applies to entire-entey portion of 7A002.a also described in 7A 102 and to 7A002.b if
continuous output

(For consistency with MTCR 9.A.4 and. MTCR 9.A.5.)

7A003

MT applies to entire-entry portion of 7A003 also described in 7A103.a
(MTCR 9.A.6. is limited to equipment or systems using 9.A.3. or 9.A.S. accelerometers
or 9.A.4. or 9.A.5 gyros, whereas 7A003 is not so limited)
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7A005
MT applies to portion of 7A005 also described in 7A105

7A006

MT applies to entire-entry portion of 7A006 also described in 7A106
(For consistency with MTCR 11.A.1.)

7B001

MT applies to entire-entry egﬁipment specially designed to be used for 7A116 or 7A117 or to be
used with 7A004 or the MT portions of 7A001, 7A002, or 7A003

(The MT portions of 7A005 and 7A006 are omitted because MTCR 11 does not control
any test equipment. 7A007 is omitted, because MTCR does not control such direction
finding equipment.)

7B003
Equipment specially designed for the “production” of equipment controlled by 7A~<(exeept
7A994) 7A001 to 7A006, or 7A117, including items, or portions thereof, subject to the export
licensing authority of the U.S. Department of State, Directorate of Defense Trade Controls
(7A101 to 7A104 are omitted, because MTCR 9.B.1 controls production equipment used
“with”, not “for,” equipment specified in 9.A and this equipment is covered by 7B101.
7A105, 7A106, 7A107, and 7A115 are omitted because MTCR 11 does not control any
production equipment.
7A116 is omitted, because MTCR 10.B.1. does not cover production equipment other
than test, calibration, and alignment equipment.
7A117 is included to conform with MTCR 2.B.1 and 2.B.2.)
MT applies to entire-entry equipment specially designed to be used for 7A117 or to be used with
7A004 or the MT portions of 7A001, 7A002, or 7A003
(The MT portions of 7A005 and 7A006 are omitted because MTCR 11 does not control
any production equipment.)

7D001
“Software” specially designed or modified for the “development” or “production” of equipment

controlled by 7A-(exeept-7A994)-or-7B-(except-78994) 7A001 to 7A006 or 7BO01 to 7B003

MT-applies-te-entire-entry
Related Controls: ... (2) The “software” related to 7A003.b, 7A005, FA00LFAL03FAL0S;
(MTCR 2,9, 10, and 11 do not control development or production software.)

7D002

MT applies to entire-entry portion of 7D002 also described in 7D101
(MTCR does not control "software" for uncontrolled equipment)

7D003
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MT applies to entire-entry portion of 7D003 also described in 7D002, 7D101, 7D102 or 7D103
for MT reasons
(MTCR does not control software pursuant to 7D003 specifications; but there may be
some overlap between those specifications and MTCR controls.)

TE001

MT applies to entire-entry "technology" for items controlled by 7A001 to 7A006, 7A101 to

7A107, 7B001 to 7B003, 7B101 to 7B104, 7D002, 7D003, or 7D101 to 7D 103 for MT reasons
(MTCR does not cover technology 7D001 or for the non-MT portions of 7A001 to
7A006, 7B001 to 7B003, 7D002, or 7D003)

TE002

MT applies to entire-entry "technology"” for items controlled by 7A001 to 7A006, 7A101 to

7A 106, 7B001 to 7B003, or 7B101 to 7B104 for MT reasons
(MTCR does not cover technology for the non-MT portions of 7A001 to 7A006 or 7B001
to 7B003)

7E003
MT applies to entire-entry "technology" for equipment controlled by 7A001 to 7A004 for MT
reasons

(MTCR does not cover technology for non-MTCR portions of 7A001 to 7A003)

TE004
MT applies to entire-entry portion of 7E004.b.5 also described in 7E104

8D001
TSR: Yes, except for-thefolowing;

(No part of 8D001 is MT.)

SE001

TSR: Yes, except for-the-foelowing;

H——ltems-contrelled-for- MT-reasensor
(No part of 8EQ01 is MT.)

9A005
MT applies to portion of 9A005 also described in 9A105

9A006
MT applies to portion of 9A006 also described in 9A106 or 9A 108

9A007
MT applies to portion of 9A007 also described in 9A107
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9A008
MT applies to_portion of 9A008 also described in 9A106 or 9A108
9A009
MT applies to portion of 9A009 also described in 9A109
9B001
MT applics endy to equipmer

portion of 9B001 for "production equmment" or producuon facxhtxes" sgec:ally des J.zned for
"missile propulsion components, equipment, or materials"
(To conform with MTCR 3.B.1. and 3.B.2.)

9B002
MTappllesen-lyto' < Sine hat-meet-the-eharacte o5-desertped1a-YA00
portion of 9B002 for "Qroductlon facnlltxes r "production equipment” specially designed for
"missile propulsion components. equipment, or materials"
(To conform with MTCR 3.B.1. and 3.B.2; see Attachment 2 for a definition of “missile
propulsion components, equipment, or materials")

9B003
MT applies enly to equipme he-characteristios-deseribed—in-9A
portion of 9B003 for "producuon facxlmes r "production equmment" specnallv desxgned for

"missile propulsion components, equipment, or materials"
(To conform with MTCR 3.B.1. and 3.B.2.; see Attachment 2 for a definition of “missile

propulsion components, equipment, or materials")

9B004
MT applies enly to equipme he-charaete deseribed-in-04
portion of 9B004 for "productlon fac1lmes" or "production cqumment" snec1al|v desngned for

"missile propulsion components, equipment, or materials"
(To conform with MTCR 3.B.1. and 3.B.2.; see Attachment 2 for a definition of “missile

propulsion components, equipment, or materials)

9B006
MT applies to portion of 9B006 also described in 2B116 or 9B106
(9B006 overlaps 2B116 and 9B106.)

9B007

MT applies to entire-entry portion of 9B007 also described in 9B115 to 9B117
(9B007 is broader than MTCR 2.B.1, 2.B.2, 20.B.1. and 20.B.2, which are limited to
equipment to produce specified types of rocket motors)

9D001
MT applies to “software” for equipment controlled by 9A106.a-and .b or 9B116 for MT reasons
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(MTCR does not cover “development” software (or any other software) for ablative liners
(3.C.1 lining).)

9D003

MT applies to “software” required specially designed or modified for the “use” of FADEC for
gas-turbine-eagines propulsions systems controlled by 9A001. 9A005, 9A007, 9A009, 9A01 1.
9A101, SA1D6,er SAH0 9A 105, 9A107, 9A109, or 9A 111 for MT reasons or equipment

controlled by 9B001 to 9B00S, 9B007, 9B105, 9B106, 9B115 to 9B117 for MT reasons.
(To conform with MTCR 3.D.1. and 3.D.2.)

9D004
MT applies to entire-entry portion of 9D004.a. specially designed or modified for equipment
controlled by 9B 105 and portions of 9D004.b. and d. specially designed or modified for

equipment controlled by the MT portion of 9A001 or by 9A101.
(To conform with MTCR 3.D.2. and 15.D.1.)

9E001
MT applies to "technology" for items controlled by 9A001, 9A005 to 9A012... 8B66S; ... 9B115,
.. 9D101,9D103,9D104, 9D105 for MT reasons
(To conform with MTCR 1.E.1,,2.E.1,,3.E.1,, 12.E.1,, I15.E.1., 19.E.1., and 20.E.1.;
MTCR does not cover 9B005 wind tunnel control systems)

9E002
MT applies to "technology" for items controlled by 9A001, 9A005 to 9A012, ... 9B06S; ...
9B11S., ... for MT reasons
(To conform with MTCR 1.E.1,,2.E.1,,3.E.1,, 12.E.1,, I1S.E.1,19.E.1,, and 20.E.1.;
MTCR does not cover 9B00S wind tunnel control systems)
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4. Changes recommended in items controlled only for MT reasons

1A102
Resaturated pyrolized carbon-carbon components designed for rocket systems and usable in
rockets, missiles, and unmanned aerial vehicles with a range of 300 km or greater

(to conform with MTCR 8.A.2.)

1B101
Equipment, ether-than-that not controlled by ECCN 1B001, for the “production” of structural
“composites”, fibers, prepregs or preforms usable in "missiles", as follows, and specially
designed components and accessories therefor
(MTCR 6.B.1. is limited to equipment for the production of structural composites usable
in "missiles")

1B115

Equipment, etherthan-that not controlled in by 1B002, 1B018, er 1B102,or 2B018 for the

“production” of propellant or propellant constituents, as follows, and specially designed

components therefor

a. ... for liquid propellants or propellant constituents controlled by 1C011.a, 1C011.b,
1C111, or en-the U.S. Munitions List Category V.a.12.i, a.20.i, b.3, c.3.i-iv, ¢.5, ¢.6.i.A,
c.6.ii.A, c.6.ii.B,d.1,d.2,d.10.d.11,e2. e.3. e.6,. e.7, e.16, £.3.i-iv, £.10, f.14, £.16. .17,
or f.18;

b. ... for solid propellants or propellant constituents deseribed-in controlled by 1C011.a,

1CO11.b, ex 1C111, or en-the U.S. Munitions List V.a.12.i, .20.i, b.3, ¢.3.i-iv, ¢.5,

c.6.i.A, c.6.ii.A, c.6.ii.B,d.1,d2,d.10.d.11,e.2,e.3,e.6. e.7, e.16, f.3.i-iv, f.10, .14

f.16,f.17. or f.18.

1B119

Fluid energy mills for grinding or milling propellant or propellant constituents speeified-in
controlled by 1C011.a, 1C011.b, er 1C111 or en-the U.S. Munitions List V.a.12.i, a.20.i, b.3,
¢.3.i-iv,c.5,c.6.i.A, c.6.ii.A, c.6.ii.B,d.1.d2, d.10.d.11, e.2, e.3. e.6. .7, e.16, £.3.i-iv, f.10,
f.14,£.16, {17, or f.18, and specially designed components therefor.

1C111

b.1.  Garbexy Carboxyl
b.2.  Hydrexy Hydroxyl -terminated polybutadiene (HTPB), ether-than-that not controlled by

the U.S. Munitions List (22 CFR 121.1 Category V(e)(7))

1E101
"Technlogy", not controlled by 1EQ01 or 1EQ02, ... "use" of items controlled by 1A002
1A102,... 1C010, ... for MT reasons

(For consistency with MTCR 6.E.1. and 8.E.1)

3D101
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“Software” specially designed or modified for the “use” of items controlled by 3A101.b. usable
for testing “missiles” or “missile subsystems”or of the portion of 3A001.a.2.a. controlled for MT

reasons
(To conform with MTCR 15.D.1. and 11.D.1)

3E101
“Technology” not controlled by 3E001 ... for the “use™ of equipment or “software” controlled by
3A00+-at-or2; 3A001.a.1.a,a.2.a, ora.5.a, 3A101, or 3D101 for MT reasons.

3E102
“Technology” ... for the “development” of “software” controlled by 3E48+ 3D101.

4A101
b. Designed as ruggedized or"radiation-hardened"
(4A001.a.2.a covers "radiation-hardened")

4A102
"Hybrid computers" ...
Note 1:This control applies only when the equipment is supplied with software described in

7D103 or 9D103.
Note 2:The 'modelling’ includes in particular the acrodynamic and thermodynamic analysis of

the systems.
(To conform with MTCR 16.A.1))

SE101
“Technology” ... for the “development”, “production”, or "use" of equipment or “software”
controlled by 5A101.0r SD101

(To conform with MTCR 12.E.1.)

6A108
(MTCR does not include Related Controls part (1))

6D102
“Software” specially designed or modified for the “use” of equipment controlled by 6A008
6A 108, or 6B008 for MT reasons

(To conform with MTCR 11.D.1 and 12.D.3.)

6E101

"Technology" not controlled by 6E001 or 6E002 ... "use" of equipment or “software” controlled
by 6A002, 6A007.b and .c, 6A008, 6A102, 6A107, 6A108, 6B108, 6D002, 6D102 or 6D103 for
MT reasons

7A103
a. Inertial or other equipment using accelerometers or gyros controlled by 7A001; or 7A002
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for MT reasons, or 7A101 or 7A102 and systems incorporating such equipment.
(To conform with MTCR 9.A.6.)

7B101
... designed or modified to be used with equipment controlled by 7A08684-7A004 or 7A101-
7A104, or the MT portions of 7A001-7A003

7B103
Speeially-designed “production facilities” or “production equipment,” not controlled by 7B001
or 7B003, specially designed for equipment controlled by 7A117

(To conform with MTCR 2.B.1. and 2.B.2.)

7D101
“Software” specially designed or modified for the “use” of equipment controlled by 7A001 to
7A004, 7A006, 7A101 to 7A104, 7TA106, 7A11S5, 7A116, 7A117, 7B001, 7B002, 7B003, 7B101,

7B102 or 7B103 for MT reasons and “software” specially designed for the “use” of equipment

controlled by 7A005 or 7A105 for MT reasons
(To conform with MTCR 2.D.1.,2.D.3,9.D.1,,10.D.1,, 11.D.1., and 11.D.2.)

7D102
b. Integration "software" specially designed for the equipment controlled by 7A003 or
7A103.a for MT reasons
(To conform with MTCR 9.D.2.)

7D103
“Software” specially designed for modelling, ef simulation, or design integration of the

“guidance sets” controlled by 7A 117 erfor-their-design-integration-with-‘missiles”.
(To conform with MTCR 16.D.1.)

7E101
"Technology", not controlled by 7E001, 7E002, or 7E003, ... "use" of equipment or “software”
controlled by ... 7D001, 7D002, 7D003, ... for MT reasons

7E104
Design “technology”, not controlled by 7E004.b.5, ...

9A104

Rocket and unmanned air vehicle systems, as follows (see List of Items Controlled)(also see

9A120) (These items are subject to the export licensing authority of the Department of State,

Directorate of Defense Trade Controls. See 22 CFR part 121)

Items:

a. Complete rocket systems (including ballistic missile systems, space launch vehicles, and
Ssounding rockets) capable of delivering at least a 500 kg payload to a range of at least
300 km;
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b. Complete unmanned air vehicle systems (including cruise missile systems, target drones
and reconnaissance drones), capable of delivering at least a 500 kg payload to a
maximum range of at Jeast 300 km

(To conform with MTCR 1.A.1.and 1.A.2))

9A105

Liquid propellant rocket engines, not controlled by 9A005, as follows:

Items:

a. Liquid propellant rocket engines, usable in “missiles”, having a total impulse capacity of
1.1 MNs or greater;

b. Liquid propellant rocket engines, usable in rockets with a range capability of 300 km or
greater, other than those controlled by 9A105.a, having a total impulse capacity of 0.841
MNs or greater.

(Item detail needed to conform with MTCR 2.A.1.c. and 20.A.1.b.)
9A106

Systems or components, ether-than-these not controlled by 9A006 or or 9A008, .
Unit: Equipment-and-compenents-in number;
(MTCR 2.A.1.e,3.A3,3.A.5, and 3.C.]1 (and 9A106) do not control parts or accessories)
a. Ablative-liners-for-thrust-er-combustien-chambers [nterior lining usable for rocket motor
cases in “missiles”;
(To conform with MTCR 3.C.1.)

9A107
Solid propellant rocket engines motors, as follows, ...:
Items:

Solid propellant rocket motors, usable in “missiles”, having a total impulse capacity of
1.1 MNs or greater; or
b. Solid propellant rocket motors, usable in rockets with a range capability of 300 km or

greater having a total impulse capacity of 0.84]1 MNs or greater.
(Item detail needed to conform with MTCR 2.A.1.c. and 20.A.1.b.)

e

9A108
Selid-recket-propulsion-compenents Rocket motor cases, ‘insulation’ components and nozzles
therefor, etherthanthese not controlled by 9A008, usable in roekets-with-arange-capabiity-of

300-km-or-greater “‘missiles” (These items ...)
(To conform with MTCR 3.A.3.)

9A109
Hybrid rocket motors, usable-in-rockets-with-a-range-capability-of 300-Km-orgreater; other-than

these not controlled by 9A009, and specially designed components therefor, usable in “missiles”
(To conform with MTCR 3.A.6.)
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9A110
Composite structures, laminates and manufactures thereof, ether-than-these not controlled by
eﬂtﬁ‘ 1A002 lA102 or 9A010 spec1ally demgned for use in “mlssdes or t-he-s-ubsys&ems

O ¢

missile

ubsystems
(To conform with MTCR 8.A.1, which covers composite structures, laminates, and

manufactures thereof specially designed for use in MTCR 2.A. subsystems, which omit
the portion of 9A005 not also described in 9A105.a and omit all of 9A007.b-¢, 9A106.b,
9A107.b,9A108,9A117, 9A118, and 9A119.b, but which include 7A117 and “weapon
or warhead safing, arming, fuzing, and firing mechanisms.”)

9A116

Reentry vehicles, usable-in‘missHes>, and equipment designed or modified therefor usable in
“missiles”, as follows (see List of Items Controlled): (These items ...)

Items:

a. Heat shields, and components thereof, fabricated of ceramic or ablative materials;

b. Heat sinks and components thereof fabricated of light-weight, high heat capacity

materials;

c. Electronic equipment specially designed for reentry vehicles.
(To conform with MTCR 2.A.1.b; the probable intent is to control reentry
vehicles as well as the equipment therefor listed in a, b, and ¢, in which case
MTCR should either delete the comma from before “as follows” or list reentry
vehicles as another sub-item.)

9A118

Devices to regulate combustion usable—l&eﬂgmes of ram]et/scramlet/pulse 1et/comblned cycle
engines which are usable in reckets-with-a-range-eapab greaterth

controHed-by-9AO0H-er 9AH “missiles™ (These 1tems “)
(For consistency with MTCR 3.A.2))

9A119
Individual rocket stages, usable in rockets with a range capability equal to or greater than 300

Km ergreater ...

9A121

Weapon or warhead safing, arming, fuzing, and firing mechanisms usable in “missiles” (These
items are subject to the export licensing authority of the U.S. Department of State, Directorate of

Defense Trade Controls. See 22 CFR part 121.)
(To conform with MTCR 2.A.1.£;; all parts of MTCR 2.A.1. must appear on the CCL in

order to provide a basis for numerous cross references to “missile subsystems.”)

9B105
Wind tunnels for speeds of Mach 0.9 or more usable for "missiles” and-their-subsystems or
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"missile subsystems"
(MTCR 15.B.2. is limited to items usable for the subsystems listed in MTCR 2.A.)

9B106
Environmental chambers and anechoic chambers, usable for “missiles” or “missile subsystems,”
as follows:

(To conform with MTCR 15.B.4)

9B115

Specially designed "production equipment" for the systems;sub-systems;-and-compeonents
contreled-bv-0A 0-9A 009, 9A0H - 9AL 01, 0A104t0-9A D9 OA 0/ 6-ta-OA 0
following:

Items:

"missile subsystems";
"missile propulsion components, equipment, or materials”;

a.

b.

C. “other rocket subsystems”

s (To conform with MTCR 2.B.2.,3.B.2,, and 20.B.2. "production
equipment”; MTCR 2, 3, and 20 omit the portions of 9A005 and 9A006 not
overlapping 9A105, the portion of 9A009 not overlapping 9A109, and all of
9A106, 9A007.b-¢, and 9A008 but include 7A117, the MT portion of 9A001, and
“weapon or warhead safing, arming, fuzing, and firing mechanisms”, which is
proposed to become new 9A121.)

9B116
Specially designed "production facilities" for the systems;-sub-systems-and-components
nantrolad - h ..Ie:=..ee.l.! ..! .. QQA 91 =l. 1 A .A 6-te

9AH9 following:

Items:

"missiles";

"missile subsystems";
"missile propulsion components, equipment, and materials"; or

"other rocket subsystems"

(To conform with MTCR 1.B.1., 2.B.1., 3.B.1., and 20.B.1. "production
facilities"; MTCR 1, 2, 3, and 20 omit 9A004, 9A007.b-¢, 9A008, and 9A 104, the
portions of 9A005 and 9A006 not overlapping 9A105 or 9A106, and the portion
of 9A009 not overlapping 9A109 but include “missiles,” 7A117, the MT portion
of 9A001, and “weapon or warhead safing, arming, fuzing, and firing
mechanisms” proposed for new 9A121.)

B0 o P

9B117
Test benches and test stands for solid or liquid propellant rockets or rocket motors usable for
"missiles" or "missile subsystems" having either of the following characteristics:
(MTCR 15.B.3. is limited to test equipment usable for "missiles" or "missile
subsystems")
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9D101
“Software” specially designed or modified for the “use” of goods controlled by 9B00! to 9B0OS,
9B007, 9B105, 9B106, 9B116 or 9B117 for MT reasons

(To conform with MTCR 1.D.1,2.D.1,3.D.1, 15.D.1, and 20.D.1.)

9D103
"Software" sim

ulation or
> 0 A

design integration of "missiles", or
() A QA NY DA A O QA 0

on A

specially designed for modelling,
O oled-b A00 00

v

"missile subsystems"
(To conform with MTCR 16.D.1.; MTCR 2 subsystems omit the portion of 9A005 not
overlapping 9A105.a and omit all of 9A007.b-e, 9A106.a and .b, 9A 107, 9A108.a and .b,
9A117,and 9A118 but include 7A117 and “weapon or warhead safing, arming, fuzing,
and firing mechanisms” proposed for new 9A121)

9E101
"Technology" not controlled by 9E0Q1or 9EQQ2 ... “development” or “production” of
commodities or software controlled by 9A001, 9A005 to 9A011, 9A012, 9A101, 9A104 to
9A111 or9A1151t0 9A119,9A121, 9C110, or “production” of 9D001 to 9D004, 9D101, 9D103,
9D104-er9D10S for MT reasons
(To conform with MTCR 1.E.1,,2.E.1,,3.E.1,, 12.E.1,, I15.E.1., 16.E.1., 19.E.1., and
20.E.1 and with 9EQ01 and 9E002. Re 9D10S, MTCR 19.E.1 does not control technology
for 19.D.)

9E102

"Technology" ... for the "use" of space launch vehicles specified in 94004, or commodities or
software controlled by 9A001, 9A005 to 9A012, 9A101, 9A104 to 9A111,9A115t0 9A119,
9A121,9B001 to 9B004, 9B006, 9B007, 9B10S, 9B106, 9B11S5,9B116,9B117,9C110, 9D00!
to 9D004, 9D101, 9D103, 9D 104 e+ 9B1405 for MT reasons.




Attachment 10

Harmonization with NSG

Attachment 7 contains recommended changes in cross-references involving Nuclear Supplier
Group (NSQG) items, which are abbreviated NP on the CCL. Recommendations in this
Attachment 4-10 are divided into three parts:

1. NP portions of Wassenaar-based items;

2. NP portions of MTCR-based items

3. NSG-based items

L NP portions of Wassenaar-based items

The CCL omits some NP portions of Wassenaar-based items and over-states or under-states the
NP portions of others. 740.6(a) limits eligibility for TSR to items controlled for national security
reasons only. This is logically interpreted to mean that the portions of Wassenaar-based items
controlled for NP reasons are not eligible for TSR.

1A002
NP applies to +A4 -the-fo 1be -
mm composite structures also described in 1A202

o
B

O=Z0

(NSG 2.C.7.a specific modulus and specific tensile strength limits are higher than those
in 1A002.b.1)

1B001
NP applies... and-e

(1B001 covers neither coordinating and programming controls nor precision mandrels)

1C004
NP applies to portion of 1C004 also described in 1C226.

1C007
NP applies to portion of 1C007.d also described in 1C234.

1CO011
NP applies to portions of 1C011 also described in 1C225, 1C228. 1C230, 1C234, or 1C239

1D001
NP applies to "software" specially designed for the “development™—production"or "use" of
items controlled by 1B001 for NP reasons.
(NSG 3.D.1 does not control “modified” software and does not control “development” or
“production” software)
TSR: Yes, except N/A for MT or NP




1E001
TSR: Yes, except for the following:
(1) ltems controlled for MT or NP reasons; or ...

1E002
NP applies to portion of 1E002.f applicable to NP portion of 1A002.

2B001
NP applies 2B64

to 2B001.d and to portions of 2B001 .a,b,calso described in 2B201.
(Existing “NP applies” paragraph does not take into consideration that Wassenaar uses a
1997 standard, mandatory after December 3, 2000, whereas NSG uses a 1988 standard.)

2B004
NP applies to enti

Domon of 2BOO4 also descnbed in 28204

(2B004, unlike NSG 1.B.5, controls accessories)

2B006
NP applies to 2B006-a-and—-b 2B006.b.1.a, b.1.c, and b.2 and portions of 2B006.a and .b.1.b also
described in 2B206
(NSG 1.B.3.a. and 1.B.3.b.2 use parameters which differ from those in 2B006.a. and
b.1.b)

2B007

NP applies to portions of 2B007.b and 2B007.c and-te-speeiatiy-designed-controHers-and-“end-
effectors’therefor also described in 2B207
(NSG 1.A.3 covers only end-effectors having specified characteristics)

2D001
NP applies ... and to specially designed “software” for the “use” of equipment controlled by
2B004, 2B006, 2B007, or 2B009 for NP reasons
(NSG 1.D.1 is limited to “use” software.)
TSR: Yes, except N/A for MT or NP

2D002

NP applies to entire-entry;-exeept-2D002-b the following portion of 2D002.a: "software" for any
combination of devices or system enabling such device(s) to function as a "numerical control"




unit capable of controlling 5 or more interpolating axes that can be coordinated simultaneously
for "contouring control"

Note 1: "Software" is controlled whether exported separately or residing in a "numerical control”
unit or any electronic device or system.

Note 2: NP does not apply to "software" specially designed or modified by the manufacturers of
the control unit or machine tool to operate a machine tool not controlled by 2B201.

TSR: Yes, except N/A for NP

2E001
CB applies to “technology” for equipment controlled by 2B350 te-2B352 or 2B351
TSR: Yes, except N/A for MT or NP

2E002
TSR: Yes, except N/A for MTor NP

3E001
TSR: Yes, except N/A for MT or NP

4A001 .

(NSG does not control 4A001 computers.)
4A003 ' . o .

(NSG does not control such computers.) ‘
4D002 .

(NSG does not list such software)
4E001 '

(NSG does not list such technology)

6A002
NP applies to portion of 6A002 also described in 6A202

6A003

NP applies to items-e

described in 6A203
(NSG 5.B.3, unlike 6A003.a.2, a.3, and a.4, includes a "rotating mirror" parameter)

d-a-4 portion of 6A003 also

6A005



NP applies ...
(i) para-hydrogen Raman shifters designed to operate at 16,000 nm output wavelength and ata

repetition rate greater than 250 Hz with a pumping source "laser” controlled by 6A005
(to conform with NSG 3.A.2.i, per 6A005 Related Controls (3).)

6C004
NP applies to portions of 6C004 also described in 1C230, 1C231, or 1C234.

6D001

1l (3 1)

(NSG 3.D.1 does not control software for 3.A.2)
6E001

TSR: Yes, except for the following:
(1) Items controlled for MT or NP reasons; or ...

6E002
TSR: Yes, except for the following:
(1) Items controlled for MT or NP reasons; or ...

9A010
NP applies to structures also described in 1A202

2, NP portions of MTCR-based items

1A102
NP applies to composite structures also described in 1A202.

1B101
NP applies to

winding-machines portion of 1B101.a also described in 1B201

(NSG 3.B.4 is limited to machines "having motions for positioning, wrapping and
winding fibers coordinated and programmed,” rather than "of which the motions ... can
be coordinated and programmed”; and NSG 3.B.4 is limited to machines “specially
designed to fabricate composite structures or laminates from fibrous or filamentary
materials”, rather than simply being “designed” for that purpose (underlining added).

1B101 does not control precision mandrels.)

1C111

NP applies to portions of 1C111 also described in 1C225, 1C228, 1C230, or 1C234
1C118

NP applies to portion of 1C118 also described in 1C202.




1D101
NP applies to "software” specially designed for the "use" of items controlled by 1B101.a for NP
reasons.

1E101
"Technlogy", not controlled by 1E001 or 1E002, ... “use" of items controlled by 1A002
1A102,... 1C010, ... for MT reasons

(For consistency with MTCR 6.E.1. and 8.E.1)
NP applies to "technology" for items controlled by 1A002, 1B001, 1B101, 1C116, 1D001, or
1D101 for NP reasons

(For consistency with NSG 2.E.1;

portions of 1A002 are covered by both MTCR and NSG)

3A101
NP applies to portion of 3A101.b also described in 3A201 .c.

6A102
NP applies to portion of 6A 102 also described in 6A202.

9A110
NP applies to composite structures also described in 1A202

3. NSG-based items

1A102
NP applies to composite structures also described in 1A202.

1B101
NP applies to

winding-maehines portion of 1B10].a also described in 1B201
(NSG 3.B.4 is limited to machines "having motions for positioning, wrapping and
winding fibers coordinated and programmed,” rather than "of which the motions ... can
be coordinated and programmed”; and NSG 3.B.4 is limited to machines “specially
designed to fabricate composite structures or laminates from fibrous or filamentary
materials”, rather than simply being “designed” for that purpose (underlining added).
1B101 does not control precision mandrels.)

1B228
Related Controls: Equipmer sialhy-desigred-orp edfor-the-predu : : :
Plants for the production, separation, or purification of heavy water, deuterium, and deuterium




compounds and specially designed or prepared assemblies and components for these plants are
subject to the export hcensmg authonty of the Nuclear Regulatory Commlsswn
Related Deﬁmtlons : 05 o g 8 ’

greater— N/A
c. Constructed of either:
1. “fine-grain-sStainless steels” of the 300 series with low sulfur content and with an
austenitic ASTM (or equivalent standard) grain size number of 5 or greater; or
1. eEquivalent materials which are both cryogenic and H,-compatible materials; and

1B231
b.2. Hydrogen isotope storage and or purification systems using metal hydrides as the storage; or
purification medium

1C111
NP applies to portions of 1C111 also described in 1C225, 1C228, 1C230, or 1C234

1C210

“Fibrous and or filamentary materials” .

a. Carbon and aramld “fibrous aﬂd or filamentary materials™ ... a “specific tensile strength”
0f 23.5 x 10°m or greater except Aramid aramid ..

b. Glass “fibrous and or filamentary materials” deseribed—in controlled by ...

1C239
High explosives;-other-than-these-controled-by-the U-S—Munitiens-List;-er substances or

mixtures containing more than 2% by weight thereof, of any of the following (see List of Items
Controlled);
Related Controls: ... (2) High-explesives-for-military-use- Sub-items a., b., ¢., and d. are subject

to the export licensing authority of the U.S. Department of State, Offiee Directorate of Defense
Trade Controls (see 22 CFR part 242 121.1 Category V.a.2.i, a.14, a.21, and a.20.i)

Items: Fhe-list-ef items-controHed-is-contained-inthe ECCN-heading
Cyclotetramethylenetetranitramine (HMX) (CAS 2691-41-0):
Cyclotrimethylenetrinitramine (RDX) (CAS 121-82-4);

Triaminotrinitrobenzene (TATB) (CAS 3058-38-6);
Hexanitrostitbene (HNS) (CAS 20062-22-0): or

Any explosive with a crystal density greater than 1.8 gm/cm and having a detonation
velocity greater than 8,000 m/s

® e o

1D201
"Software", not controlled by 1D00] or 1D101, specially designed er-medified for the "use" of
items controlled by 1B201



1E201
“Technology” ..._not controlled by 1EQ01 or 1E101, for the “use” of items controlled by ...
1B001.a, 1B101, ... 1C116, ... 1DQ01, 1D101 or 1D201 for NP reasons

(NSG covers parts of 1B001a, 1C116, 1D001, and 1D101)

1E203

“Technology” according to the-General-Fechnolegy MNete “NSG Technology Controls” for the
“development” of “software” controlled by 1D201

(Revised 1E201 would make 1E203 redundant)

2B201

Unit: Equipmentin-nNumber;-parts-and-aceessories-in-$-value

Related Definition: N/A “Positioning accuracy” of “numerically controlled” machine tools is to
be determined and presented in accordance with this entry in conjunction with the requirements
below:

(a) Test conditions (ISO 230/2 (1988), paragraph 3):

(1) For 12 hours before and during measurements, the machine tool and accuracy
measuring equipment will be kept at the same ambient temperature. During the
premeasurement time, the slides of the machine will be continuously cycled
identically to the way they will be cycled during the accuracy measurements;

2) The machine shall be equipped with any mechanical, electronic, or software

compensation to be exported with the machine:
3 Accuracy of measuring equipment for the measurements shall be at least four
times more accurate than the expected machine tool accuracy;

(4)  Power supply for slide drives shall be as follows:
(i) Line voltage variation shall not be greater than + or - 10% of nominal

rated voltage:
(ii)  Frequency variation shall not be greater than + or - 2 Hz of normal

frequency;
i1i Lineouts or interrupted service are not permitted.

(b)  Test Program (paragraph 4):

) Feed rate (velocity of slides) during measurement shall be the rapid traverse rate;
N.B.: In the case of machine tools which generate optical quality surfaces, the

feed rate shall be equal to or less than 50 mm per minute;

(2)  Measurements shall be made in an incremental manner from one limit of the axis
travel to the other without returning to the starting position for each move to the
target position;

(3)  Axes not being measured shall be retained at mid-travel during test of an axis

(c)  Presentation of the test results (paragraph 2):

(1)  “Positioning accuracy” (A) and

(2)  The mean reversal error (B).

Note: Stated positioning accuracy levels derived under the following procedures from
measurements made according to ISO 230/2 (1988) or national equivalents may be used

for each machine tool model if provided to, and accepted by, national authorities instead




of individual machine tests.
Stated “positioning accuracy” are to be derived as follows:
Select five machines of a model to be evaluated;
Measure the linear axis accuracies according to ISO 230/2 (1988):
Determine the accuracy values (A) for each axis of each machine. The method of
calculating the accuracy value is described in the ISO 230/2 (1988) standard;
Determine the average accuracy value of each axis. This average value becomes
the stated “positioning accuracy” of each axis for the model (A4, Ay, ...);
Since 2B201 refers to each linear axis. there will be as many stated “positioning
accuracy” values as there are linear axes;

If any axis of a machine tool not controlled by this entry has a stated “position
accuracy” of 0.006 mm or better (less) for grinding machines, and 0.008 mm or better
(less) for milling and turning machines, both according to ISO 230/2 (1988), then the

builder should be required to reaffirm the accuracy level once every eighteen months.

a.l. ... according to ISO 230/2 (1988) ...
Note: ... b. ... according to ISO 230/2 (1988)

[l el

|+

v

=

b.l. ... according to ISO 230/2 (1988) ...
Technical Notes:
1. Axis nomenclature shall be in accordance with International Standard ISQ 841,

“Numerical Control Machines - Axis and Motion Nomenclature”.
2. Not counted in the total number of contouring rotary axes are secondary parallel
contouring rotary axes the center line of which is parallel to the primary rotary axis.
3. Rotary axes do not necessarily have to rotate over 360 degrees. A rotary axis can be
driven by a linear device, e.g., a screw or a rack-and-pinion.

2B206
Unit: Equipment-in-aNumber;-parts-and-aceessories-in-$-value

2B209
Unit: Equipment Machines and mandrels in number;-parts-and-accessories-in-$-value

2B228
Rotor fabrication and or assembly equipment, ...

2E201
“Technology” according to the-General-FechnelegyNeote NSG “Technology Controls” not

3 o6

controlled by 2E001, 2E002, or 2E101 for the “development”, “production”, or “use” of
equipment or “software” controlled by ... 2B004, ... 2B66$; ... 2B104, 2B109, 2B116, ... 2D001,

... 2D101 2D201 or 2D202 for NP reasons
(The undefined expression “directly associated” in the “NSG Technology Controls”
differs from the defined word “required” in the Wassenaar General Technology Note.)

3A229
Firing sets and equivalent high-current pulse generators (for-detonators-eontrolied by-3A232) as



follows ...
(NSG 6.A.2.b is not limited to firing sets for detonators controlled by 3A232)
b.8 ... for-use to operate ...

3A233
Mass spectrometers ..., as follows (see List of Items Controlled), and ion sources therefor.
3E201

“Technology” ... not controlled by 3EQ01 for the “use” of equipment controlled by 3A001.e.2 or
e.3,3A201, 3A225 to 3A233 for NP reasons

6A203

Unit: Equipment and components in number;-parts-and-aceessories-in-$-value
(NSG 1.A.2, 5.B.3, and 5.B.4 do not control parts or accessories)

6A205
Unit: Equipment in number;-parts-and-aceessories-in-$-value
b- unable-pulsed-single-mode-dye-laser-oseillators-capable

(Existing 6A205.b is completely covered by 6A005.d.2.c)

b. Neodymium-doped (other than glass) lasers with an output wavelength between 1000 and
1100 nm incorporating frequency doubling to give an output wavelength between 500
and 550 nm with an average output power of greater than 40 W.
(New 6A205.b would cover NSG 3.A.2.¢.2)
c. ... rexeeptsingle-mede-eseillators
ote: 6A205.c. does not control single mode oscillators,
(Single-mode oscillators are covered by existing 6A205.b and by
6A005.d.2.c)
d.
Note: 6A205.d does not control the higher power (typically 1 to 5kW) industrial CO,
lasers used in applications such as cutting and welding, as these latter lasers are either
continuous wave or are pulsed with a pulse width greater than 200 ns.
Recapitulation NSG 3.A.2 6A005 6A205
a. Copper a.2.aall -
b. Argon a.6 part a. all
c.l.a single-mode c.2.b.2.a2all -
c.l.b multiple-mode ¢.2.b.2.b.2 part f. all
c.2 doubling - new b.
d. dye single-mode  d.2.call old b all
e. dye other - c. all
f. Alexandrite c.l.b.2all -

g. carbon dioxide a.4 part d. all
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h. pulsed excimer  a.l.c.2 all -
i. Raman Related Definition (3)e. all

6A225
Unit: Equipment in number;-parts-and-aceessories-in-$-value

6A226
Unit: Equipmentin-nNumber;-parts-and-aceesseries-in-$-value

6E201
“Technology .._not controlled by 6E001 or 6E002 for the “use” of equlpment controlled by

(Addition of “for NP reasons” in the heading makes this “ECCN Controls” entry
unnecessary)



Attachment 11
Harmonization with AG and CWC

Attachment 7 contains recommended changes in cross-references involving Australia Group, or
AG, (referred to as CB in the CCL) and Chemical Weapons Convention, or CWC, (referred to as
CW in the CCL) items, including unilateral CB items and USML, DEA, EPA, CPSC, and FDA.,
This Attachment 11 is divided into two parts:

1. AG and CWC portions of Wassenaar-based items; and

2. AG- and CWC-Based Items

1. AG and CWC portions of Wassenaar-based items

740.6(a) limits eligibility for TSR to items controlled for national security reasons only. This is
logically interpreted to mean that the portions of Wassenaar-based items controlled for CB
reasons are not eligible for TSR.

1E001
TSR: Yes, except for the following:
(1) Items controlled for MT, NP or CB reasons; or

2E001
CB applies to “technology” for equipment controlled by 2B350 te-2B352 or 2B351
TSR: Yes, except N/A for MT, NP, or CB

2E002
TSR: Yes, except N/A for MT, NP, or CB

2. AG- and CWC-based items

1C350
License Requirement Notes ...
2. MIXTURES ...
b. A license is not required, except to Cuba, Iran, North Korea, Sudan, or Syria for ...
c. A license is not required, except to Cuba, Iran, North Korea, Sudan, or Syria for ..
4. TESTING KITS: Certain-mMedical, analytical, diagnostic, and food testing kits contammg
small-quantities-of chemieals a maximum of 300 grams per chemical identified in this ECCN
1C350 as a CWC Schedule 2 or 3 chemicals are excluded from the scope of this ECCN and are
controlled under ECCN 1C395 or ECCN 1C995.

(The 300 grams threshold for 1C350 controls should be specified in 1C350.)

Related Controls: ... See 22 CFR part 42+ 121.1 Category XIV.a.i-iii, a.3.i-iii,_and c.1-4 and
3217 for additional CWC Schedule 1 chemicals and Category XI1V.a.2, a.4.i, and c.5 for
additional CWC Schedule 2 chemicals controlled by the Department of State. ...




a.l .. (CWC 1B(10))
a.2 ... (CWC 1B(9)
a3 ... (CWC 1B(9)
b.1...(CWC 2B(7))
b.2 ... (CWC 2B(8))
b.3...(CWC 2B(4))
b.4 ... (CWC 2B(4))
b.5 ... (CWC 2B(6))

b.6 ... (CWC 2B(11))
b.7 ... (CWC 2B(12))
b.8 ... (CWC 2B(10))
b.9..(CWC 2B(11))

b.10
b.11
b.12
b.13
b.14
b.15
b.16
b.17
b.18
b.19
b.20
b.21
b.22
b.23
b.24
c.1

c.5.

c.8.
c9
c.10
c.11
c.l12

...(CWC 2B(10))
... (CWC 2B(4))
... (CWC 2B(10)
...(CWC 2B(4))
... (CWC 2B(4))
.. (CWC 2B(4))
.. (CWC 2B(14)
... (CWC 2B(9))
.. (CWC2B(13))
.. (CWC 2B(4))
.. (CWC2B(4)

. (CWCI3B(11)
c2..

c3..
c4..
..(CWC 3B(6)
c6..
c.7..

.. (CWC 3B(14))
.. (CWC 3B(17))

.(CWC 3B(10))
. (CWC 3B(5))
.(CWC 3B(7))

.(CWC 3B(12))
. (CWC 3B(13))

... (CWC 3B(9))
.. (CWC 3B(8))
... (CWC 3B(15))



1C351
Move the following from 1C351 or 1C991 Related Controls or 1C991 Related Definitions to
1C351 License Requirement Notes:

1. All vaccines and “immunotoxins”, as defined below, are excluded from the scope of this
entry.
2. Certain “medical products” and “diagnostic and food testing kits”, as defined below, that

contain biological toxins controlled under paragraph (d) of this entry, with the exception
of toxins controlled for-CW-reasens under d.5 and d.6, are excluded from the scope of
this entry. Biological toxins in any other configuration, including bulk shipments, or for

any other end-uses are contreHed-by not excluded from the scope of ECCN 1C351 by this

Note.
3. For the purposes of this entry, only saxitoxin is controlled under ...
4. “Medical products” containing ricin in the form of ... and saxitoxin identified by ... are

controlled for CW reasons under 1C351.
Move the following from 1C991 Related Definitions to 1C351 Related Definitions:
Related Definitions: ... (3) For the purpose of this entry, “medical products” are (h(a)
pharmaceutical formulations designed for human administration in the treatment of medical
conditions; (2)(b) prepackaged for distribution as medical products; and (3}(c) approved by the
Food and Drug Administration to be marketed as medical products. (4) For the purpose of this
entry “diagnostic and food testing kits” are specifically developed, packaged and marketed for
diagnostic or public health purposes.

(AG omits the CCL definitions)

1C352
Move the following from Related Controls to a License Requirements Note:
All vaccines are excluded from the scope of this entry.

1C354
Move the following from Related Controls to a License Requirements Note:
All vaccines are excluded from the scope of this entry.

1C355
Items:

a.la. ... (CWC2A(2))
a.2.a... (CWC2A(2))
a.2.b. ... (CWC 2A(5))
a2.c....(CWC2A(6)
a2.d. .. (CWC2A(10))
a2.e. .. (CWC2A(11))
a2.f. ... (CWC2A(12))
b.l.a. .. (CWC 3A(1))
b.1.b. ... (CWC 3A(2))
b.l.c. .. (CWC 3A(3))
b.1.d. ... (CWC 3A(4))



b.2.a... (CWC 3A(15))
b.2.b. ... (CWC 3A(16))

1C395
Reason for Control: €B; CW, AT

q alammarca-oaunnti L hart-ic-naot-daestoneg-to-determipne-Heaestn e
> PP T - O

of-the EAR): .
Related Controls: (1) ... (2) ECCN 1C995 controls ... kits .. that contain ... 1C350.d and 1C991
contains such kits that contain 1C351.d (except d.5 or d.6). ...

10991

Items: ...

b. “Immunotoxins”;

c. “Medical products” ...

d. “Medical products” ... except ... controlled for-EW-reasons under 1C351.d.5 and d.6; and
e “Diagnostic and food testing kits” ... except ... controlled for-CW-reasens under

1C351.d.5 and d.6

1E350

“Technology” ... for facilities designed or intended to produce chemicals controlled by 1C350
(1E350 is probably an empty box because of 1E001 coverage of technology for the
production of 1C350 chemicals. If 1E350 is not an empty box, it would be helpful to
indicate in what manner it supplements 1E001.)

. . .
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(AG does not list technology for disposal of chemicals or microbiological materials)

2B350

Related-Controls Notes:

1. The controls in this entry do not apply to equipment that is (a) specially designed for use
in civil applications ... and (b) inappropriate ... for use in storing, processing, producing
or conducting and controlling the flow of chemical warfare agents or any of the chemical
weapons precursors controlled by 1C350.

2. The objective of 2B350 should not be defeated by the transfer of any non-controlled item
containing one or more controlled components where the controlled component or
components are the principal element of the item and can feasibly be removed or used for
other purposes.

N.B.: Injudging whether the controlled component or components are the principal
element, the following factors should be weighed: quantity, value, technological




know-how involved. and other special circumstances.

3. The objective of 2B350 should not be defeated by the transfer of a whole plant, on any
scale, which has been designed to produce any CW agent or AG-controlled precursor
chemical (see 744.6(a)(3)).

(Suggested Notes 2 and 3 are to conform with Australia Group texts.)

2B351

Toxic gas monitoring systems; and dedicated detectors therefer , as follows (see List of Items

Controlled)

(2B351 may be an empty box, because of ITAR Category XIV.f.2 controls. If not, it
would be helpful to spexcify more clearly what it controls.)
Move (and revise) second sentence from Related Definitions to two Notes, as follows:
Notes: 1. The-intent-of this-entry-is-te-eentrel This entry controls ..
2. s-rather-than This entry does not control those used for batch mode operation in
laboratories.

2B352

Related Controls: N4A (1) Equipment for dissemination, detection, and identifiation of, and
defense against, chemical agents and biological agents are subject to the export licensing
authority of the U.S. Department of State, Directorate of Defense Trade Controls (se 2 CFR

121.1 Category XIV(f). (2) See also 2B225.
(In 2B352.d "capable of" conforms with AG, even though EU uses "designed for")




Timothy Mooney

Office of Exporter Services, Regulatory Policy Division, Bureau of Industry and Security
Department of Commerce

14th St. & Pennsylvania Avenue, NW Room 2705

Washington, DC 20230

ATTN: Notice of Inquiry--CCL October 24, 2007
Mr. Mooney,

The following is in response to the notice in the July 17th, 2007 (Volume 72, Number 136) Federal Register soliciting
comments on the current structure of the Commerce Control List (CCL) in the Export Administration Regulations (EAR).

Use of “de minimis” Levels: Since many chemical substances that are controlled by the CCL are used as components of
various chemical based mixtures, it seems logical that all of the chemical substances outlined in the CCL be given
specific “de minimis” levels where they are regulated for export. At levels below this minimum, these substances could
be self-classified as EAR 99. For instance, in ECCN 1C111, hydroxy-terminated polybutadiene (HTPB) along with
several other polymeric substances are listed as being controlied, but no consideration is given for HTPB in a mixture.
This is contrary to existing de minimis levels seen in other CCL entries, such as 1C350 (Australia Group-controlled
precursor chemicals). Although the regulatory basis for control is different, it seems that the logic of making an
exception for mixtures that contain lower levels of controlled chemicals should be applied throughout the entire CCL.
We suggest that Commerce more clearly define parameters to exclude certain chemicals in mixtures based upon the
difficulty of extractability and high cost associated with procuring controlled chemicals through the purchase of these
mixtures, versus the cost of obtaining the pure chemical itself.

Controls for Missile Technology: In addition, BIS should consider only controlling large volumes of the substances
controlled by certain ECCN’s. For example, 1C011 and 1C111 are controlled for their entries’ use as propellants and
binders in missiles. High volumes are inherent to the usage of these materials for this purpose and a license exception for
smaller volumes of the controlled substances; either as pure materials or parts of a mixture seems appropriate. This
would support Commerce’s stated goal of eliminating any inadvertent controls on non-critical items.

Use of Chemical Abstract Service (CAS) Numbers: Wherever chemicals are referenced in the CCL, every effort
should be made to cite a corresponding Chemical Abstract Service (CAS) number. This is done periodically throughout
the CCL but is not consistently implemented. The presence of CAS numbers, the most commonly accepted chemical
identification system, would greatly reduce the burden needed for self-classification and license determination of
controlled chemicals by members of the affected industries.

Coordination with the US Drug Enforcement Agency (DEA): The DEA controls many substances for export through
its Chemical Control Program, as well as their Controlled Substances Schedules. Commerce has done a good job in
coordinating their export control with other agencies, particularly the Department of State, however, there appears to be
an opportunity to harmonize the CCL with the DEA’s export control efforts. One possibility would be to add a list of
cross-references in the CCL to the DEA regulations. This would create a more convenient mechanism to allow for ready
comparison when making an investigation for compliance.

Thank you for consideration of these and any other responses received. The effort to improve the CCL and allow
comments and input from interested members of the public is greatly appreciated.

Regards,
el
S eaad A x:"««nf
Daniel Shaw
Regulatory Affairs Specialist 11
Henkel Corporation

Daniel Shaw Henkel Corporation Phone: 860.571.2649 Dan.shaw@us.henkel.com
Regulatory Affairs Specialist Il 1001 Trout Brook Crossing Fax: 860.571.5263 www.henkel.us

Rocky Hill, CT 06067

USA
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October 26, 2007

U.S. Department of Commerce

Bureau of Industry and Security

Regulatory Policy Division

Office of Exporter Services

14" St. and Constitution Ave. NW, Room 2705
Washington, DC 20230

RE: Request for Public Comments on a Systematic Review of the Commerce
Control List. (72 Fed. Reg., No. 136, July 17, 2007, p. 39052)

Dear Sir or Madam:

Cadence Design Systems, Inc. welcomes the opportunity to comment on this Notice
of Enquiry. Clarity and consistency in the CCL is essential to ensure that items
intended for export restriction by BIS are properly understood to be controlled by the
exporting community.

Thank you for your attention to the following comments:
1. CCL Layout

A) Using the ASCII format for online accessing of the CCL (and the EAR in general)
is preferred since the dual-column layout shown in the .PDF version is difficult to
read online. Unfortunately by virtue of the technology, the formatting created to
make the entries easier to read is lost in the ASCII version. We recommend the CCL
and EAR be changed to a single column format so that they can be more-easily read
online using font-rich .PDF format.

B) Many CCL entries contain a combination of line items and notes that specify items
both controlled or not controlled, entered seemingly in random order. Combining the
exceptions, exemptions and “not controlled” entries together towards the front of
each ECCN entry (with links to what ECCN would control the excepted goods or
technology), would streamline the understanding of the entries.

0] Create a stand-alone section for Encryption. Combine the CCL entries along
with ENC License Exception information, processes for submitting notifications or
records, etc. into one section. And a flowchart diagram or bullet-point action list
would be extremely useful in translating the multiple pages of instructions into visual
form. Today there are too many separate areas one needs to check to ensure you‘ve
captured all of the detail, with too great a chance of missing a requirement or

Cadence Design Systems, Inc. 270 Billerica Road Chelmsford, MA 01824
Phone: 978.667.8811 World Wide Web: www.cadence.com
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exemption to this regulation. For instance to understand what is controlled or
exempted by ECCN 5D002, the CCL entry advises you to reference country chart
columns NS (1) and AT (1) in EAR §738Spir.; then §742.15(b)(1) and (b)(2); also
§742 supplements 4, 5 and 6; §740.13(e) as well as §734. EAR §742 refers you to
§740 Supplements 1 and 3 as well as §732.5. The §742 supplements advise you to
reference §740.17(B) (3) and (b) (2) as well as §772. Don't forget to review §748
and §750 for information on submission and registration. I rest my case.

2. Anti-Terrorism (AT) Controls

Today as states have either been eliminated from the terrorist list for which AT
controls imposed restrictions, or have been placed under effective embargo, the AT
entries are superfluous for control purposes. Other than a few carve-outs to selected
Entities List destinations, export restrictions placed on AT level classifications are
identical to those imposed on EAR99 classified items. This unilateral US list should
be eliminated. Doing so will bring focus and clarity to the regulations without
loosening current restrictions.

3. Involve Stakeholders

I speak from experience. Working with BIS in the early 2000's, the EDA industry
was able to update the decade-old CCL language, ensuring that the applicable entries
contain terminology that industry users understand. We did not change restriction
levels; rather working together we brought clarity to the language, updating the
entry to reflect the significant changes and advancements in the industry in the
period since the original CCL language was created. Working together we created a
CCL entry that users trying to classify their EDA products find relevant to their
environment, thus they can classify their products without fear of misinterpretation.

BIS should reach out to each industry affected by the CCL, working to ensure that
the intent of each CCL entry is clearly defined in updated technical terms. In this
way, a deep scrub of the CCL can be performed, ensuring that the intended items
falling under a CCL are clearly identified, and discrepancies eliminated due to
imprecise language.

Pointing to one such discrepancy, in 3A001 and 3A991 both sets of parameters listed
below can catch the same product, as the technical parameters cited are on separate
and ultimately contradictory scales;

3A001
A.5.b Digital to analog converters with a resolution of 12 bit or more, with “settling
time" of more than 10 ns.



Bureau of Industry and Security
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3A991
C. Analog to digital converters having any of the following:
c.2 A resolution of 12 bit with an output rate greater than 5 mllliqn words per

second;
c.3 A resolution of more than 12 bit but equal to or less than 14 bit with an output

rate greater than 500 thousand words per second,...

Again, I thank you for the opportunity to raise these issues.

Sincerely,

Aot 7

Laurence K. Disenhof
Group Director, Export Compliance
Cadence Design Systems, Inc.
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Novellus Systems, Inc.
4000 North Firs! Street
San Jose, CA 95134
TEL: (408) 943-9700
FAX: (408) 943-3422

Date: October 29, 2007

Mr. Timothy Mooney

Office of Exporter Services
Regulatory Policy Division

Bureau of Industry and Security
chartment of Commerce

14™ St. & Pennsylvania Avenue, NW
Room 2705, '
Washington DC 20230

Attn: Notice of Inquiry — CCL

Re:  Request for Public Comments on a Systemaﬁc Review of the Commerce Control List
72 Fed. Reg. 39052 (July 17, 2007) and 72 Fed. Reg. 51213 (Sept. 6, 2007)
Submitted via Email and First Class Mail

Dear Mr. Mooney,

Novellus Systems, Inc. appreciates this opportunity to provide comment to your office on
Commerce Control List (CCL) changes, and welcomes a systematic review of the CCL.

Semiconductor Industry and Recommendation Scope

The Semiconductor industry is dynamic, with new technology advances every two years
on average. Because of this, the ability to manage effective export control is challenging
due to both technical as well as political changes. We believe our recommendations will
provide appropriate level of controls, reduce the number of licenses, and support US
economic interests, and provide visibility to exports.

The recommendation allows a new US License Exception to support 2B230 and 2B350
exports, which aligns the US Export Administration Regulation controls with Wassenaar.
ECCNs in Category 3B and 3C will not align with Wassenaar completely, as the
proposed US license exception will allow exports to Country Group B countries, while
Wassenaar requires a license for some sub-category items.

Our recommendation follows several discussions with colleagues, engineers, and
suppliers who believe the key areas to control are the lithography and technical data and
software for “Production” and/or “Development” of the tools as well as the functioning,
packaged chips themselves.

Novellus Systems, Inc. Page 1 of 4



Recommendation Strategy and Overview

We don’t view use of an existing License Exception such as “CIV” as a solution because
significant regulatory modification is required, including expansion of the country list to
include Country Group B locations such as Taiwan, Singapore, Malaysia, Thailand and
India. As a solution CIV will not provide any relief to Category 3B related ECCNs
2B230 and 2B350, or visibility to semiconductor-related activity specifically.

Rather than change the 3B ECCN list, we believe a better approach (from a license
exception view) would provide a method for government visibility while relaxing
controls for the Semiconductor industry, through implementation of a new license
exception, “SEM”. This strategy minimizes regulatory change impact, and facilitates
relaxation of Category 3B related spare parts, as well as provides our government
agencies visibility to semiconductor-related activity of ECCNs which previously required
a US export license.

Our recommendation includes a four prong approach:

1: Creation of a new License Exception “SEM” to manage Semiconductor and
related equipment exports for Category 3B, 2B230, and 2B350

2. Decontrol Category 3C002, 3C003 and 3C004 wafers when disabled or non-
functioning

3. New definition and re-instatement of Interpretation No. 3:
(@)  “Specially Designed for” — define as proprietary design, used specifically
with/for the ECCN it relates to, when the item is not controlled on its own merit.
(b)  Reinstate 1999 Interpretation No. 3 for “Wire and Cable”

4. Participation in a new collaborative forum where semiconductor industry and
government representatives can review and align technology and regulatory
developments and impacts on a regularly scheduled basis.

Use of “SEM” will significantly reduce the license volume for the involved ECCNs, and
aligns Category 2B230 and 2B350 controls with Wassenaar. These changes allow some
relaxation for equipment and related spares specific to the semiconductor industries -
which are not the source of control concerns. “EAR99” designation for non-functioning
materials in Category 3C002, 3C003, 3C004 aligns with 3C001 controls.

To illustrate use of SEM and modification of the “List of Items Controlled” for the

related ECCNs, I've included examples of the involved ECCNs. Regulatory language
changes are shown below in BLUE bold type for ease of your review.

Novellus Systems, Inc. Page 2 of 4



3B001 and 3B002 ECCN Change Recommendation

B. TEST, INSPECTION AND PRODUCTION EQUIPMENT
3B001 Equipment for the manufacturing of semiconductor devices or materials, as follows
(see List of Items Controlled), and specially designed components and accessories therefor.

License Requirements

Reason for Control: NS, AT

Control(s) Country Chart

NS applies to entire entry NS Column 2
AT applies to entire entry AT Column 1

License Requirement Notes: See §743.1 of the EAR for reporting requirements for exports
under License Exceptions.

License Exceptions

LVS: $500

GBS: N/A

SEM: “Yes”

CIV: “Yes”

2B230 ECCN Change Recommendation

2B230 ‘“Pressure transducers” capable of measuring absolute pressures at any point in
the range 0 to 13 kPa and having both of the following characteristics (see List of Items
Controlled).

License Requirements

Reason for Control: NP, AT

Control(s) Country Chart

NP applies to entire entry NP Column 1

AT applies to entire entry AT Column 1

License Exceptions

LVS: NA

GBS: N/A

SEM: “Yes”

CIV: “Yes”

List of Items Controlled

Unit: $ value

Related Controls: :

The controls in this entry do not apply when a 2B230 item is used on or in Category 3B
equipment. See ECCNs 2E001 (“development”), 2E002 (“production™), and 2E201 (“use”) for
technology for items controlled under this entry.

Rk kkk Rk kR kkkkkRegulations continue ...... no changes elsewhere**¥¥*skkrkxx
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2B350 ECCN Change Recommendation

2B350 Chemical manufacturing facilities and equipment, except valves controlled by 24226
or 2A292, as follows (see List of Items Controlled).

License Requirements

Reason for Control: CB, AT

Control(s) Country Chart

CB applies to entire entry CB Column 2

AT applies to entire entry AT Column 1

License Exceptions
LVS: NA
GBS: N/A
CIV: N/A

List of Items Controlled

Unit. Equipment in number

Related Controls: The controls in this entry do not apply when any 2B350 item is used on
Category 3B equipment, or equipment that is: ...

Fokdkkokkiork kR dok ok kk*¥Regulations continue ...... no changes elsewhere* ¥*¥k*wickkkx

3C ECCN Change Recommendation

Allow EAR99 eligibility for ECCN’s 3C002, 3C003, and 3C004 when wafers are partially
processed, non-functioning, or for analysis purposes. This can be accomplished easily by
including language under “List of Items Controlled” (as found for ECCN 3C001):

List of Items Controlled

Unit: $ value

Related Controls: “This entry does not control

equipment or material whose functionality has
been unalterably disabled are not controlled.”

Related Definitions: I/V compounds are
polycrystalline or binary or complex
monocrystalline products consisting ...

]

We appreciate the ability to provide comment and recommendation for such an important effort.
We look forward to actively participating in future related efforts. Please contact me for any
questions you may have at 408-570-6223.

Sincerely yours,

Nicole Maicolm
Novellus Systems, Inc.
Sr. Manager, Trade Compliance

Novellus Systems, Inc. Page 4 of 4
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UNIVERSITY of NEW HAMPSHIRE

October 30, 2007

Timothy Mooney

Office of Exporter Services

Regulatory Policy Division

Bureau of Industry and Security

Department of Commerce

14th St. & Pennsylvania Avenue, NW, Room 2705
Washington, DC. 20230

ATTN: Notice of Inquiry—CCL

Dear Mr. Mooney:

On behalf of the University of New Hampshire, I am pleased to respond to the
Bureau of Industry and Seccurity (BIS) Request for Public Comments on a Systematic
Review of the Commerce Control List. This public participation serves to demonstrate the
nature and preponderance of sentiment among the exporting community and, as such, is an
essential, complementary component to the work of the BIS Deemed Export Advisory
Committee (DEAC).

The University of New Hampshire is committed to complying fully and completely
with all U.S. export control laws and regulations, including those implemented through the
Export Administration Regulations (EAR). Compliance with these necessary controls,
however, has to be balanced against an educational institution’s need to preserve a free and
open exchange of ideas. Controls, like those imposed by the EAR, can certainly minimize
the risk posed by malevolent uses of technology but will likely also have a deleterious
effect on the nation’s strategic technical advantage, because they fail to recognize the roles
that open dialogue and collaboration play in scientific discovery.

The overall structure of the Commerce Control List (CCL) is too complex, and the
listing of items is exhaustive to the point of being overwhelming. It is our experience that
researchers using the CCL to determine an Export Control Classification Number (ECCN)
are often frustrated by the process; they complain that the threshold for control is too low
and that the technologies in question are readily available in foreign countries. They come
away from the exercise regarding compliance as not only burdensome but unlikely to
enhance national security. In order to serve the purpose of national security in a relevant

OFFICE OF SPONSORED RESEARCH
Service Building » 51 College Road « Durham, New Hampshire 03824-3585 » FAX: 603-862-3564 ¢ www.unh.edu/osr/




manner, the CCL must be simplified, updated frequently, and focused on technologies that
are significant both in terms of posing real security risks and only being available from
either domestic or controlled foreign sources. An aggressive simplification of the CCL can
serve to enhance U.S. national security by focusing resources on vital technologies and
developing effective controls against those who look to procure them in violation of our
laws.

Deemed exports are of particular concern to the university community and the CCL
and/or the EAR should be modified to ensure that knowledge transfer through the
utilization of research-related tools and techniques is included under the fundamental
reséarch exclusion (FRE). State of the art equipment, materials, and know-how are often
required to conduct fundamental research in a university setting, and knowledge transfers
required for the conduct of research are not so separable from those required for
publishable outcomes as the EAR currently implies. Controlling any information that can
be realized from access to equipment that is available for sale to the public is unrealistic;
research equipment can be readily purchased and used in laboratories in countries that
don’t follow our deemed export rules. Hence, we suggest deemed export controls should
not apply to the use of equipment in fundamental research unless that use requires access
to controlled information not made available with the sale of the equipment.

The CCL is flawed, ultimately, in the same manner that our national approach to
controlling sensitive technology is flawed, generally. Rather than accepting that there are
limits to what can be effectively controlled, we attempt to control everything that could
potentially be used against us. As a consequence of this approach, we expend considerable
time and resources managing technologies of little or no consequence ~ time and resources
that could be used to build genuinely effective controls around especially critical
technologies.

Fundamental research whose conduct raises national security concerns should be
attended to in accordance with government policy under National Security Decision
Directive (NSDD)-189 which provides universities latitude to engage in unrestricted
information sharing while recognizing the government’s right to establish strict controls
based on legitimate national security concerns and an appropriately high standard of
process, through classification rather than export controls.

We appreciate the opportunity to provide input and applaud the decision to improve
compliance through a review of the CCL.

Sincerely,

/
Victor G. Sosa, Manager
Contract Services & Export Controls




ACA

Advancing the Business of Technology

August 1, 2007

Sent via fax and email

Mr. Bernie Kritzer, Director

Office of National Security and Technology Transfer Controls

14th Street and Constitution Avenue, NW

U.S. Department of Commerce

Washington, D.C. 20230

Re: AeA Recommendations for Encryption Control Reform

Dear Bernie:

As BIS undertakes a formal review of the controls on encryption as well as its attendant
technology, and also the Commerce Control List (CCL), as announced in the July 17,
2007 Federal Register Notice, AeA would like to take this opportunity to provide our
specific recommendations in the area of encryption.

This topic is of great importance to many of the 2500 AeA member companies,
especially our small and medium sized firms who are more severely impacted by
compiex and expensive internal control programs necessary to comply with the Export
Administration Regulations.

After reviewing our comments attached to this letter, please feel free to contact me if you
have any questions or if you would like additional detail from AeA.

You can reach me at: (202) 682 — 4433 or via e-mail at: Ken_Montgomery@aeanet.org.

Sincerely,

7977 Py

Ken Montgomery
Director, International Trade Regulation

Cc: Ms. Catherine (Randy) Pratt
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Recommendations for Encryption Control Reform

Eliminate reporting requirements.

. Eliminate review requirements for mass market and ENC-unrestricted products.
3. Enact classification and control reforms, including elimination of controls on
publicly accessible software and technology and on Open Cryptographic
Interfaces.

[\ A

AcA endorses the technical recommendations made by the Department of Commerce's
Regulation and Procedures Technical Advisory Committee on Sept. 26, 2006, in
particular as it identifies priority areas for specific, immediate action.

With this in mind, AeA makes the following general recommendations. A list of
detailed encryption recommendations is included as Attachment 1.

Eliminate Reporting Requirements

Extensive semi-annual reporting continues to be required under EAR Section 740.17 (e)
for cryptographic items shipped under License Exception ENC to all destinations except
Canada.

This is a unilateral requirement, in the sense that no other member of the Wassenaar
control regime demands it. From the business perspective, it is costly and time
consuming to collect and report the data. However, the most compelling reason for
eliminating this reporting requirement is risk of inadvertent error: under current penalty
levels, mistakes made in such reporting can in principle be subject to up to $50,000 each
in civil penalties.

The burden for complying with these reporting requirements falls disproportionately on
small, specialized exporters. Cryptographic functions are now found in a wide variety of
software applications that would otherwise have little or no export controls. Many U.S.
domestic producers of such products are often completely unaware of complex export
control requirements as their products begin being shipped or downloaded across national
borders. Often past violations show up during due diligence reviews as small companies
are acquired by larger firms.

Initially, these requirements were intended to provide the National Security Agency

(NSA) and the rest of the intelligence community with a picture of cross-national demand
for cryptographic products and product flows. However, after a decade of such reporting,
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this purpose has long since become redundant, and the data obtained is not always
verifiable.

As the use of cryptographic functions has proliferated in the last ten years, so have
products subject to reporting requirements. It is not clear whether at current levels NSA
can use or even effectively review the mass of data that is being fed to it as a result of this
outdated requirement.

AcA feels that the cost and risk to exporters of continuing these reporting requirements
now far outweighs any theoretical intelligence benefits. We further urge that these
reporting requirements be eliminated. Past attempts to create complex exception
categories have only compounded the cost and risk of reporting.

Eliminate Review Requirements for Mass Market and ENC-Unrestricted Products

Most current encryption software, hardware, and components, as well as products
including cryptographic functions, are subject to detailed review requirements in order to
qualify for either mass-market status or for shipment under license exception ENC. AeA
members feel that the utility of this requirement has largely eroded over time, and should
be eliminated.

With all other parts of the U.S. export control system, including munitions control,
exporters are permitted to self classify. Classification decisions by exporters are subject
to review and verification at any time. Cryptographic products are unique in that most
must be reviewed by U.S. Government agencies prior to becoming eligible for export.

This review requirement is unique among Wassenaar allies, which control the same list of
products and which have substantial numbers of indigenous producers. As is the case
with reporting requirements, this mandatory classification procedure may have had some
justification when initially imposed ten years ago. However, since then it has become a
mechanical requirement which has taxed resources not only among companies, but
among the BIS and NSA staff that must process thousands of reviews of commercial
products each year.

As Figure 1 below demonstrates, the number of reviews processed by BIS as well as the
number of products affected by such reviews has increased substantially over the past
five fiscal years. During this period reviews have increased by over 40%, and now
constitute over a third of the total classifications issued by BIS for all dual-use products
controlled by the Department of Commerce.

These increases have continued into the current ('07) fiscal year, and have resulted in a
dramatic increase in backlogs for BIS and NSA reviews, consuming resources that are
already tight. This backlog in turn translates into delays in issuing these mandatory
classifications, and needless disruption in product introduction and shipment. In addition
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the additional processing time required by BIS and NSA constitutes diversion of
government resources from higher priority work.

Figure 1
BIS Encryption Reviews Fiscal Years 2002-2006

3000+

2500

2000+

Reviews
B Products

1500

FY 2002 FY 2003 FY 2004 FY 2005 FY 2006

Source: BIS Annual Reports

Review requirements are repetitive, being required of essentially the same encryption
function applied in different application software packages. As “different” has
historically been defined as any change in code or functionality, software variants that are
fundamentally similar but which have undergone improvements or modifications even in
capabilities unrelated to encryption are required to undergo the same onerous review
process.

Review requirements are also affecting an ever widening range of products, as basic
encryption now appears in a very wide range of applications, including medical devices,
operating systems, word processors and tape storage. Almost all modern software has
encryption functions, virtually all of them of the same types that have been reviewed
before in thousands of other products.

Many of the serious burdens that the current approach to review requirements have

created are a direct result of the sea change that has occurred in the need for and use of
encryption in commercial applications in the last decade. In order to adapt the system to
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contemporary technological and market conditions, AeA urges that the review
requirement be eliminated.

Enact Classification and Specific Control Reforms
a. Eliminate Controls on Publicly Accessible Software and Technology

Encryption is also unique in that items in the public domain, or that are generally
available to the public, remain subject to the EAR, meaning that they retain controls to
some destinations. Specifically, notifications requirements and controls remain on
embargoed destinations.

These controls are again a legacy of encryption's pre-1997 history as a munitions item.
At that time, steps were taken to prevent public release of cryptographic code on the
grounds of their unique sensitivity. However, these conditions no longer hold, not only
because of the great increase in the amount of encryption software available
commercially, but also because of the large amount made publicly accessible subject to
minimal controls since1996.

While the EAR (reflecting original policy pronouncements), states that the reason for this
unique treatment of publicly accessible software is that the national security concern is
centered on what the code does, rather than what it says, this rationale would apply to
many categories of controlled software. However, encryption is the unique category
where such special controls apply.

The disruptive effect of these controls is greatly disproportionate to any national security
value that they may now provide. Companies now actively pursue an “open source”
strategy, in which they intentionally make their software publicly accessible via open
source licenses. This is done so that their products may be quickly accepted by developer
and other target groups. To the extent that cryptographic functions are an intrinsic
feature of their products (e.g., operating systems), even residual controls on these open
source uncontrollable products have disproportionate and significant competitive effects.

In order to bring controls on cryptographic software and technology in line with other
controls, AeA recommends that the exemption to their removal from EAR jurisdiction be
eliminated.

b. Grant Mass Market Treatment to Components and Related Software in Mass Market
Products

Mass market treatment should be accorded to commercial components with
cryptographic functionality (including related firmware/software/technology) that are
designed and produced for use mass market products. If a PC, cell phone or other widely
available product enjoys mass market status under the regulations, the components and
related firmware/software/technology designed for such products should not be treated
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differently. Such treatment is highly important and relevant because components are
increasingly incorporating cryptographic functions to meet customer demands for
security and to protect critical information infrastructure in general.

Semiconductors and other widely available commercial components of mass market
products are inherently non-military and designed and intended to serve as the basic
building blocks of the global information infrastructure. For example, the United States
and the Wassenaar Arrangement have recognized the non-threatening nature of
commercial processor components, removing them from civilian end use controls.
Components are produced in high volumes for distribution all over the world. While not
sold over the counter akin to the mass market products into which they are incorporated,
commercial components are nevertheless generally available from worldwide
distributors.

The civilian nature of these items is enhanced by the fact that many components comply
with ISO, IEEE, FIPS and PKCS standards, which only support publicly available
civilian end-use cryptographic algorithms. Typical applications for products containing
such components include home/office networking and home/car access control.

Mass market treatment for components for products with mass market status was
previously considered by the U.S. Government under the “retail” classification during the
encryption regulation reform (1999-2002). Unfortunately, upon the publication of the
final rule that revised the vernacular to “mass market,” the ability to apply mass market
treatment for components used in mass market products was not included.

Meanwhile, there is a significant un-level playing field with regard to the international
treatment of components in mass market products. A number of countries treat these
items as 5X992, while the U.S. treats them as 5X002. Such disparate treatment is
contrary to the multilateral controls intended by all countries seeking similar export
control goals, as well as how other countries apply the Mass Market Crypto Note for
commercial components used in mass market items.

AeA therefore respectfully requests that the U.S. Government establish a policy of
allowing mass market treatment for components and related firmware/software used in
mass market products. This is consistent with the components-related policy we thought
had been agreed by the U.S. Government. The policy should include:

1. Allowing self-classification under 5X992 of all mass market "items" without any
one time review, including technology and software/firmware for mass market
products.

2. Clarifying the scope of the mass market Cryptography Note and ensuring that its
scope covers commercial semiconductors/integrated circuits and related software,
firmware and technology.

c. Eliminate controls on Open Cryptographic Interface (“OCI”)
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The OCI restriction is a unilateral U.S. restriction not set forth in the Wassenaar
Arrangement International List or other restrictions. The OCI restriction does not apply
to open source products, of which there are now millions around the world. Open Source
software has OCI by its nature and can be exported under License Exception TSU
worldwide (except for AT only controlled destinations) with only a notification. Thus,
the OCI restriction creates a competitive disadvantage for U.S. companies with
proprietary software.

d. Eliminate Controls on Open Crypto Aware

Products that simply call on encryption but do not contain native encrypt coding should
be exempt from notification and review. Requiring notification on handshake or calls to
cryptography, referred to as “Crypto Aware” is burdensome since microwaves, hotel
Mini bars, TVs, videogames, and other common household articles and commercial
wireless communication devices can have these functionalities in today’s domestic and
export markets.

e. Eliminate Controls on Dormant Encryption

Exporters are currently required to complete a one time technical review for dormant
encryption items prior to export under 5X992. Under the EAR, "dormant cryptography"
refers to items which, at the time of export, contain embedded cryptographic parts or
components which are rendered functionally inert or inactive by design. This dormant
cryptography must be "activated" or "enabled" (typically using special components or
software purchased separately) by the manufacturer before it can be used to encrypt data.
AeA believes that dormant cryptography controls should be eliminated where
cryptographic functionality in products like semiconductors is rendered inactive by
design and can only be activated via proprietary software or other mechanisms, which are
otherwise variously controlled under ECCN’s such as 5X992 and 5X002.

f. Expand the Coverage of EAR Part 740.17 to Cover Third Party Contractors

The existing license exceptions set forth in sections 740.17(a)(1) and 740.17(b)(1) should
be expanded to include any third party contractors used by the parent company or their
foreign subsidiary as long as the specific conditions set forth under the license exception
are met. Because the current exception allows technology transfers to
individuals/persons who are "contractors" or "interns", as those terms are currently
defined in the EAR, certain legal entities/juridical persons should be afforded the same
treatment under the regulations, subject to the license exception conditions of Part
740.17, i.e., the contractor is only permitted to avail itself of the technology for internal
purposes, and hence cannot share the technology with another party, unless such a party
is afforded the same status. Further, the contractor must only use the technology for the
sole benefit of the U.S. company and its foreign subsidiaries and in compliance with the
terms and conditions imposed on the contractor by such entities. Finally, any product
developed by such entities and its contractor using the transferred technology would
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remain subject to the encryption regulations.
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Attachment 1: Specific Priority Recommendations for
Streamlining Encryption Controls

Note: Recommendations taken from the September 29, 2006, RPTAC letter are in italics.

Reporting Requirements

1.

Eliminate EAR 740.17(e) reporting requirements.

Review Requirements

1.

Eliminate review requirements for mass-market and ENC-unrestricted products,
including specially-designed components.

Classification and Control Issues

10.

11.
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Eliminate controls (i.e. EAR jurisdiction) over publicly available encryption
software and technology.

Narrow the U.S. definition of mass-market to conform to Wassenaar
Cryptography Note 3.

Classify short-range wireless products and secure network management products
as 5X992.

Eliminate review of electronic transfer of information that is copyright protected
under the current Note 3 for Digital Rights Management.

Eliminate review for bundling of products that have been previously classified.
This would apply to products bundled for marketing purposes, rather than for
those that have undergone a fundamental change.

Eliminate review for products that contain decryption functions only.

Eliminate the notification requirement for Crypto-Aware products/products that
call on encryption including those that have no Crypto code.

Eliminate requirements to notify BIS when exporting beta test software under
License Exception TMP.

Dormant cryptography controls should be eliminated where cryptographic
functionality in products like semiconductors is rendered inactive by design and
can only be activated via proprietary software or other mechanisms.

The existing license exceptions set forth in sections 740.17(a)(1) and 740.17(b)(1)
should be expanded to include any third party contractors used by the parent
company or their foreign subsidiary as long as the specific conditions set forth
under the license exception are met.

Eliminat